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Abstract. Java is a widely used multiplatform programming language, which
we used to create | SES (Internet School Experimental system) control software
of remote experiments spread across the Internet. However recently, due to the
security constraints, we have been forced to change our original concept with
the main goal is to find the suitable substitute for Java applets in controlling
ISES remote experiments. The contribution describes the Java security model
and its holes, which can be abused by the hackers attacks. In finding a suitable
choice we pay attention to the programming languages such as JavaScript,
ActiveX and Dart, their comparison and selection of the best aternative.
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1 Introduction

In this article we deal with the safety issues of Java applets and alternatives to
replacing them. This issue directly affects us because in our Internet School
Experimental system (ISES) remote laboratories, where Java applets have been used
for remote control of ISES experiments. In 2002, when the first remote experiment
"Water level control", was designed, and made available on the page http://kdt-
14 karlov.mff.cuni.cz/en/mereni.html, the most appropriate method of the
transformation from laboratory experiments to real remote experiments, Java applets
were used. It was then the best solution for the authors of the ISES remote
experiments (RE) [1], [2], [3] because Java applets recorded in these years its biggest
boom with the brightest prospects for the future.

Unfortunately due to the security threats that are currently occurring on the
Internet, it is not possible to continue along Java lines. The situation requires Java
applets to be replaced by other approaches. Therefore, we started to analyze various
replacement alternatives how to renew controlling programs for the ISES experiments
in the most appropriate manner so as to preserve its functionality and to avoid security
hindrances.
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The days when the Local Area Network (LAN) was the most widely used are
behind us. Now, most Local Networks have been connected directly to the Internet,
which means the security issue is more important than ever before. We need to try to
protect our data with advanced security mechanisms such as firewalls, secure shells,
virtual private networks and a lot of other means, discussed later in this article.
Connecting computers together in a network allows computer users to share devices,
files, data, programs, and each others' computational resources. In most cases pages
are not only purely static but contain a lot of dynamic content that extend their
functionality and design. On the creation of dynamic content and Internet
communication many toolsare used, among others, JavaScript, PHP, CSS styles, and
of course Java. Thanks to the development of information and communication
technology (ICT) and many others the number of users connected to the Internet is
growing at an increasing rate every year. Along with these abilities and large numbers
of connected computers it comes to the question about computer security.

2 Javalanguage

This chapter introduces the language Java with the main attention paid to its security
policy.

There has been a lasting a problem of writing cross-platform applications. As a
result, the platform independent programming language Java, its first public version
was introduced at the SunWorld conference in 1995which was later in 2010 bought
by Oracle Corporation [4].Java works on the general principle that the majority of the
code is automatically downloaded from the network and runs on your computer. Java
can be run on a computer that has a Java Virtual Machine (JVM) installed. Because
Java byte code runs on the Java Virtual Machine, it is possible to run Java code on
any platform [4]. The Oracle Corporation provides on its website the following
describe of the Java programming language: Java is a high-level language. It is
simple, object oriented, distributed (your system can directly interact with an object in
the remote host), multithreaded, dynamic, architecture neutral, portable, high
performance, robust secure [5].

Java can be used to create two different kinds of programs, which are applications
and applets, the main differences are that the applet needs to run under the control of
a browser, whereas the application runs stand-alone, with the support of the virtual
machine . Next, let us discuss the Java applets from the point of security view.

3 JavaApplets

Let us have first a definition of the Java applet, asit is defined on Oracle website [5].
“The Java applet is a special kind of Java program that a browser enabled with Java
technology can download from the internet and run. The applet is typically embedded
inside a web page and runs in the context of a browser. The applet must be a subclass
of the java.applet.Applet class. The Applet class provides the standard interface
between the applet and the browser environment. “ There are two main types of
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applets either sandbox applets (unsigned) or privileged applets (signed). Sandbox,
applets which are considered untrusted are run in a security sandbox. Privileged
applets can either run in the sandbox, or can request permission to run outside the
security sandbox and have extensive capabilities to access the client. Applets loaded
over the network are usually considered to be untrusted code whereas local applets are
considered to be more trustworthy. Implementing the security restrictions is the
responsibility of the java.lang.SecurityManager class about which will be discussed
below [5], [4].

3.2 Partsof the Sandbox M odel

The default sandbox consists of three interrelated parts: Verifier, Class Loader, and
Security Manager. These parts must work perfectly because if any of the three parts
crashes, the whole security system crashes, leaving the door wide open for attack.

The Security Manager depends on Class Loaders to correctly label code as trusted
or untrusted. Class Loaders also shield the Security Manager from spoofing attacks by
protecting local trusted classes making up the Java API. On the other hand, the class
loader system is protected by the Security Manager, which ensures that an applet
cannot create and use its own Class Loader. The Verifier protects both the Class
Loaders and the Security Manager against language-based attacks meant to break the
VM. All in all, the three parts intertwine to create a default sandbox.

The Java security model was subsequently extended to include more parts in new
versions of the Java. First came the java.security package later came Access
Controller, Code Source etc. [4].

The Verifier

As we said from the beginning the Javais cross-platform language through the use of
bytecode. Java bytecode is verified before it can run. The Verifier provides a first part
of defense against malicious codes that could be dangerous to users. This verification
scheme is meant to ensure that the byte code, which may or may not have been
created by a Java compiler, plays by therules.

Thus, class files which contain bytecode are verified, Java automatically examines
untrusted code before it is allowed to run. If the Verifier finds any problem with a
classfile, it throws an exception and the class file never executes.

The process of the verifying is divided into two major steps: internal checks that
check everything that can be checked by looking only at the class file itself and
runtime checks that confirm the existence and compatibility of symbolicaly
referenced classes, fields, and methods.

The validated bytecode satisfies conditions that the class file has the correct format
and proper length; stacks will not be overflowed or underflowed; bytecode
instructions all have parameters of the correct type; no illegal data conversions occur;
private, public, protected, and default accesses are legal; and that all register accesses
and stores are valid [4].

Asit is known, the length of time which it takes for a launch of the Java applet is
no too short. Many people are thinking falsely that it is caused by downloading the
applet from the internet to user's computer. In this time a connection to the Internet is
reasonably fast so the part that takes the longest time is verifying code.
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The Class L oader

The Class Loader is used to load the Java code from the network. Class loaders
perform two functions. First, class loader finds the bytecode which VM needs to load
for a particular class of the applet and it undergoes to the bytecode control by the
Verifier. Second, class loader defines the namespaces seen by different classes and
how those namespaces relate to each other. Problems with namespace management
have led to a number of serious security holes. The Applet Class Loader is the most
important part of the Java security model [4].

The Security Manager

The third part of the base Java security model is the Security Manager. The job of the
Security Manager is to keep track of who is alowed to do which dangerous
operations. A standard Security Manager will disallow most operations when they are
requested by untrusted code, and will allow trusted code to do whatever it wants.

The Security Manager is a single Java object that performs runtime checks on
dangerous methods. The Security Manager can veto the operation by generating a
SecurityException. It makes the final decision as to whether a particular operation is
permitted or rejected. When a dangerous call is made to the Java library, the library
gueries the Security Manager. These queries use a set of methods that check access.
The Security Manager isinstalled in each VM only once.

Responsibilities of the Security Manager are that it prevents installation of new
class loaders; it protects threads and thread groups from each other; it controls the
execution of other application programs; it controls the ability to shut down the VM;
it controls access to other application processes; it controls access to system resources
such as print queues, clipboards, event queues, system properties, and windows; it
controls file system operations such as read, write, and delete; it controls network
socket operations such as connect and accept; it controls access to Java packages,
including access to security enforcement classes [6].

The CodeSour ce

The CodeSource encapsulates the code's origin, which is specified as an URL, and the
set of digital certificates containing public keys corresponding to the set of private
keys used to sign the code.

The AccessController

The java.security.AccessController class is used for deciding whether access to a
critical system resource should be allowed or denied, based on the security policy
currently in effect; for marking code as privileged, thus affecting subsequent access
determinations; for obtaining a snapshot of the current calling context, so access-
control decisions from a different context can be made with respect to the saved
context.

3.3 Typesof security attacks

Java applets can be subjected to potential hacker attacks. Now follows a brief
description of four of many possible attacks, namely - attacks that deny legitimate
use of the machine by hogging resources, - attacks that modify the system, - attacks
that invade a user's privacy, - attacks that antagonize a user and attacks called Zero-
day attacks[7].
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Denial of Service Attacks
A Denial of Service Attack abbreviated DoS attack, is an attempt to make interrupt or
suspend services of a host connected to the Internet.

The DoS attack belongs to less serioudly attacks because this attack consumes only
system resources and can slow your computer or your network connection
considerably. For example, attacks may involve completely filling a file system,
hogging al possible screen space, alocating al of a system's memory, creating many
high-priority threads, or using all available file pointers [6].

The Java sandbox does not protect against DoS attacks. Therefore, we should not
allow applets which come from suspects and unverified sources [4].

System M odification

This type of attack is the most severe class of attacks. It is able to intrusion into the
system itself and consequences of these attacks can be critical and dangerous. Applets
that implement such attacks are attack applets.

System modification attacks may modify the contents of memory, create, modify,
or delete files, directories, database entries, kill processes or threads and install
malware asis trojan horse, worm, back door and many more to the user computer.
Invasion of Privacy
This type of the attack includes disclosing information about a user or host machine
that should not be published. The forging mail can also be perceived as an attack to
privacy. Especidly if we value our privacy or we have some confidential files on the
compuiter, this attack may be avery annoying issue.

Antagonism

The most commonly we encounter with this type of attack. There are attacks that
merely antagonize or annoy a user. For instance, antagonism applets are able to play
unwanted sound files, open alarge number of new windows simultaneously, etc.
Zero-day attacks

Zero-day vulnerabilities in computer science marking attack or threat that tries to
exploit computer vulnerabilities, refer to a hole in the software that is unknown to the
vendor. This security hole is then exploited by hackers. Zero-day here does not
indicate the number or the number of days, but the fact that the user is at risk, until a
patchis still in the works to fix bugs (ie, the zero day).

Let's now look at specific examples of security attacks. Attacks are listed
chronologically by date of publication.

Targeted attacks to chemical companies, named The Nitro Attacks, started in July
2011 and continued into September 2011. The 29 companies in the chemical sector
and another 19 in various other sectors, primarily the defense sector were affected by
this attack.The attackers first researched desired targets then sent two types of mail. If
the mail was targeted to a specific recipient it contained invitation to meeting. Or if
the mail was being sent to a broad set of recipients the email claims to be an update
for some piece of commonly installed software. In both cases the mail contained
attachment with a malicious Trojan called Poisonlvy which was included in a zipped
file with the password. The Poisonlvy alowed access to other computers in the
company workgroup. They could copy the content, and upload the information to
servers external to the compromised organization. The purpose of the attacks was
likely industrial espionage, and the attackers appear to have been seeking intellectual
property, including design documents, formulas, and manufacturing processes, for

ISBN: 978-1-61804-246-0 205



Applied Mathematics, Computational Science and Engineering

competitive advantage. The source of the attack was identified as a computer system
that was a virtual private server (VPS) located in the United States. The system was
owned by an individual named Covert Grove from China[8].

An indisputable advantage of the Java language is a cross-platform but this can
easily be exploited to an attack as a good example is following Java applet malware.
In April, 2012 the infection volume is reported at over 600,000 computers with Mac
and Windows operating systems. This threat proceeds in three phases. First, Java
Applet malware is loaded. Second, if the threat is running on a Mac operating system,
it downloads a dropper type malware written in Python. Or if the threat is running on
a Windows operating system, it downloads a standard Windows executable file
dropper. This Trojan only checks whether it is the required operating system. Finally,
one of two back door Trojans depending in OS is dropped on to the computer. These
Trojans can download files, open aremote shell, upload files, send informations about
CPU details, disk details, memory usage, etc. [9].

July, 2013 Symantec published a campaign is targeting government agencies by
sending phishing emails with a malicious attachment in the form of the Java remote
access Trojan (RAT). Cyber criminals use recent hot media topics to entice users. In
this case they used the news coverage surrounding the NSA surveillance program
PRISM. The phishing email contains two legitimate non-malicious PDF documents
and one Java file named US National Security State. The most of targets were located
in the United States [10].

July, 2013: The target of the attack could also be the SIM card (Subscriber
Identification Module) which is present in al mobile phones. Every smart card is
responsible for the unique identification number known as the IMSI (International
Mobile Subscriber Identity) and aso for handling the encryption when
communicating with the telephone network. If an attacker send a cleverly crafted
silent binary SM'S update message over-the-air (OTA) to the mobile phone athough
the device will refuse the unsigned message but it will answer with an error code
signed with the 56-bit DES private key. After the private key is deciphered, an
attacker can sign malicious software updates and send them through OTA updates to
the mobile phone. For instance, malicious applets can send premium text messages,
reveal the geo-location of the device or misuse of payment systems[11].

November, 2013 Symantec has discovered a new back door worm-type threat
which targets servers running Apache Tomcat. The Apache Tomcat is an open source
web server and servlet container developed by the Apache Software Foundation
(ASF) and based on Java language. Servers are quite valuable targets, since they are
usually high-performance computers. Back door type Trojan horses and worms enable
the attacker to control a computer remotely. Infected computers could be used to
attack other Tomcat servers by sending the malware to them and this would lead to
DoS attacks[12].

In early January 2014, on a website of a major Japanese book publisher and
distributor, of books, magazines, comics, movies, and games was encountered a
malicious iframe leading to another website hosting an exploit kit. This malware is
intended for the purpose of stealing information and located in Japan. The maware
monitors open windows for two online banking sites, three online shopping sites,
three Web mail sites, three gaming/video websites and fourteen credit card sites. Most
providers of these sites are aware of the security risks and have implemented
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additional layers of protection and verification for their online customers. It is not
surprising that contested pages belonged to regional firms that had not done sufficient
safety measures [13].

February, 2014 a new spam campaign appeared in the form of the Java remote
access Trojan (RAT) known as JRAT. The spam email’s sender claims that they have
attached a payment certificate to the message and asks the user to confirm that they
have received it. An attachment with the file name Paymentcert.jar was actualy a
malicious Trojan virus. The Windows, Linux, Mac OS X and Solaris computers are
threatened by RAT. This attack affected the most individuals in the United Arab
Emirates and the United Kingdom [14].

Theincidence of vulnerabilities

As mentioned Java programs run in the sandbox which is responsible for a security.
Since Java is so widespread is not surprising that there are constantly incidence of
security breaches and are used to hacker attacks. Therefore, the Oracle is continuously
working on improving its product. The Critical Patch Updates (CPU) are published on
their web every 3 months starting from January. Exceptions are updates that needed to
be done immediately, given the severity of the security risk. In addition the CPU are
published on the website the Common Vulnerabilities and Exposures (CVE).
Common Vulnerabilities and Exposures is a dictionary of common names for publicly
known information security vulnerabilities. CVE includes just one vulnerability and
makes it easier to share data across separate network security databases and tools, but
where CPU can contain multiple CVE.

In the figure 1 can be seen the bar graph of the number of vulnerabilities (Security
Alert, Critical Patch Update Advisory or Security Alert) by year, based on data
mentioned by Oracle. The graf includes data to the April 18, 2014 [15], [16].
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Fig. 1. Graph of the number of vulnerabilities by year [15]
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It can be seen that with increasing numbers of users and extension of the Java is
also an increasing number of security vulnerabilities discovered because hacker
attacks occur more frequently.

4 Alternativesfor Security |mprovement

Next, let us analyze aternatives of programming environments with whome it is
possible to replace control Java applets of experiments.

4.1 JavaScript Language

JavaScript was developed by Brendan Eich while working for Netscape
Communications Corporation. It was first introduced in 1995 under the name of
LiveScript. However, due to marketing purposes it was renamed JavaScript.
JavaScript's official name is ECMAScript, which is developed and maintained by
theECMA  (European Computer Manufacturer's Association) International
organization. Today, JavaScript is atrademark of Oracle Corporation.

JavaScript (JS) is scripting dynamic and object-oriented language designed
primarily for adding interactivity to Web pages and creating Web applications.

A common misconception is that JavaScript is similar or closely related to Java.
There are few similarities between Java and JavaScript. For instance, both have a C-
like syntax. They are both object-oriented and typically sandboxed. Also, JavaScript
was designed with Java's syntax and standard library in mind. JavaScript's standard
library follows Java's naming conventions, and JavaScript's Math and Date objects are
based on classes from Java 1.0, but similarities end there.

Key differences between Java and JavaScript:

e Java is an OOP programming language while JavaScript is an OOP scripting
language.
e Java creates applications that run in a virtua machine or browser while
JavaScript code is run on a browser only.
e Javacode needsto be compiled while JavaScript code are all in text.
o Javais loaded from compiled bytecode; JavaScript is loaded as human-readable
source code.
e They require different plug-ins.
e Java has an implicit this scope for non-static methods, and implicit class scope;
JavaScript hasimplicit global scope.
e Java has dtatic typing; JavaScript's typing is dynamic. In dynamic typing, a
variable can hold an object of any type and cannot be restricted [17].
JavaScript can perform the following operations:
It has access to the computer's clock and can pull the appropriate data.
It can collect information about the browser.
It can be used to validate forms data or input.
It can create cookies.
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e |t can manipulate the Document Object Model (DOM) where the HTML DOM is
the official W3C standard for accessing HTML elements.

e |t can create various dynamic HTML elements, such as it can interactive change
all the HTML elements, all the HTML attributes, CSS styles, can remove, add
new HTML elements and attributes, can react to all existing HTML events and
can create new HTML eventsin the page.

JavaScript cannot perform the following operations:

e It cannot write to files on the server without the help of a server side script.
JavaScript can send a request which can read a file but it cannot write to a file
unless the file called on the server actually runs as a script to do the file write for
you.

e It cannot access databases unless you use Ajax and have a server side script
perform the database accesses for you.

e |t cannot read from or write to files in the client. The only exception to this are
cookies.

e It cannot close awindow if it didn't open it.

e |t cannot access web pages hosted on another domain.

e JavaScript cannot protect your page source [17].

JavaScript is among the top ten most popular and most widely used programming

languages in the world. According to the TIOBE index JavaScript is placed in the

ninth place in front of it are placed languages in the following order C, Java,

Objective-C, C++, C#, (Visua) Basic, PHP, Python.

The TIOBE Programming Community index is an indicator of the popularity of
programming languages. The ratings are based on the number of skilled engineers
world-wide, courses and third party vendors. Popular search engines such as Google,
Bing, Yahoo!, Wikipedia, Amazon, YouTube and Baidu are used to calculate the
ratings[18].

The unguestionable advantages of JavaScript are that JavaScript code can be run
on the web, on computers, servers, laptops, tablets, smart phones, and more,
Javascript is a relatively easy language and simple to learn, JavaScript is very fast
because any code functions can be run immediately instead of having to contact the
server and wait for an answer. JavaScript runs on an Internet browser therefore the
users do not need specia software or downloads to view it.

Disadvantages include security issues as with al programming languages.
JavaScript, providing a high degree of functionality at the expense of security.
JavaScript can easily be used to carry out denia of service and invasion of privacy
attacks. For instance JS can track a surfer's history, secretly keeping tabs on all sites
visited by a user and reporting back to a collection site, read directory listings,
learning about a Web surfer's file system and reporting back to a collection site, steal
files, mailing the stolen goods back to an attacker, etc. [4].

4.2 Dart Language

Dart is an open-source Web programming language which was developed by Lars
Bak and Kasper Lund who work in the Google. It was first introduced in October
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2011 at the GOTO conference in Aarhus. Dart is a class-based, single inheritance,
object-oriented language with C-style syntax.

Dart was developed to eventually replace JavaScript. Until then, in order to runin
mainstream browsers, Dart code is compiled into JavaScript using the dart2js
compiler. This resulting code is compatible with all major browsers with no specific
browser adoption of Dart being required. Code written in Dart can, in some cases, run
faster than equivalent code hand-written using JavaScript. Dart code can be run
without compilation to JavaScript if we use the Chromium web browser that includes
the Dart VM, called Dartium. Dartium is intended as a development tool for Dart
applications and it should not be used as a primary browser.

In order to completely replace the JavaScript it is necessary that Dart virtual
machine placed in browsers. But now creators of the Dart encounter with criticism
and negative feedback. In any case, it is only a matter of time before a Dart finds its
place among programming languages. As is known Google is among one of the
largest corporations which its products constantly improves and develops. Thus Dart
has great potential for the future [19].

4.3 ActiveX Environment

An ActiveX is not a programming language it is a set of technologies and tools for
Internet Explorer developed by Microsoft in 1996. It is based on two earlier Microsoft
technologies called Component Object Model (COM) and Object Linking and
Embedding (OLE).

An ActiveX control isasmall program similar to a Java applet. It can be created in
any programming language that recognizes Microsoft's Component Object Model
such as C, C++, Visua Basic, Java and more. ActiveX control is a control using
Microsoft ActiveX technologies which are commonly used in Windows operating
system.

The ActiveX approach relies on digital signatures, ActiveX controls can be
digitally signed by a developer, distributor, certifier or someone who vouches for the
code. ActiveX controls have almost unlimited access to the operating system. With
this function comes a certain risk that it may damage software or data on your
compuiter.

Because there was a large amount of harmful ActiveX controls, Internet Explorer
version 7 and above displays a warning every time a site attempts to use an ActiveX
control. It is up to the user to decide whether or not the request comes from a
trustworthy source. Either you trust the code completely and allow it to run
unhampered on your computer, or you don't.

Compared with Java applets, ActiveX control has two main disadvantages. First,
Java has the ability to run untrusted code fairly safely due the sandbox. Second, Java
applets can be run on all platforms, whereas ActiveX controls are a priority limited to
Windows environments. Web browsers like Google Chrome, Safari and Firefox do
not support ActiveX controls by default due to security concerns. Users of these
browsers can download extensions through which ActiveX will be run. But there are
not extensions for all environments [20], [21].
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5 Discussion and Conclusions

In this paper, we deal with the security issues, namely security of Java applets and
options for their replacement by other tools. We may conclude that each of the
aforementioned languages have their advantages and weakneses. Some are more
appropriate for our purposes than others. Due to the security measures of Java applets,
which the Oracle Corporation develops, the formation of the control web page of
remote experimentsis very limiting for us. The user is also constantly harassed by the
authorization to run of applets and by the reinstalling the VM on hisher computer.
With each new release of Java, a number of new serious security holes have been
discovered. Every new features introduce new security holes. Consecutively, we
decided to abandon the concept of making experiments using the Java, and we were
looking for new acceptable alternatives. We reviewed some programming languages
and we take into consideration their functionality, limitations, smplicity, and main
assumptions of the usability today and in future too. Since remote experiments are
made available through the website to users, we focused on languages that can create
elements which are executable on web browsers. The user is not exposed to a duty to
install any hardware and code is running under different operating systems.

As was mentioned earlier Dart has great potential but is yet at an early stage when
it dowly gets into the consciousness of programmers and the general public. Dart
programming language, we have not opted for our purposes solely because it is
relatively new language, and if there were any problems it would not be easy to solve
because there are still scarce professiona resources. And also we did not want to risk
the possibility that it completely disappeared.

ActiveX is not suitable for our purpose because it is dependent on the platform
used and we want to avoid platform dependency. Our aim is to create website for
remote controlled experiments that will be user friendly, accessible, and making no
demands on the software. Thereby ActiveX can be excluded.

We may formulate following conclusions:

e to abandon the concept of making experiments using the Java, and we were

looking for new acceptable alternatives for our ISES RE.

e The optimal solution seems to be the JavaScript. It needs less programming
skills and it enables easy implementation to the web page of the experiment.

e JavaScript widgets are the most often offered on the Net as completely
functioning items, which can be simply grabbed from the web and be used for
your purposes. It has been In use already a couple of decades and it looks like
it will befor along time.

e Useof JSisadvantageous over Java appletsin that it is much easier and more
robust language, it can also be run on mobile phones, tablets, etc.

e JavaScript code is running faster than Java code because it does not need much
time for compiling and security checking.

e JavaScript code is aso much smaller than the corresponding bytecode file.
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