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Erosion case study by Computational Fluid Dynamics
(CFD) modeling and optimization in situ of clinker
sampler probe design

Héctor Alfredo Lépez Aguilar®, Jorge Alberto Gémez®, Marco Antonio Merino®,
Alberto Duarte Méller™?, E. Orrantia-Borunda' and Antonino Pérez Hernandez',

Centro de Investigacion en Materiales Avanzados
Miguel de Cervantes 120, Complegjo Industrial Chihuahua
Chihuahua, Chih. 31109, México

2 Universidad Tecnol 6gica de Querétaro
Ave. Pie dela Cuesta 2501, Col. Unidad Naciona
Querétaro, Qro. 76148, México

3 Universidad Auténoma de Ciudad Judrez
Avenida Plutarco Elias Calles 1210
Ciudad Juérez, Chihuahua, Chih. 32317, México

4 Universidad Auténoma de Chihuahua
Ave. Escorza 900, Col. Centro
Chihuahua, Chih. 31000, México

Abstract. This paper presents the design and modelling of a sampling probe
and its erosion particle damage. Applying the simulation tool CFD
(Computationa Fluid Dynamics)-Fluent ANSY S 15.0, this study verifies and
optimizes the dimensional configuration of the probe. The optimized device
considers the cooling rate and the internal gases velocity for negative pressure
generation (Bernoulli Effect) and its suitable for sampling in cement
industry.The synergy with Computational Fluid Dynamics- Design of
Experiments- Response Surface modelling (CFD-DOE-RS) tools, allowed the
optimization of the operation of the sampler probe and verifies the
enoughcooling time to prevent contamination of the specimen in contact with
air to maintain its crystallographic structure. The selection of materias for the
construction of the device must resist heat transfer rate and abrasive erosion
occasioned for friction between the micro particles specimens that moves at
high velocity in the internal walls of the device proposed.

Keywords: Bernoulli, cement, CFD, sampling probe, oxidative damage,
erosion.

1 Introduction
Any industry requires the use of devices for process control and quality assurance. In
cement industry the extraction of samples at high temperatures and inert atmospheres

turns the extraction process into a complex activity by the potential degradation of the
specimen in contact with oxygen from air. Xue [1] performed the analysis of a jet

ISBN: 978-1-61804-246-0 13
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type pump,Yimer [2] through Computational Fluid Dynamics (CFD) software, which
principle of operation is based on the Venturi effect [3]. This effect is widely used in
the automotive, aviation and flow measurement industries [4-7] and many researchers
have modelled this phenomenon by finite volume element [8-13]. In cement industry
it has been used for the design and optimization of calciners [14] and to simulate the
main transport processes in rotary kilns [15]; there are also patents focused on
sampling systems for combustion gases from the rotary kiln. Some patents deal with
volatile gases, chlorine and sulfur compounds, and for the removal of lead in the
sample [16-20].

In the jet type devices during operation are subjected to friction erosion between
the fluid and the surfaces, models have been developed to study this phenomenon
[21]. Kumar and Shukla[22] used a finite element simulation to simulate the crater of
a particle which impacts a surface and Graham et al. [23] used the CFD analysis to
study the erosion caused by high velocity fluid. Therefore during a normal operation
of the proposed probe, it is convenient the selection of certain materials. For this
study anerosion simulation in finite volume, (CFD) ANSYS FLUENT was employed
as a complementary analysis of the design and optimization of the extraction probe to
identify risk areas.

2Materials and methods

2.1. Design considerations of specimen extraction probe.

Considering it is necessary a procedure to extract specimens during the formation
process of cement clinker and keeping the structure in present phases through a quick
cooling in a protective atmosphere, an extraction jet probe type is proposed. This
design was based on fluid dynamics, especially on Bernoulli’s principle, considering a
basic structure of two tubes connected in "T" shape, by passing a non-reactive high
velocity fluid by one of the tubes, a drop pressure is generated and safe extraction of
samples subjected to certain atmospheresis allowed.

e =

Fig. 1 Isometric view and CFD simulation inside cyclone process in cement industry.

ISBN: 978-1-61804-246-0 14
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On the other hand, in order to maintain the microstructura and chemical
characteristics of the extracted samples under the mentioned extreme conditions, it is
necessary a fast cooling and special-atmosphere device to avoid a reversible reaction
in clinker phases or a reaction with oxygen fastened by the high temperature
environment. The materials inside the cyclone (Fig. 1) are at temperatures close to
1090 K in a CO,-rich atmosphere.

2.2. Setup and operation of the sampling probe.

For quality control in the production of cement, analysis of the samples before and
after each process in the manufacture of cement clinker is necessary.

To achieve the extraction and fast cooling in a CO,-rich atmosphere, the device
shown in Fig. 2 is proposed.The device consists of an extraction tube that is
introduced into the specimens’ extraction gate in the cyclones (Fig. 1).

Fig. 2A) Full frontal view of the configuration of the sampling probe. B) Isometric view of
the mesh of the sampling probe and lateral view with the details of the extraction tube and the
gasinlets.

A flow of CO, (used as carrier fluid) is injected in both, the extraction and cooling
inlet tube. The tangential position (Fig. 2 B) of each pivot promotes a helical flow of
CO.. Inside the cyclone, the sample rotates and enters through the hole of the
collecting tube. This hole is placed facing the direction of the particles flow within the
cyclone, slowing the particles by the impact with the internal wall of the collecting
tube. Once the particle sample is stopped, a gas flow is applied to produce a low
pressure and it helps to generate a suction effect, in which the particles captured are
sending from the collection inlet tube towards the cooling tube.

A second helical effect on the cooling tube is generated by providing a CO, flow
in the cooling inlet tube; the primary objective is to force the particles to follow a
helical path toward the same cooling tube to increase the residence time.

In this way, i) by the second cold CO, flow in the cooling cone, ii) the sudden
change in volume of the mixture of the particles with the cold carrier gas and iii) the
helical path, the original structure of the samples is maintained inside cyclones.
Therefore, the chemical and crystallographic analysis performed to the particles

ISBN: 978-1-61804-246-0 15
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extracted with this invention is representative of the particles inside the extreme
atmospheresin the kiln.

From the process mentioned above, the particles experiment a new volumetric
expansion from the second conical section to the sieves-holder tube, where are
captured by the sieves and CO, gases leaving the sieves-holder tube through the
venting dots. After the venting dots the conical lid closes the system; the lid is
removable in order to place or remove the sieves.

2.3. Simulation and dimensional optimization of the device by ANSYS -
FLUENT CFD:

For the development of the present computational study, finite volume CFD package,
FluentANSYS 15.1 was used. To verify the operation, the diffusive behavior of gases
flowing into the proposed device was modelled using the Reynolds stress model
turbulence model, based on the Navier-Stokes equations which describe the motion
of fluids [25].

To obtain the boundary conditions for the simulation of the probe, a simulation of
the conditions of the internal flows in the cyclone during the manufacturing process of
clinker was done. The same CFD software was used (Fig. 1) for this task.

The mesh used to solve the conservation equations and the final configuration of
the device is illustrated in Fig. 2A - 2B, this design was patented under Mexican
registration with number mx/a/2014/002336.

The simulation tool is alternated with the Design of experiments (DOE) and the
Response Surface (RS) modelling; the DOE method is used to analyze experimental
data and build empirical models to obtain the approximate representation of the
physical situation, creating a table with the values of the variables to optimize. The
RS methodology could be defined as a method to construct global approximations of
the behavior of the system on the calculated results at various points in the design
space. [26]

Erosion modelation.

One of the most critical wear mechanisms is erosion by particle impact. The overall
correlation for the erosion rate has been established empirically [27-32]:

E=m,C f(a)V

where E is the rate of erosion (kg s%), m, isthe particle flow (kg s%), Cis a material
onstant that define the erosion resistance, f(«)is the impact function of the angle, is
the particle velocity (m s*) and V, isthe velocity exponent, normally between 2.5 and
3.0[32].

A low impact angles a< 18.5° the particles impact the surface removing one piece
of material; the maximum erosion occurs at « = 18.5°. For impact angles higher than
18.5°, the particles impact to the surface rebounding or accumulating, small craters
are produced on the surface where material is accumulated [33].

ISBN: 978-1-61804-246-0 16
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The angle factor,f(¢), could be calculated in relation with Finnie [34], where

f(a <18.5°) = sin2a — 3sinay f(a > 18.5°) = icosza, and approximate its

behavior to a piecewise-polynomial function (fig. 3)

0.35
rrmmneees [ = 18.5%) = —11x10 2a? + 358210 2 — 1.4x1077
ae=1
0.3 a
_."' ~. ~ = o = fla > 1859 = 1x1075a — 1x10~%a? + 5x10~*a - 0.3322
0.25 a Ré=1
:'. \ -
0.2 3
3 7 ~
* 015 {3 N
]
01 ~,
i ~
0.05 2 ~
I ~.
0 . -
0 10 20 30 40 50 60 70 80 a0 100
Angle[°]

Fig. 3Piecewise-polynomial Finnie's function.

The erosion rate (kg m? s*) on the wall is defined as [26]:

Where the material constant, C(d,), is calculated in function of the particle
diameter.

Haugen et a. [30] recommends a value for C(d,)= 2x10°%for steel eroded by sand.
According to the literature, the value recommended is C(dp):1.8x10'9andn =26asa
default constant value forangular sand (200-250um)/ carbon steel systems, the same
values that have been taken in this work.

3Results and discussion

3.1. Simulation and optimization.

InFig. 4 A, the isotherms of the simulation are illustrated. Note that in the inlet tube,
the temperature of the gasesis close to 700 K. Likewise, in the outlet of the cooling
tube the temperature drop near to 290 K can be observed.

The detail of the flow gases drawings is illustrated in Fig. 2 B. This picture
perfectly defines the helical paths of the gases, and shows the temperature variations.

ISBN: 978-1-61804-246-0 17
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Fig. 4A)Longitudina section of the device showing temperature contours inlet tubes, and
carries cooling sieves.B) Detail 3D flow lines where gas temperatures shown from the inlet to
the outlet of the device.

3.2 Dimensional optimization.

This design optimization is based on the construction of a response surface based on
fifteen level DOE.

The parameterized variables were: the main angle between the extraction tube and
the main tubef (fig. 4), the inlet length tube and the cooling length tube L1, L2 (fig 2
B).

The optimal design angle between the two tubes is 90° among themselves, and
there is no considerable effect of the length inlet tube in the extraction rate. It was
found that the length of the inlet tube has not a dependency to the cooling rate. The
SR indicates an optimal distance for a162.2 mm to improve the heat dissipation rate.

ANSYS
w50

A

Fig. 51sometric probe (in red) where the surface taken as a reference for the calculation of
gas velocity and the angle 6.
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3. 3. Description of current sampling conditions and case study.
For the optimization of the device performance, the Rosin Rammler (RR) distribution
model for particles in the range of the sample under study was used (Fig. 6). For the

analysis of the actual particle size distribution at the laboratory, a CILAS 1180 L was
used conformsto ASTM C430.

100 -
80~

60

Distribution

40

20 o

Particle size (microns)

Fig. 6 Particle size distribution within the cyclone, obtained with CILAS 1180 L.

The parameters to optimize were: the gases injection angles (extraction and cooling
tubes) injection pressures (Fig 2B).

To obtain the maximum velocity at the extraction inlet tube, a negative pressure in
the x-axis direction will be generated by the Bernoulli effect, the optimum value
obtained was -850.69 ms”, calculated on the highlighted surface in red (Fig. 5). A
pivot angle of the extraction tube of 21.479° is obtained with a pressure of 0.874 GPa,
and a cooling pivot angle of 28.521° with a pressure of 0.2268 GPa.

A 25levels DOE generated the RS simulation which relates the injection angles of
CO,with the extraction velocity in the specified area (Fig. 5). Fig. 7 shows theSR
relationship between the pressures of both pivots (pl, p2) and the temperature at the
output of the device. It can be confirmed that at the magnitudes of the pressures
selected as optimal, a minimum level of temperature is obtained at the outlet of the
device.

In this simulation, 99% of the path of 2220 particles (DPM) was followed,
representing 1x10° steps of 0.01 m. The mean residence time of these particles was
0.5619 s with a standard deviation of 0.8526 s. These results show that the heat
transfer (heat rate) was -6.176e10™ W with a cooling rate of 1423 Ks™.

ISBN: 978-1-61804-246-0 19
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Fig. 73D graph of the pressure pivot in cooling tube (p2), the pressure pivot in extraction
tube (p1) respect to outlet temperature device (TEMPOUTLET).

In this simulation, 99% of the path of 2220 particles (DPM) was followed,
representing 1x10° steps of 0.01 m. The mean residence time of these particles was
0.5619 s with a standard deviation of 0.8526 s. These results show that the heat
transfer (heat rate) was -6.176e10™ W with a cooling rate of 1423 Ks™.

1150
1050

950

Temperature [K]
8

v v v v " '
005 i@ 1008 ' 01 015 02 025 ! 03 035 041t 043 05
HH F P

Position [m] ‘

\ | s |
T | [

Fig. 8 Temperature behavior in each node and position of the particle within the probe.
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Fig. 8 shows the temperature behavior representing the values of every node
conforming the simulation domain. This figure shows the heat transfer rate of both,
the particles and the gas flow. This is true since the energy transfer condition
approaches a concentrated system, since it satisfies the Biot number condition; i.e. the
temperature changes are the same on the particle surface and inside the particle.In
regions 1, 2 and 3 a cooling ramp is identified; region 1 shows how the particles and
the carrier gastend to athermal equilibrium while region 2 shows a conic geometry in
which takes place the expansion of the particle-gas system and a second gas injection
at room temperature. At this point, a complementary cooling rate observed in region 1
is generated. Finally, region 3 shows the mixture is thermally homogenized. Regions
4 and 5 contribute to the feedback of the low-pressure gases to keep the necessary
turbulence of the system allowing the collection of the samplesin the sieves.

3.4. Simulation of erosion rate

The images in figure 9 display the damage for erosion rate on the interior surface at
the extraction tube. It is seen colored the erosion rate according to the color layer (fig.
9 A, 9B, 9C) arein different perspectives at the maximum erosion zone.

Fig. 9. Erosion rate profiles of the extraction probe and velocity particle track.

Once the particles enter the device through the extraction tube, some collisions
occur on the front wall. This effect ow down the particles and these are extracted for
the suction pressure generated by the device (fig. 9D). The particles are sent to the
cooling section cone (region 2, Fig 6) and continue with the same path toward to the
sieves tube. The particle impact angle is modified to achieve the critical angle within
the extraction tube (fig. 9), isin this area of the probe where the maximum degree of
erosion is achieved. When leaving the extraction tube and enter into the cooling tube,
the particles are dispersed in a larger volume so it does not generate a measurable
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damage. The erosion model was found atotal erosionrate of 2.3439x10° kgm?seg™* or
0.234 mgem?®seg™.

Conclusions.

Through the analysis of finite volume CFD, has been possible verify the correct
operation of the cement clinker probe sampler at high temperatures and velocity of the
particles within a cement industry cyclone, and also included an erosion anaysis of
this device during normal operation.

Simulation tools and the statistical analysis of the RS values contribute
significantly to the design, performance optimization and materials selection for
construction devices required to control the current industrial processes.In this
particular study, the synergy of the CFD-DOE-RS tools, has allowed the optimization
of the operation of the sampling device in the cement industry.

This simulation verifies the enough coolingtime to prevent contamination of the
specimen by contact with air maintaining the crystallographic structure of the sample
inside the cyclones. The materials for the construction of the device must resist a heat
transfer rate and an abrasive wear friction between the particles moving at high
velocity and temperature in the internal walls of the device. The erosion model
determine the most vulnerable erosion area and the optimal materials for construction
could be selected, in which angular sand in carbon steel materials was selected in this
analysis for the worst case.
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Abstract. The objective of this paper is to create an electrically-controlled
bracket for analogue or IP cameras. The mechanica construction of the bracket
itself and the possibilities of its movement are aso described. The control
device/unit assures the control of every individua part of the bracket. The
primary operation of the various sections of the adjustable brackets is assured
by bipolar stepper motors which are inserted into the mounting guide-rails. It
aso includes the design and implementation software used to control the
bracket.

Keywords: camera, holder, bracket/arm, control device/unit

1 Introduction

Various sites used for installing cameras require specifically shaped brackets.
Camera brackets exist in different colour and type designs. Brackets currently
available on the market are designed for placement on the ceiling, walls, columns, etc.
Their installation is simple and relatively quick.

2 Current camerabrackets on the market

Various types of brackets are currently available on the market for reasonably low
prices. The problem however is their effectiveness and the low level of effectiveness
during positioning.

Fig. 1 Types of base-mount [1]
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2.1 Camerabracketswith rotational heads

This type represents one of many types of camera bracket, whose simplicity
influences the price of other brackets offered on the market. This bracket is most often
mounted on ceilings, walls, etc.

2.2 Indoor hooked bracket with swivel head

Different sites require the specific installation of brackets. Their use is relatively
extensive and their price is acceptable. The holding bracket is bent into an L-shape, at
the end of which is the mount for the camera. The length of leg of the bracket is usally
25 cm, and the cabling to the cameraisled in the hollow space within the tube.

‘f_'&_;"v

Fig. 2 Curved bracket-mount [2]

2.3 Domestic camera br acket-mounts

This is a practical bracket-mount specialy developed for indoor cameras. This
mount allows you to install the camera on the wall, and thus can increase the field of
view of the camera. Its location versatility allows one to install the camerain places
where the installation of an ordinary mounting is not suitable. The footage from the
cameras is - if suitably located, much better and sharper - which is unachievable by
supplementary processing of the image. Installation of the bracket is simple and
quick, since the bracket is designed to ensure the security and stability of the dome
camera[1].

a [\

W

Fig. 3 Bracket mounting for dome cameras[1]
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2.4 Aluminium brackets

This has to do with a strong bracket for industrial cameras, ideal for outdoor use. It
can, of course, be used indoors. The main advantage is its solid construction which
provides great stability and a secure mount for cameras.

“—3

Fig. 4 Aluminium bracket construction [1]

3 Theconstruction design of our own bracket

3.1 Mechanical construction design

The bracket mounting is formed from aluminium profiles of various different sizes
and wall thicknesses. Aluminium was selected for the construction due to its suitable
physical properties. The design of the bracket mounting done using the VariCAD
program is shown in Figure 5.

_—bjﬁ]

;
=

Fig. 5 Bracket-mounting design using the VariCAD programme

”

i

Fig. 6 Side view of the bracket mounting
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Rotation of the individual components of the bracket mounting is assured through
roller bearings. Roller Bearings allow the mutual relative movement of parts and the
transfer of the forces and are characterized by the insertion of the rolling elements
between two relatively moving elements.

Fig. 7 A roller bearing set into aluminium material

3.2 Electrically-equipped bracket mounting

Panning and rolling of the bracket is assured by four stepper motors, which are
inserted into aluminium profiles. 23HS8430 type designation bipolar stepper motors
with a step angle of 1.8 ° were used for the construction [3].

Tab. 1 Basic parameters of a 23LC76 step motor
Type Step angle Current Resistance Induction Moment Weight

23LC76 1.8° 3A 1 0hm 35mH  180N.cm  1050g
0.5
E 1
E;:D.‘q- //
g 0.3 ) }?/
g @y | ®)
§ 0,2

0 0.4 0,8 1.2 I 1,6 2,0
prid [A]
Fig. 8 Static characteristics of a step motor
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Four-stroke control with two-phase magnetisation was used for the rotation of the
stepper motor. It has to do with the control of a motor, with two adjacent phases
switching. In this method of power supply, the equilibrium lies between the excited
adjacent stator poles. Unlike four-stroke control with one magnetic phase, the rotation
of the rotor is half-sized, while the step size remains unchanged. Then the time course
of switching between each phase AB - BC — CD - DA is used for one direction; and
switching phases AD - CD - BC - AB for the second direction to rotate clockwise [3].

faze

Krok

Fig. 9 Time course of afour-stroke control mechanism

o0 w >

4  Bracket mounting electrical rotation

Control of the step motor is assured by means of an H5controller, which controls
the individual motors one after another. The controller is connected to a computer by
a data cable. The computer is equipped with software which assures communications
with this control device. The controller can be connected to a computer in a number
of ways, e.g. USB, RS232 or even an LPT - 25 pin cable [4].

-

Lokalny pocitad

Fig. 10 The connection of a step motor [4]

H

Fig. 11 The controller
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The H5 Controller, which can concurrently control four step motors, also has
inputs which can be connected to five different switches or various inductive loads.
The inputs are protected by diodes and 1 kQ resistor. The relay outputs can be
controlled by switching a stepper motor [5].

Connection of the motorsis by means of four conductors, labelled: A1+, Al-, A2+,
A2[6].

Step Motor

Fig. 12. Connection of a stepper motor [6]

5 Softwarefor controlling the bracket

The MACH3program was used to control the controller, which is relatively smple
for users, while at the same time ensuring minimal loss of communication at start-up.
At first glance, a great range offered by the given program is obvious. All offers are
grouped into a few logical groups, which are called control element families. The
term control elements can be thought of as buttons and their assigned keyboard
shortcuts to control not only the Mach3, but also to display information (i.e.
DigitalReadOuts), tag-badges and LED indicators[7].

s Machd CME Control Application
Fie Config View Woads Jpordor el

Fig. 13 El ementsfor switching between screens

ScreenDesigner can be used to adjust the control elements of individual screens.
One can modify or suggest screens from the beginning, thusit is al'so possible to add
various control elementsto each individual screen as required.
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5.1 Manual positioning using a keyboard

This program offers three regime modes for manual positioning:
e Continuous
o  Stepper
e MPG
The individual modes can be selected using the JogMode, where the selected mode
isindicated by alit LED.

Fig. 14 Manua positioning

In the continuous mode, the bracket mounting rotates around its axis throughout
the compression of the keyboard pad. The speed of movement is selected by means of
the SlowJog Rate menu. Positioning speed in "continuous' is defined as the
percentage of the maximum speed option values in the Slowpercentage DRO. This
value can be entered within the range of 0.1% to 100%. Using the + / - buttons, one
can change the value by 5%. The set positioning speed can be exceeded by just
pressing the Shift key and the appropriate jogging key [8].

Apart from the LED diodes that indicate the continuous mode, the LED diode
immediately indicates the activation of the maximum positioning speed [5].

6 Conclusion

The positional bracket proposed here can be operated in both internal and external
environments. It is suitable for positioning analogue or |P cameras. The ideal location
of the proposed bracket mounting is on the corner of a building such that the camera
can be used to capture, for instance, two entrances to the building.
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Abstract. The paper is focused on the analysis of communication principles
between interested client and the physica hardware of I1SES (Internet School
Experimental System) remote |aboratories. Different types of connections are
allocated to use comfortably the real-time experimenting in aremote laboratory.
Each ISES unit includes some communication mechanism to provide data to
underling or superior unit to process it in a given way. The main reason for
proper communication is to deliver control commands from clients to the
physical hardware to accomplish programmed tasks in order to observe,
measure and receive real physical or electrical phenomenain form of data. The
ISES remote laboratory provides clients a unique educational tool for the
purpose of the desired phenomena understanding. This tool is especially useful
for distant students, who are often hampered to attend regular courses.

In the first chapter, a state of the art is described to explain the | SES remote
laboratory concept. As the next, an analysis is performed concerning data
communication needed for a cooperation of the all units involved, i.e. physical
hardware, Measureserver®, Internet, local area network and client. The further
chapter proposes improvements of the most sensitive communication points.
Two diagnostic systems are introduced to prevent or significantly reduce
occasiona faults and anomalies. The first system used is the interna units
diagnosis solving communication deficiencies inside of the ISES remote
laboratory. The second one acts as the network traffic diagnosis, dealing with
the detection, identification and quantification of anomalies, which can create
congestion in network and have an ill impact on administrators or clients. The
last chapter summarizes benefits of these diagnostic systems for ISES remote
experiments in order to improve communication among units.

Keywords: ISES, Measureserver®, physical hardware, remote experiment,
communication protocol, diagnosis, transmission

1 Introduction

The traditional methods of teaching, oriented on students at secondary schools and
universities, are quite obsolete and not so broadly popular to understand taught
scientific themes. The contemporary students demand higher level teaching methods,
which help them to perceive phenomenain better way in the field of physics, biology,
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chemistry and electro-engineering. Educational materials accessibility is important as
well, especially for distant students who often prefer studying scientific themes via
the Internet on their computers. These coveted advantages are provided by a remote
laboratory (RL) called e-laboratory. RL is built on ISES, which has been developed
for educational purposes. The ISES is a complex tool for real-time operation, data
acquisition, data processing and controlling physical hardware (HW). It is an open
system consisting of the basic ISES hardware and ISES WIN software intended for a
local laboratory but it also has an option for the remote connection called |SES WEB
Control Kit available anytime and anywhere.

The RL based on ISES WEB Control Kit is perceived like the superstructure so
called ISES remote experiment (ISES RE), which has been developed by Charles
University in Prague. After some time, the ISES RE has been significantly improved
on a higher level educational tool by Tomas Bata University in Zlin in cooperation
with Charles University in Prague so called EASY REMOTE - ISES (ER-ISES) in
order to simplify settings and usage for teachers.

The ISES REs are categorized to several groups according to their complexity and
the level of control as the basic, complex and scientific. Each RE consists of five
cooperative units like is the physical HW (apparatus consisting of the ISES panel,
meters, sensors and specific experimental devices generating given phenomena),
Measureserver®, ImageServer, WebServer and WebClient. More technical details
about the ISES RE are available in [1] and [2]. The clarifying scheme, including the
communication relationships, is presented in Fig. 1.

Experiment 1

Image server

HTTP |——=
. o — g e
. '—_‘& @ Measureserver

. Web server '

Connected client |

-~ rraminierle oA
with client by Java applets
: Mutual communication between clients
. website and server by HTML protocol
. PSCG file
. Web Page Code

Fig. 1. Arrangement of the | SES remote experiment [3]

2 Stateof theart

The ISES units dispose of adequate communication mechanisms to cooperate with
neighboring units to deliver requested information. Since many different types of data
(signals and packets) are being processed and transmitted, so the functional concept
implements the signal converting process and communication protocols.
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2.1 Physical hardware

A low-level communication based principle is used between the ISES RE physica
hardware and the AD/DA (Analog-to-Digital / Digital-to-Analog) convertor - 12 bits,
time of conversion - 0.01 ms, installed as the PCl 1202 interface card inside an
administrative computer. This device converts a continuous physica quantity
(voltage) to adigital number that represents the quantity's amplitude and performs the
inverse operation back to the physical quantity. All the used modules of physical HW,
including the AD/DA convertor, are demonstrated in Fig. 2.

Fig. 2. ISES remote experiment including the AD/DA convertor card
and a broad range of involved meters, sensors and probes [4]

2.2 Measureserver® unit

The Measureserver® (MS) is a significant software part of the ISES RE concept. It is
perceived as a communication mediator between the physical HW and remote clients.
The MS is constructed as the mathematical model used for designing of control
programs by an external PSC program file to build a control and measurement logic.

Towards the physical HW, the MS communicates in reality with a software driver
of the AD/DA convertor. It is entirely digital process based on reading data (values)
directly from particular pins and writing data to respective pins which are translated
by the AD/DA convertor. These pins are perceived as the inputs and outputs located
on the ISES board that allows connecting particular sensors and devices into the
system. The low-level operation is always ensured by the PCI1202CardPlugin.ldp
plug-in (intercommunication file) loaded by the ScriptablePlugin2.1dp plug-in, which
exploits the first one for its interna functioning. The ScriptablePlugin2.Idp plug-in
builds the ISES RE logic by a PSC program delivered to the system by a responsible
administrator. This plug-in is able to load any intercommunication file within the MS
startup, but presently, the PCI1202CardPlugin.ldp is only available. The CFG
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configuration file, as a necessary part of MS intended for initial settings, includes a
reference to the ScriptablePlugin2.ldp plug-in. A scheme of the data communication
relationships among particular modulesis described in Fig. 3.

When data (control and measurement commands) come from a remote client to
MS, the communication is realized by the TCP/IP (Transmission Control Protocol /
Internet Protocol) protocol via the Internet and then goes to Intranet (local area
network) in a building where the laboratory with ISES RE resides. Such the
communication requires a static public 1P address of a computer hosting the MS and
other important supporting services.

All commands, incoming from the entered client and physical HW on the other
side, are processed by the deterministic way in a finite-state machine (FSM) realized
by two involved parser mechanisms.

Thefirst isthe LR(1) parser that processes commands from the CFG configuration
file for the purpose of the GUI (graphical user interface) setting. This parser is based
on the static state transition tables called parsing tables, which codify the language
grammar. These parsing tables are parameterized together with a lookahead terminal
(lookahead establishes the maximum incoming tokens that the parser can use to
decide, which rule it should use). More technical details, including several parsing
examples, are available in [5] and [6].

The second one is the Recursive descent parser processing commands from the
PSC program file in order to create internal data structures for ISES RE. The parser
uses a general form of top-down parsing where backtracking may be involved. The
parsing principle is based on the walking through a tree. More details, with a parsing
example, are availablein [7] and [8].

Measureserver

Physical hardware:

ISES board, meters,

Clients TCP/IP CFG | GUI sensors and devices
module module

F ? Domain of
L| r 1 | analog signals

LEGEND
Internal communication I L{' Software driver of
i — . i - — AD/DA convertor, [
i e CFG PCI1202
¢ External communication | configuration file —
i ' = -
<::> v Direct
i ScriptablePlugin2.Idp reading/writing
plug-in - =
PSC . A . PCI1202CardPlugin.ldp
program file —l—‘ FsM (;‘\'\ P | > plug-in

Fig. 3. Communication relationships among modules of the |SES remote experiment

2.3 Web server

This unit is called Nginx that comes into the process when client enters a web page of
the ISES RE by typing an |P address or URL (Uniform Resource Locator) in any web
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browser (e.g. Firefox Mozilla, MS Explorer). Nginx is an open source reverse proxy
server for HTTP, HTTPS, SMTP, POP3 and IMAP protocols and aweb server [9].

When a client enters the ISES RE, the Nginx starts negotiating with the client and
establishes a direct data communication between the MS unit and Java applet called
ConnectionHub. Every applet, imported on the web page by the Nginx, uses services
of the ConnectionHub to communicate with the physical HW viathe MS unit.

2.4 Data network

As mentioned previously, the ISES RE uses communication protocols to negotiate
with clients. When a client enters an URL of the ISES RE in a web browser to reach
the physical HW, the communication starts by using the Internet Protocol Suite. After
establishing the connection, initial packets enter a local area network (LAN) in the
building where the laboratory resides. In the LAN, the connection is realized by
Ethernet to communicate with the M S unit.

2.5 Client’sinterface

It is only one interface the clients can access the ISES physical hardware, therefore
the web page's design and serviceability play important role as presented in Fig. 4.

Electromagnetic induction

tromotive voltage on the rotating col

An

A

giamie (5 { 1 red division is 1 2)

Voltage on the driving metor

zv || 3w i av | ’.v.| 4-—0 V

Fig. 4. Web page of the ISES RE "Faraday's law of electromagnetic induction” [4]

3 ISESremote experiment diagnosis

A diagnostic system poses an important part of modern software and hardware
applications. Contemporary applications became too complex and they communicate
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usually with different subsystems, therefore administrators and clients should have a
comfortable diagnostic tool to maintain functioning of such the applications.

3.1 Internal unitsdiagnosis

The ISES RE concept has many deficiencies related to the communication among
particular units. The most problematic point seems to be between the MS and physical
HW where the involved AD/DA convertor isimportant.

Presently, the M'S sometimes loses connection with the ISES RE or even stops its
functioning. Thisis a serious problem that always has to be solved by the intervention
of an administrator by experience-based actions (e.g. restart of the MS, re-connection
of individual hardware modules). A solution is to deploy an intelligent diagnostic
system intended for the communication that should primarily eliminate all the
administrator's actions because a human factor can negatively influence the ISES RE
functioning. The diagnostic system will be automatically monitoring and evaluating
the internal connection between the MS and the AD/DA convertor. In case of the
miscommunication, an alarm report will be generated and dispatched to the remote
laboratory management system (RLMS), as a hew unit of the improved ISES RE. The
RLMS will be acting as a supervisor authorized to restart the MS as well to recover its
functioning. Furthermore, the communication between the PCI1202CardPlugin.ldp
plug-in and modules (e.g. ampere-meter, voltmeter), installed on the ISES board, will
dispose of the robust self-checking mechanisms. When e.g. a cold link occurs in the
connector linking the pin with module, a generated alarm report will be delivered to
the RLMS to inform an administrator and entered clients about existing problem that
obstructs the experimenting. The scheme, shown in Fig. 5, presents a deployment of
theinternal units diagnosisinto the MS communicating with the ISES RE.
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el v I i s}
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Web semm. / ! H 1
S = BT N T
- -l i ! |
. - Communication sarver | LMS server \ i >
[+ i
» ! g1
il '
i'k S L 1 i=
' & Measureserver .
L d -
(- W
S — Diract communication batwaan fhe b" |
measure sarver and Java applets Intarnal -~
Communication batween cliznts units
(wrtual classroom) diagnosis
Mutual communication betwaen clisnts
wabsite and wab server by HTTP protocal
Commumcation batween
servers within the cloud
Diagnostic & data communication batween
===+ Measurasemer and management system

Fig. 5. Arrangement of the improved ISES RE concept based on the remote
|aboratory management system and the internal units diagnosis[3]
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3.2 Network traffic diagnosis

As the second problematic point appears network traffic anomalies decelerating or
blocking the communication between clients and the ISES RE. Anomalies are unusual
and significant changes in network’s traffic levels, which can often span multiple
links. It is an important problem to understand the nature of traffic anomalies in a
network. Regardless of whether the anomalies are malicious or unintentional, it is
needed to analyze them for the following reasons:

e Anomalies can create congestion in the network and stress resource utilization in a
router, which makes them crucial to detect from an operational standpoint.

e Some anomalies may not necessarily impact the network but they can have a
dramatic impact on network administrators or end clients.

It is a difficult problem because anomalous patterns must be extracted and
interpreted from large amounts of high-dimensional noisy data. Hence, a general
method is used to diagnose such anomalies. This method is based on a separation of
the high-dimensional space occupied by a set of network traffic measurements into
digoint subspaces corresponding to normal and anomalous network conditions. The
separation can be effectively performed by the coordinate transformation method
called Principal Component Analysis.

An analysis of volume anomalies can be realized by using simple traffic
measurements only from data links. The involved diagnostic method can:

1) detect when a volume anomaly is occurring,
2) identify the underlying origin-destination flow, which is the source of the anomaly,
3) estimate the amount of traffic involved in the anomal ous origin-destination flow.

The introduced method is able to diagnose (i.e., detect, identify and quantify) both
existing and synthetically injected volume anomaliesin real traffic in two networks. It
diagnoses the largest anomalies and does so with avery low false alarm rate [11].

3.2.1 Volumeanomalies

A typical network (e.g. backbone) is composed of nodes (also caled Points of
Presence or PoPs) that are connected by links. An Origin-Destination (OD) flow is
define as the traffic that enters the network at the origin PoP and exits at the
destination PoP. The path followed by each OD flow is determined by the routing
tables. Therefore, the traffic observed on each network link arises from the
superposition (two signals are added together) of these OD flows.

The volume anomaly term refers to a sudden (with respect to time step used)
positive or negative change in an OD flow’s traffic. Since such an anomaly originates
outside the network, it will propagate from the origin PoP to the destination PoP.
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A technique is used for diagnosing the volume anomalies. If a volume anomaly
propagates through the network, it should be observed on al links it traverses.
Anomalies based on the OD flow are identified by observing only link counts.

The diagnosis difficulty stems in part from the fact that it uses only link data,
which can be collected via SNMP (Simple Network Management Protocol).
Necessary inferences must be formed about unusual events occurring in the
underlying OD flows from these link data.

Examples of this difficulty are presented in Fig. 6. The top plot on each side of the
figure shows an OD flow time series with an associated volume anomaly - this
information is not available to the algorithms, but just to show the nature of these
anomalies. The point at which each anomaly occurs is designated by a circle on the
timeline. Below the timeline are plots of link traffic on the four links that carry the
given OD flow. These four plots represent the data that is available to the used
algorithm. The diagnosis consists of processing al link data so asto:

1) detect that at the time shown, the network is experiencing an anomaly,
2) isolate the four links shown as those experiencing the anomaly,
3) estimate the size of the spikein the OD flow.

Three observations could be performed from these examples. First, while the OD
flows have pronounced spikes, the corresponding spike in the link traffic is dwarfed,
and difficult to detect even from visual inspection. For instance, the traffic volume at
the spike time on links, defined as c-d and b-c in Example 1, is hardly distinguishable.
Second, the temporal traffic patterns may vary substantially from one link to another.
In Example 2, the i-f link has a smooth trend, whereas the other links for the OD flow
have more noisy traffic. Separating the present spike from the noise in the traffic on
the c-b link is visually more difficult than separating the spike in the i-f link. Thus
isolating all the links exhibiting an anomaly is challenging. Finaly, mean traffic
levels vary considerably. In Example 1, the mean traffic level on the c-d link is more
than twice that of the f-i link. The varying traffic levels makes it difficult to estimate
the size of the volume anomaly and hence its operational importance.
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Fig. 6. Examples of anomalies at the Origin-Destination flow level (top row) that is
required to diagnose from link traffic [11]
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The problem of diagnosing a volume anomaly in an involved OD flow can be
separated, as mentioned, into the following three processing steps.

o Detection consists of designating those points in time at which the network is
experiencing an anomaly. An effective algorithm for solving the detection problem
has a high detection probability and alow false alarm probability.

o ldentification consists of selecting the true anomaly type from a set of possible
candidate anomalies. The method is extensible to a wide variety of anomalies.
However, as afirst step, the candidate anomaly set isthe set of all OD flows.

¢ Quantification is the problem of estimating the number of additional or missing
bytes in the underlying traffic flows. The quantification is important because it
gives a measure of the importance of the existing anomaly.

The diagnosis also requires the detection of an anomaly time, the identification of the
underlying responsible OD flow and the quantification of an anomaly.

3.2.2 Data acquirement

The method operates on link traffic data obtained by SNMP. Traffic anomalies can
last anywhere from milliseconds to hours. It can be used on data with any time
granularity, e.g. to work with data binned on 10 minute intervals. Binning is a way to
group a number of more or less continuous values to a smaller number of bins[10].

In order to validate data against true OD flows, a set of link traffic counts must be
obtained consistent with sampled OD flow data collected from the network. To
perform this, the traffic matrix estimation method is followed and a construction of
the link counts is then performed from OD flow counts, which use a routing table
taken from the network in operation.

3.2.3 Subspace analysis of link traffic

The diagnosis of anomaliesin traffic requires the ability to separate them from normal
network-wide traffic. In this subchapter, the Principal Component Analysis (PCA) is
described to separate normal and anomalous network-wide traffic conditions.

The PCA is a coordinate transformation method that maps a given set of data
points onto new axes. The axes are called the principal axes or principal components.
When working with zero-mean data (mean value to zero), each principal component
has the property that it points in the direction of maximum variance remaining in the
data, given the variance already accounted for in the preceding components. As such,
the first principal component captures the variance of the data to the greatest degree
possible on a single axis. The next principal components then each capture the
maximum variance among the remaining orthogonal directions. Thus, the principal
axes are ordered by the amount of data variance that they capture.

ISBN: 978-1-61804-246-0 41



Applied Mathematics, Computational Science and Engineering

An illustration of the difference between normal and anomalous traffic variation is
shown in Fig. 7, as captured in the PCA decomposition. The figure shows sample
projections of the network 1 dataset onto selected principal components. On the left,
projections onto the first two principal components (ul and u2) are presented, which
capture the most significant variation in the data. These time series are periodic and
reasonably deterministic and clearly capture the typical diurnal patterns, which are
common across traffic on al links. Note that ul and u2 are roughly 180 degrees out of
phase, meaning that the two can be used in linear combination to roughly construct of
sinusoid of any phase. Thus the extraction of common temporal patterns via the PCA
does not require the underlying traffic time series to have the same periodic phase as
reflected e.g. in traffic in the same time zone. The used subspace method is able to
assign these traffic variations to the normal subspace.

Presented Fig. 7 also shows projections u6 and u8. In the contrast to involved ul
and u2, these projections of the data exhibit significant anomalous behavior. These
traffic spikes indicate unusual network conditions possibly induced by a volume
anomaly at the OD flow level. The subspace method treats such projections of the
data as belonging to the anomal ous subspace.

A variety of procedures can be applied to separate the two types of projectionsinto
normal and anomalous sets. Based on examining the differences between typical and
atypical projections, a simple threshold-based separation method has been developed
to work well in practice. Specifically, a separation procedure examines the projection
on each principal axis in order; as soon as a projection is found that exceeds the
threshold, e.g. contains a deviation from the mean, that principal axis and all
subsequent axes are assigned to the anomalous subspace. All previous principal axes
then are assigned to the normal subspace. All the dimensions showing significant
variance are assigned to the normal subspace when this procedure results in placing
the first four principal componentsin the normal subspace in each case.

The traffic is decomposed on each link into normal and anomalous components
after separating to the space of possible traffic measurements into the subspaces.

Bl A

U] LV Us U
Normal Behavior Anomalous Behavior

Fig. 7. Example of the projections onto principal components showing normal and
anomalous traffic variation in data network [11]
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3.2.4 Diagnosing volume anomalies

The methods used for detecting and identifying volume anomalies draw from a theory
developed for the subspace-based fault detection in multivariate process control.

Detecting volume anomalies in link traffic relies on the separation of link traffic at
any time step into normal and anomalous components. They can be also called as the
modeled and residual parts of the link traffic in a network.

The key ideain the subspace-based detection step is that, once both the normal and
anomalous subspaces have been constructed, this separation can be effectively
performed by forming the projection of link traffic onto these two subspaces.

As the next diagnostic step is a process of the identification. In the subspace
framework, a volume anomaly represents a displacement of the state vector away
from the normal subspace. This state vector is expressed as a sum of the sample
vector for normal traffic conditions and the magnitude of the anomaly, which is
influenced by the vector defining the manner in which this anomaly adds traffic to
each link in the network. The particular direction of the displacement gives
information about the nature of the anomaly. Thus the approach to anomaly
identification is to ask which anomaly out of a set of potential anomalies is best able
to describe the deviation of state vector from the normal subspace.

When an estimation of the particular volume anomaly was formed, the last step
comes into the process called quantification. This method is able to estimate the
number of bytes constituting this anomaly.

3.2.4 Validating results

The validation approach is centered on answering two guestions:
1) How well can the method diagnose actual anomalies observed in real data?
2) How does the time and location of the anomaly affect performance of the method?

The first question can be answered as follows. It is reached up by using the time
series analysis on OD flow data to isolate first a set of true anomalies. This approach
allows then evaluating the subspace method quantitatively. In particular, it allows
making a measurement of both the detection and false alarm probabilities.

The second question can be answered as well. It is realized by injecting anomalies
of different sizes in OD flows and applying a procedure to diagnose these known
anomalies from link data. Thisis performed repeatedly for each time step and for each
anomaly to form the picture of how diagnosis effectiveness varies with the time and
location of the occurred anomaly in a network.

In each case, the performance of each step must be quantified in the following
diagnosis procedure. A detection success is measured by two metrics: the detection
rate and the false darm rate. The detection rate is the fraction of true detected
anomalies. The false alarm rate is the fraction of normal measurements that trigger an
erroneous detection. An identification success is captured in the identification rate,

ISBN: 978-1-61804-246-0 43



Applied Mathematics, Computational Science and Engineering

which is the fraction of detected anomalies that are correctly identified. Finaly, a
guantification success is measured by computing the mean absolute and relative error
between the estimate and the true size of all identified volume anomalies[11].

4 Functional benefits

The introduced diagnostic systems provide us an efficient solution how to avoid or
reduce faults coming from some modules of the physical HW in the ISES RE. The
second benefit is an elimination of the congestion in a network caused by wide traffic
anomalies when clients are being connected to the ISES RE.

Both the diagnostic systems should cooperate with the RLMS that performs proper
accommodation actions based on scenarios in case of detected and identified ill events
occurred during the experimentation. The scheme, presented in Fig. 8, shows an
implementation of the diagnostic systems as new modulesinto the MS unit.
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Fig. 8. Implementation of the internal units diagnosis (IUD) and the network traffic
diagnosis (NTD) modules into the Measureserver® unit
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5 Conclusions

This paper has presented the extensive analysis of communication among particular
units of the ISES remote laboratory, and provided you possible improvements by
using two diagnostic approaches. It has been the objective of our work to analyze the
low-level communication to understand its basic principles. The further part of this
objective has been focused on the diagnosing an occasional miscommunication of the
I SES hardware modules, and wide traffic anomalies in a network. We have analyzed
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the suitable diagnostic approaches to implement into the 1SES remote laboratory to
avoid or significantly reduce such ill events during the operation.

Our conclusions may be formulated as follows.

1) The experimentation based on the ISES remote laboratory is a new approach of
teaching and learning in comparison with traditional forms of education.

2) The Measureserver® is a core unit of the ISES remote laboratory responsible for
communicating between clients and physical hardware modules.

3) The ISES remote laboratory exploits Ethernet that is a family of networking
technologies for local area network protocols, and the TCP/IP networking model
including alarge group of communication protocols used for the Internet.

4) The internal units diagnosis is a suitable approach for monitoring and evaluating
the internal communication between the Measureserver® and the AD/DA convertor
to avoid possible faults coming from the ISES physical hardware.

5) The network traffic diagnosis fits to the wide traffic anomalies occurring in a
network for the purpose of detecting, identifying and quantifying them, and to
report ill eventsto administrators and clients using the ISES remote laboratory.

6) We aso plan the improvement of these diagnostic systems concerning intelligent
corrections performed when faults or anomalies come into the system.
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Abstract. Alarm systems are deployed to ensure the protection of people and
property in the form of an intruder alarm system, hold-up alarm system, CCTV
systems, access control systems or social adarm systems. In terms of
electromagnetic compatibility is necessary to address issues of the conformity
assessment of products, selection of suitable components and in particular
method of installation in a specific area of deployment. The aim of the articleis
definition of lega and basic technical requirements for electromagnetic
compatibility of components of Alarm systems.

Keywords: Electromagnetic interference, electromagnetic compatibility, alarm
systems, technical standards, government regulation, conformity assessment.

1 Introduction

Alarm systems and their components as electronic or electrical equipment are
products which are the source and receiver of electromagnetic interference too. In
terms of technical knowledge, components of alarm systems can be identified
especialy as receiver interference - potential "victims' on the surrounding noise
signals, however due to their design (microcontrollers, power sources,
communicators, remote peripherals-detectors, and cable lines) are also sources of
electromagnetic interference. Components of security alarm systems as electronic
devices must be designed and constructed so that the electromagnetic radiation do not
exceed specified levels and to their level of electromagnetic immunity ensure that
they operate without unacceptable degradation designated functions. This issue can be
classified:

— in terms of a legally mandatory assessment of conformity process as a
precondition to edition the EC declaration of conformity and the placing on the
market, which manufacturers ensure testing and measurement of its products
through accredited testing laboratory,

— for practical design and installation of alarm system, when it is necessary to take
into account the technical principles of interconnection, location and installation
of individual components and in particular evaluate the possible effects of
electromagnetic interference on site.
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In accordance with the requirements of technical standards, accredited test
laboratories measure and test of alarm systems components connected in the assembly
corresponding to the practical deployment and expected operating conditions of alarm
system. In case of multiple possible combinations is created the set using the
maximum representatives of all types, in practice connectable components (control
and indicating equipment CIE + power supply, keypads, sirens, detectors etc.).
Producer ensures test and measurement products and assemblies that wishes to market
and which therefore needs to make a declaration of conformity. The fact that the
individual components or systems meet the requirements of EMI and EMS does not
necessarily mean that these components will operate in accordance with the
requirements of electromagnetic compatibility on installation site. Alarm systems can
then negatively affect every other device, but especialy, their activity can be affected
by ambient interference. Then electromagnetic immunity of the system is reduced
(fault detectors, false alarms, disruption of communication between the individual
components, CCTV image disorder etc.) [6]. Such situations may occur in cases
where:

o designed alarm system is different from the test set- for example peripherals other
types or components from other manufacturers are used (the fact that the system is
designed for a variety of elements that meet EMC requirements does not
automatically mean that the final installation will meet EM C specifications),

e origina components have been replaced during the repair other types of products,

o ingtallation of the system was not made in accordance with the principles of EMC
(paradlel lines, shielding, grounding, surge protection elements...),

o sources of electromagnetic interference, whose values exceed the test levels, occur
oninstallation site.

Alarm systems and their components as electronic or electrical equipment are
products which are the source and receiver of electromagnetic interference too.
Manufacturer or importer cannot know when EMC tests to demonstrate compliance to
an accredited laboratory in which specific environment will be an alarm system
installed. EMC technical standards in genera distinguish between residential,
commercial, light-industrial and industrial environments. For selected tests are
specified test levels, depending on the potential deployment environments
(environments with low EM radiation, mild EM environment, challenging
environment). Therefore definitely will make a difference, whether we install an
alarm system in residential areas without significant sources of spurious emissions or,
in the case where the same system will be installed for example in the factory or in the
area of photovoltaic power plants. In the process of setting up the alarm system is
therefore in terms of electromagnetic compatibility must adhere to the following basic
principles:

o security assessment of object- electromagnetic interference inside and outside the
guarded object,

o selection of components meeting the legidative requirements for products,

o design of alarm system wiring in accordance with manufacturer's recommendations
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e design and installation- EMC principles- selection of suitable equipment locations,
paraldl lines, shielding, grounding, surge protection elements etc.).

Figure 1 shows an example of pre-compliance measurement of electromagnetic
emission of the relay modul. Relay module is controlled by signals from the control
panel of alarm system and is designed to control non-alarm applications (lighting,
blinds, heating, pumps, etc.). The differences in the measurement values were due to
the different number of the connected electrical load. Higher values of EMI were
measured at connect two electrical load on the relay module. This is due to the
addition of cabling.
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Fig. 1. The results of measurements of electromagnetic radiation according to EN 55022 ed. 3,
Article 6.1.

2 Legidativerequirementsfor electromagnetic compatibility of
alarm systems

The basic legidative framework in the field of technical requirements for products
is Act No. 22/1997 Call. on technical requirements for products [2]. Components of
alarm systems include due to their construction (as electronic / electrical equipment)
between the products, which could at an increased rate threaten the health or safety of
persons, property or the environment (specified products). Based on this fact, such
products may be marketed only if they comply with the technical requirements, which
are specified in government regulations, issued for each group specified products. For
the components of alarm systems are assigned the following government regulations
issued to implement the Act on technical requirements for products:
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e Czech Republic. Government Decree No. 616/2006 Coll. on technical
requirements for products in terms of electromagnetic compatibility,
(2004/108/EC),

e Czech Republic. Government Decree No. 17/2003 Call., technical requirements for
low voltage electrical equipment, (2006/95/EC),

e Czech Republic. Government Decree No. 426/2000 Coll., technical requirements
for radio equipment and telecommunications terminal equipment, (1999/5/EC).

In terms of the requirements for EMC aarm system is a basic national lega
document Government Decree No. 616/2006 Coll. on technical requirements for
products in terms of electromagnetic compatibility [1]. Czech Republic adopted by
issue GOD No. 616/2006 Coll. into its national legislation system the Directive of the
European Parliament and Council Directive 2004/108/EC on the approximation of the
laws of Member States relating to electromagnetic compatibility [5]. Government
Decree No. 616/2006 Coll. regulates:

e hasic technical requirements for products,
e conformity assessment procedure of devices,
o the conditions for authorization of legal entities.

Technical requirements for products are generally determined with respect to the
basic principles of electromagnetic compatibility- equipment must be designed and
constructed so that:

¢ the electromagnetic disturbance generated does not exceed the level above which
radio and telecommunications equipment or other equipment cannot operate as
intended,

o it has a level of immunity to the electromagnetic disturbance to be expected in its
intended use which allows it to operate without unacceptable degradation of its
intended use.

Further requirements for EMC regulate the area of fixed installations, when these
installations must be implemented using good engineering practices and respecting
the parameters of the individual components.

Conformity assessment as a necessary process for placing the product on the
market can perform manufacturer or the notified body (legal person who was by
Member State of the European Union notified to authorities of the European
Community and to all Member States of the European Union as a person authorized
by a Member State of the European Union's to activities in conformity assessment
products with technical requirements [2]). Documents on conformity assessment
include:

o the EC declaration of conformity,
e thetechnical documentation.

The requirements for products relating to their electromagnetic compatibility shall
be deemed to be met if they are in accordance with the harmonized European
standards or with harmonized Czech standards or foreign standards which transpose
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harmonized European standards. Here, it is evident how (in this case by provisions of
the law) otherwise generally unbinding Czech technical standards becoming
compulsory. Demonstrate that the individual components of alarm systems or
complete systems meet the requirements for electromagnetic compatibility in
accordance with the wording of the Government Regulation No. 616/2006 Coll.
requires practical perform measurement of electromagnetic radiation and testing of
electromagnetic immunity of the product. Such measurements and testing, including
the release of the test report, are realizable by accredited bodies, in this case EMC
testing laboratories that have the appropriate technical equipment and professional
staff. Currently (January 2013), the following entities are authorized for activities in
conformity assessment of products in terms of their electromagnetic compatibility in
the Czech Republic (these are also within the EU Notified Bodies):

AO 201 - Electrotechnical Testing Intitute,
AO 202 - Engineering Test Institute,

AO 211 - TUV SUD Czech,

AO 224 - Institute for Testing and Certification,
AO 266 - Military Technical Institute.

3 Technical requirementsfor electromagnetic compatibility of
alarm systems

Technical requirements for EMC of alarm systems and its components can be
divided into the following areas:

methods of spurious emissions measurement,
methods for testing immunity to disturbance,
limits of spurious emissions,

test level of testing immunity
criteriafunctionality of equipment under test,
conditions for measurement and testing,

test setup,

arrangement of equipment under test,
operating conditions of equipment under test,
reguirements for measuring devices,
regquirements for the testing laboratory,
testing on site,

records measurement, measurement uncertainty,
requirements for the test report.

The content of each of the above areas is defined in a wide range of relevant
technical standards. In determining the appropriate requirements should be based on a
range of application standards of alarm systems (EN 50130 to 50136) and from the
relevant EMC basic, generic and/or product standards, which are legidative and
technical support to meet the requirements for the products in accordance with the
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provisions of Government Regulation No. 616/2006 Coll. In this context it should be
to realize that the verification of the parameters for EMC of alarm systems and its
components (as well as other electronic and electrical equipment), it is never
sufficient to use a single technical standard. It is always necessary to study and
subsequent application of the requirements set by out more types of standards that are
mutually "linked" by reference. Table 1 shows a summary of selected application
(branch) technical standards of alarm system and indicating the standards of
electromagnetic compatibility to which these application standards refer.

Table 1. Applications of technical standards for requirements for electromagnetic compatibility
of darm systemsin accordance with application standards (EN 50130 to EN 50136).

- N (2] <t N
Technical Standards - EMC Il 1elelgl¢E | & 8
/ “I9|1E|E|E|EE ISR E R B
Technical Standards - 21a|T| T |T S [Tz dnalk @ [§
Alarm Systems (short title) ZIG|E|G|E|GE |& Rk SEge 29
z|lz|z|z|z zzszzgzggsfxégg
S|E |8 |8 |18 |88 K8 ]AC Yo Jja S
CSN EN 50130-4 (EMC immunity) X | x |x X
CSN EN 50130-5  (Environment) X
CSN EN 50131-1  (IHAS) X X
CSN EN 50131-2-2 (PIR) X
CSN EN 50131-3 (CIE) X X | x
CSNEN 50131-6  (Power supply) | X X

CSN EN 50131-5-3 (RF X

CSN EN 50131-8 (FOG System) X X

CSN EN 50132-1 (CCTV) X X

CSN EN 50133-1 (ACCESS) X [ x [ x | x [x |x

CSN EN 50134-5 (SAS) X X
CSN EN 50136-2-1 (ATS) x | x X

From the above data it is clear that the EMC requirements for alarm systems
generally are regulated by product standard CSN EN 50130-4 ed. 2 Alarm systems -
Part 4. Electromagnetic compatibility - Product family standard: Immunity
requirements for components of fire, intruder, hold up, CCTV, access control and
social alarm systems [3] and by generic standard CSN EN 61000-6-3 ed. 2
Electromagnetic compatibility (EMC) - Part 6-3; Generic standards - Emission
standard for residential, commercial and light-industrial environments. However, in
case of measurement EMI of alarm systems is currently applied product standard
CSN EN 55022 ed. 3 Information technology equipment - Radio disturbance
characteristics - Limits and methods of measurement [4]. We can classify most of the
components within the product group identified as information technology equipment
(ITE). Components of alarm systems are tested according to specific technical
standards in relation to the requirements for placing on the market. The manufacturer
is obliged to state specific standards to the EC declaration of conformity. Table 2
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shows a selection of examples of individual components and identifies relevant
technical standards EMC, as reported to the EC declaration of conformity.

Table 2. Examples of applications requirements of technical standards for selected components
of darm systems

N %
. R EE RN R 2

Technical Standards el XalB] 2% 218 N

! Yl 1¢lelz|2|212|2(2|8|8|.]F

Components of Alarm slalglglglg8lzlzlzlE|zl=z|d|2

systems (short title) slalzlzis|z| 2212122282
zlzlz|z|lz|z|2|2|E8|z|E|E|z]|z
[FS IS R S RS RS S S SO SR S S S T
Zzlzlzl|lz|lz|lz|z|z|z|lz|z|z2|Zz|Z
0 n n w0 n n w0 n n w0 n n w0 n
(ON RN ECR RSN EN RSN EON ECRECNECN ESRES)

CIA (PBX) - wired x | x

CIA (PBX) - RF x | x

GSM communicator X | x X

PIR detector X | X

IR barrier X | x

Power supply X | x| x X X

Auxiliary relay X

Magnetic contact X

Receiver hold-up alarm signal X

Recording card PC (CCTV) X X | x X

IP camera X | X X | X X

Network video recorder (CCTV) X X X

Digital video recorder (CCTV) X X X

Card reader (ACCESS) X | X X | x X

Fingerprint reader (ACCESS) X

Panic alarm (hold-up alarm) X X

GSM camera X X

Telephone communi cator X | X

In practice differently references to standards are listed in the EC declaration of
conformity for the same products. These differences depend on the body of the EC
declaration of conformity isissued. Some producers declare eg. for PIR detectors only
application standard (EN 50131-2-2). However, from these examples, it is clear that
most often correctly product conformity cited with standards EN 50130-4 (EMS) and
EN 55022 (EMI). The specific components are subject to the requirements of other
standards, such as GSM devices (ETSI EN 301489-7). Due to the installation, it is
possible in selected components of the alarm system to apply the requirements of
other standards such as the standards for security systems on railways (IEC EN50121-
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4 Railway applications - Electromagnetic compatibility - Part 4: Emission and
immunity of the signaling and telecommunications apparatus).

Figure 2 shows an example of pre-compliance measurement of electromagnetic
interference on the line terminals of the relay modul. The differences in the
measurement val ues were due to the different number of the connected electrical load.
Higher values of EMI were measured at connect two electrical load on the relay
module.

Level in dBOV

WWWMWWMWWWM% A ‘«'w.w ) WMW

150k 300 400 500 800 1M M M 4 5M 6 8 10M 20M 30M

Frequency in Hz

Fig. 2. The result of measurement of electromagnetic interference on the line terminas
according to EN 55022 ed. 3, Article 5.1.

4  Conclusion

The use of alarm systems must be with respect to their correct operation to take
into account in terms of EMI and EM S not only unintentional interference sources but
also threats of intentional-action on alarm systems by technical resources of
electromagnetic interference to compromising their function (increased incidence of
false alarms, failure of communications, failure or destruction of electronic parts). In
this context, it is necessary to ensure compliance with legidative and technical
requirements for the individual components of alarm systems and not only because of
the possibility of placing on the market, but mainly because of their subsequent
reliable operation of the installation site.

The correct orientation in the individual technical standards in relation to the
classification of individua components into product groups, determining the
environment in which it is expected to use the alarm system, application testing EMI,
EMS and their scope and selection of test signals and limits is a prerequisite for
compliance with legidlative requirements under the placing products on the market
(manufacturer, laboratory testing), but it is especially important from the design
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phase, construction, manufacturing functional model or prototype of the product in
the implementation of necessary diagnostic measurements and pre-compliance testing
as an important condition to meet the technical requirements in the field of
electromagnetic compatibility including compliance testing.
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Abstract. The article describes some of the aspects of how the optosensors and
laser scanners can be used in the field of security of protected areas and safety
fields. The article presents some of the applied possibilities of measuring on
spherical area using transmission formulas for gaining data and actual setting of
active elements of the optosensors and laser scanners for the environment in a
3D application security system.

Keywords: laser scanner, optical electric sensors, position location system.

1 Introduction

Up-to-date optical electric sensors are based on various physical methods, for instance
triangulation, phase shift measurement, or pulse propagation techniques. The use of
optical electric sensors, along with powerful digital processors, allows realisation of
very efficient and economically effective measurements, sensing, and security tasks.
Light beams as the instrument of measurement techniques are fascinating — they allow
touch-less measurements in very fast sequences, their range is long and the resolution
is still high; moreover, they are almost immune to any interference effects. Therefore,
properties of any other measurement techniques are really very far from comparison
with the range of applications using optical electric sensors. Any use of light for
measuring distances, detection of objects and protection of persons is always based on
reflection of a light beam from an object. For achieving excellent results, optical
electric sensors use the method of triangulation combined with the Charged Couple
Device (CCD) sensor technology. Optical electric sensors are equipped with a number
of the high-resolution CCD sensors. Laser diodes are used as the light source for
measuring in the range of 20 mm up to 250 m. Optical electric sensors allow
measuring objects with the luminous intensity of 6% up to 90% in the entire
measuring range and, thus, guarantee data almost independent of the luminous
intensity. Measured values may be read in the analogue and digital form. The sensor
itself can be comfortably "taught" either manually, or via a simple parameter setup
through the RS-22, RS-485 or the Actuator/Sensor (AS) PC interfaces.

Optical electric sensors based on the phase shift measurement provide absolute
measured values in the range of 0.2 m up to 170 m. The resolution can be
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continuously regulated whereas the scatter in repeated measuring is = 2 mm. These
optical electric sensors read newly measured values every one millisecond and, thus,
establish optimal conditions for functioning in fast position control loops. The red
laser used significantly reduces requirements for installing, adjusting, and setting the
sensor's position. Thanks to this flexibility of their properties, optical electric sensors
are the ideal instrument for distance measuring in location detecting and positioning.
In order to meet increasingly stringent requirements related to security of persons, it is
imperative to ensure reliable security for the critical areas. Laser security scanners
based on the pulse propagation can offer a number of genuine security benefits. The
pulse propagation technique principle consists in spreading of light pulses emitted by
a laser diode by means of a rotary mirror over the entire work area. This principle of
measuring is suitable not only for security but also for a number of measurement
applications. The scanner allows definition of up to four different couples of security
areas. For process-dependent activities it is, then, possible to activate and deactivate
each couple separately.

1.1 Security Light Curtains, Grids and Bars

The basic task of Safety Light Curtains (SLC) is to protect a person or other persons
in the security zone area. Therefore, they must quickly detect intrusion of a person
into the secured area and issue a respective signal about it. In the CSI, this primarily
applies to securing of areas adjacent to buildings, outdoor garages, indoor garages,
access roads and others. Security light curtains consist of separate transmitting and
receiving units between which a protected area is created. The transmitting unit is
equipped with a number of infrared (red) light sources transmitting cyclically short
light pulses that normally strike respective light-sensitive sensors in the opposite
receiving unit. However, when an opaque object enters the protected area and at least
one beam is interrupted, i.e. the light pulse emitted does not strike the corresponding
sensor, the receiving unit generates an output signal from which it is very easy to
derive an alarm command. The width of the protected area is determined by the
maximum range of the light curtain in which the sensor reliably receives all the light
pulses transmitted; this range varies from zero up to several tens of metres. The height
of the protected area is given by the design height of the transmitting and receiving
units, which is normally the function of the number of transmitted light beams and the
pitch between each other. The pitch, or the distance between neighbouring light
beams, defines the resolution rate of the security light curtain and its effectiveness.
The shorter the light beams pitch is, the smaller the object entering the protected arca
of the light curtain that can be detected. The resolution of the light curtain must
correspond to the security level required. The evaluation electronics of security light
curtains are either integrated into the receiving unit, or built in a separate casing that
can be fixed on the wall. Nowadays, the electronics are usually based on a
microprocessor controller or the customer Application-Specific Integrated Circuit
(ASIC), which allows the easy addition of a number of useful functions widening the
application range or enhancing the comfort of the light curtain operators. The LMS
systems can also be used in the area of spatial scanning and detecting the size of
vehicles, and the speed and direction of passing vehicles. Physically, the LMS laser
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scanner is based on spreading the laser beam in the infrared spectrum and calculating
the response (return) time of the beam transmitted. The possible spreading angles are
360°, 180°, and 100° with the range up to 150 m. Basic parameters are assigned for
correct setting of the active elements of LMS and PLS, and also constituents for doing
the measuring on the spherical area.

1.2 Measuring on Spherical Area

Let us suppose that the receiver elements are moving within a spherical area (r,¢, z) in
the distance r=d from the rotation axis of the transmitter being measured. If we are to
assume that the multiple rebounds between the two transceivers are small enough so
that we can neglect them, we can thus deduce the transmission formula based on the
basic Tauffer’s formulas with standard assumptions of linearity, constant frequency
(¢™") and the position in free space. It is not our aim to state here the deduction of
needed relations, and because of that in the next part we will only give a very short
statement of needed relations [1, 2]. The transmission formula that determines the
measured relative data of the safety field b,’(¢, z) (complex receiver outputs) in the
terms of transmission parameters T(y) for the receiver being measured, and actual
transmission parameters of the appliance R’(y), will be formally identical as the
relation (1), only the individual variables will be defined in a different way:

by \(P) = F'a, [[T(K) - R'(K)]exp(~j7d) exp(— /K - P)dK 1

b (@.2)=F'a, Y " [T()-R(expling)exp(~jy2)dy @

where a, is a complex input of the measured receiver, F’ is determined by the
mismatch between the receiver and transmitter, which we can express in this way:

1
R —
I-T, T, @)

I'." and I',” are coefficients of the receiver and the transmitter. As the receiver does
the scanning on the spherical area, the output is recorded b, (¢, z) for 0< @ < 2w and —
oo< z < o0, This means that the basic parameters of the transmission media b, (¢, z) get
measured for all values ¢ and z. Practically the z is always limited to final scanning
and it is assumed that the b, (¢, z) is limited outside this area. The integral (1) can be
changed with help of the Kirilian’s transformation to:

1 0
10 =T R4 = —5— [ [ hy'(0.2) exp(-jno)exp( )z )
4n°F'a

Similarly as it is with scanning in level, even if we know the R’(y) we cannot
determine the T(y), since in (4) there occurs a scalar product. What we can do,
however, is to carry out a second scanning with a different receiver. For the second
independent scanner we can write analogically same relations as (2) to (4), only
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instead of b," (¢, z) we will write b,”" (¢, z) and similarly for other quantities — this
means we will use ay, /", I'L”", I',”", R”(y) and /,”’(y). Formula (1) and formula for
1,”'(y) can be written in these constituents:

R, ()T, (0)+ R, (1), (7)=1,(7)
R (0T, (7)+ R, (7) T, (7) =L (7)

Solving these relations (5) we will get:
T, (0)=[1.(0) R, (7) -1, () Rs, (7)] /4, (7).
L, () =[1 0 R, ()~ 1 ()R, (7)]/4, (7). (6)
4,(7) =R, (7) R}, (7) =Ry, ()R], (7)

Asymptotical relation applies in the safety field in spherical coordinates:

©)

(kcos0)@’ + jT,,(kcos0)8°] @)

E,(R) = —2ksin 9@ > " exp(jng)T,

The determination of the reception coefficients of the receiver R’(y) can be done
based on the known emitting characteristics of the sensing probe (which we can
determine either by measuring or by calculation). If we know the reception functions
of the sensing probe R(y) with cylindrical system that has its central point on the
probe, we can get the R’(y) by means of:

R,(=2"__R,(HPY (Ad) 8

where Hm(z)(x) i1s Hankel’s function of the second kind, of the m order, A=(k2—y2)1/ 2 s
d is the distance of the probe from the rotation axis of the measured antenna. We can
write a similar formula for R;,”’(y). This formula expresses a very interesting and
useful property. Even if the reception function of the probe R(y) can have a negligibly
small number of members, it will give the R;,'(y) for many values n. This means that
the (8) can be used even with small receivers which are described by several spherical
modes m, since the number of modes is determined similarly as for the measured
spherical area. It is obvious that for the calculation of emitting characteristics we only
have to program the relations (4) and (6), where we get the 7, (y) from the measured
values b, (¢, z) with help of the relation (2) and similarly we will get the 7, '(y) from
the measured values b,”’ (¢, z).

To do the calculations, we will need the following measured quantities:

d is the distance between the receiver and the rotation axis of the measured
appliance;

['" and I'," are the coefficients of the receiver;

b, (¢, z)/ a, the size and the relative phase of the transmission between the input of
the measuring of the transmitter, and the output of the receiver. Usually the measuring
b, (@, z) will be normalized in two steps given by analogical expression, such as:
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by'(P) _by'(Ry) b, '(P)
ay - 4 b, '(Py)

®

where Py is a selected fixed point. That means that in the beginning we will select a
fixed point, e.g. the beginning of coordinates Py =(0,0), where we will normalize the
outcome of the bore, and then we will normalize all other measurements to this point.

Using the FFT for the calculation of the relation (8) — and analogically for (3) —
problems may occur due to the fact that the number of samples does not respond with
power 2, which is required by algorithms (when using the MATLAB program it would be
possible to use any number of samples, but the used algorithm is significantly slower than
the algorithm for N=2). In this case it is possible to complement the unmeasured values
with nulls (for great values || and |s| which are located “in the middle” of the entry
vector), and when doing the measuring in line (or in level) the algorithms do not change.

A little more complex situation will come up when scanning in the angle of ¢ Then for
the addition of A,=A,/2a radians which is not dependent on the distance of the receiver
from the measured transmitter, we will gain the space of the same size k;= 2m/A,
regardless of the number of samples (inclusive of “stuffing” with nulls). We assume for
the simplification of the sum in the relation (4) — for R of the samples — in this manner:

> b, (A, exp(—jnrA,) = " by (rA, Yexp(— jnrA,) (10)

since the by’(rA,) are zero for r > R. Let A, = 2n/R (usually the R shall be selected
to be an even number). In order for us to use the relation:

H, =" "hexp(j2zin/ N) (11)

for the given A, the n must be changed to n'=nR/N. Then, we will get jnrA,
=j2nnr/N. That means that with filling, only the “measure” n will change.

Conclusion

At present times, the possibilities of using the laser and optoelectronic sensors in the
field of securing mechatronic constellations and systems are stunning. This involves
securing spaces of horizontal and vertical orientation of the safety field, or securing
spaces in 3D applications, as well as monitoring the entrances into objects, guarding
flat roofs, guarding side facades with a possibility to set up alarm zones with
resistance to weather changes, or applications via float functions.
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1 Introduction

Safety planning - as a form of activity of commercial security industry - is very
important for the implementation of a comprehensive security system. Respects the
fundamental rule, which is to protect human life, hedth, property and the
environment. There is very important to follow the procedure and include all
conditions that will support this system. The essence of it is coordination tasks in the
commercial security industry and those within this system, which aims to provide a
safe environment. An integral part of the planning process is the preparation of
analyzes and forecasts that will help us uncover security reasons and to predict their
correct position in the emerging process. An important part of security work in private
practice - is to determine the organization's security policy. Describes a clear
framework in which we can build the foundations of our system. The activities of
security management will be crucia in this respect, because the whole planning
system drive and also responsible for the entire process. The practical part will be
given the situation faced by the organization in the field of private practice. Itstask is
to assess the security risk to the organization and make a safety plan. This procedure
creates a security management team

2 Security Planning

The essence of security planning in the commercial security industry is to create
a scientifically substantiated program activity systems apparatuses commercial
security industry in order to achieve the objectives.

All methods and procedures, which we describe below, are directed to complete
the decision-making process in the comprehensive safety expertise, ie to build a
comprehensive security plan for the organization and its detailed elaboration in the
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form of the security project. The scope, complexity, preparation and assembly of the
project is directly dependent on the size and complexity of the planned target. We
deal with the issue of comprehensive security organization, it isto us is primarily a
comprehensive security project that will include a number of sub-goals. Its
completion will need to be more involved, within it will be dealt with more tasks and
some even simultaneously, which requires high demands on the coordination of
individual activities. The security plan (project) is characterized by a significant
aspect of achieving the specified targets. At the moment of achieving the objectives of
the plan (project) ends. Safety projects similar to other types of projects are
characterized by some distinctive features, this usually involves the following main
features:

Projects have well understood and defined objectives,

Projects include clear deadlines for their completion,

They contain a set of activities linked interrelationships,

To implement the alocated resources (in the form of budget),

Contains lists of staff responsible for project implementation,

Implement a rule project teams (their performance cannot be ensured only by

man),

« Therole of planning,

»  Security selection and setting goals,

* With the help of planning searching more effective ways and means to
achieve these objectives,

*  With a schedule that specifies the required amount of forces and means to
achieve them, and also to determine the optimal ways to deploy forces and
equipment,

e Using the Plan provides coordinated all articles and items of commercial

security industry.

At the beginning of the project is the question of defining the objectives of the project
- it is absolutely necessary condition of each plan. If no target is set, we have nothing
planned. The target must be determined and expressed clearly and unambiguously.
Clearly, in the sense that it cannot be mistaken for any other purpose and understood
in the sense that anyone who is on the plan and its implementation will be involved,
he will understand. The project must also be measurable - only if it can qualify (for
example, to mount the cameras in the house 7 A.) Alternatively, the possibility of
achieving only two states yes/no goal fulfilled/unfulfilled goal. The formulation
should not be too general, such that it increases the overall security organization. This
formulation does not contain enough information that would guide the incorporation
of the project. It is a proclamation without liability, rather than the intended target.
The aim should ml be defined more precisely as the aim of the project is a
comprehensive security organization in the field of information, technical,
commercial spaces, and administrative personnel in accordance with the requirements
of the law on classified information. Thus defined, the objective is to identify and
understand all the workers involved. It's about the fact that the organization has met
the safety conditions, requiring Act No. 148/1998 Coll., On the protection of
classified information. Formulation of the planned goal, however, the results of

ISBN: 978-1-61804-246-0 62



Applied Mathematics, Computational Science and Engineering

previous activities of the organization, respectively. Implementation of security
expertise. In the beginning there seems to be a problem in the security field that
organization wants to address. The reasons for this vary, but it is important that the
organization intends to formulate the problem and solve it. The problem may be, for
example the fact that the organization wants to participate in competitions and receive
important government contracts, but where is the law determined by the condition that
the organization must have a confirmation of the NSA security clearance. The
organization is therefore faced with a problem that must be addressed. The outcome
of the decision will be that it will solve the problem on your own, or whether the
whole thing, or a specific stage left to supply a professional company. In this case, we
will help subjugation problem analysis and synthesis, after which we obtain a certain
level and deepen our knowledge of the problem. The result of this cognitive process
will identify the current state of the level of security in relation to the already
formulated problem. On the basis of relevant experts work out a solution to the
problem, and usually in more variants. At the same time specify the original
formulation of the problem, because it is under the influence of acquired knowledge
can be amended. For example, it turns out that after the technical security of the
organization is ensured in accordance with the requirements of the law, but the regime
measures are not sufficient and are not observed. Based on the analysis of security
flaws are discovered, specify a task that must be resolved. In our example, we then
talked about the conditions of the relevant law in the area of lifestyle changes. Forms
and methods of addressing these identified shortcomings are reflected in the existence
of several proposed alternative solutions. On the basis of the variant-usually senior
management of the organization - after studying decide which of the alternatives will
undertake. The chosen solution is then a springboard for a final, accurate and
understandable formulation of the planned target. Results for formulating the
objectives of the plan are therefore the conclusions made by security expertise, to be
more precise, security analysis. In addition to the security analysis has the final form
of the project objectives a significant impact safety forecasting and security policy of
the organization.
Design has developed its techniques can be successfully applied to designing security.
We talk about techniques to assist in the organization of the project and during its
implementation.

»  Gantt chart,

* A network diagram and its body diagram PERT,

e Critical Path Method.

2.1 Gantt chart

In its principle, it is a very smple and effective method. Diagram shows a
summary of the various activities, the time required for their implementation and
mutual temporal relations between them. Each task in this diagram is indicated as a
horizontal bar. Individual tasks are shown below, and between them are created
graphically links that show, for example, that a certain task cannot begin before the
end of the task, etc. All other tasks in the form of strips are placed below the
horizontal time scale, from which we can easily subtract when a specific task has a
start and end, respectively. in which at least has to be done. Diagram is preferable to
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use the display duration of each activity and the overall project than the expression of
mutual relations. This seo excellent control tool to determine the status of each task in
time.

2.2 Network graph

It contains all the necessary information for the management of the project. Typical
elements of the network graph nodes and connectors. Each node in the form of a
small circle represents the point in time - commencement or termination. The activity
is expressed by a straight line - a line that connects two nodes. When pronouncing a
network graph, it is necessary to keep some general rules:

*  Thegraph must have a beginning and an end node,

» Each node (except the initial) must be preceded by at least one activity,

»  Each node (except the end) must be followed by at least one activity,

* Any two nodes may only link one activity.
When drawing a graph, it is necessary to adhere to certain conventions applicable to
imaging. For example, the start and end node are not shown as circles but as
diamonds, etc. The network graph is for the use of project management useful if it
includes, in addition to the aforementioned full range of activities (tasks), time
information, the earliest possible completion of activities required no later than
completion of all activities and identified critical path network diagram.

2.3 PERT diagram

It is a variant of a network graph. Unlike conventional network graph, requiring
strict interconnection of all the tasks among themselves at the cost of using a zero-
length (so called dummy activities), PERT diagram may not display links to summary
tasks, subtasks.

The critical task is one that is critical to the completion of the project. In other
words, such a delay will jeopardize the fulfillment of the project as scheduled. In
terms of duration of the activities are non-critical tasks those that have some slack and
critical ones that do not have any slack. The critical path begins at the start node and
ends at the final node. Its length is equal to the sum of the duration of critical tasks
and specify the length of the project. Critical Path Method is standard in managing the
project for the identification of critical tasks. The basis of a mathematical model
taking into account the relationships between tasks, their duration and any limitations
on the availability of their resources. This method is used primarily for determining
the start and end date of each task. This method developed in the 50s by DuPont &
Remington Rand Corporation.
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3 Security policy

Organization's security policy is a summary of the responses of top management
mainly on three questions:
»  What is safety organizations do and why,
*  What are the objectivesin the field of organization wants to achieve,
* How to manage different business activities and which will be followed by
measures to achieve the objectives set.
For effective functioning and effective enforcement of security policy of the
organization is essential that all policies and measures were expressed in written form.
Document security policy has the character of a general plan of security organization
and has a very general character. Based on the sequence of the overal interests and
objectives of the organization indicates that the security policy must be subordinated
to the general strategic plan of the organization. It is for this reason that the security
policy is only one segment of the overall activities and is also a critical activity. The
statements in the document security policies are general-occupying the whole breadth
of the issue within the organization and as such cannot be used without further
elaboration for direct implementation. Effectively determine the policy and
procedures for further action organizations in the area. Security Policy or the general
policy of the organization cannot be confused with the vision of the organization. This
vision is rather basic definition because of its existence and is usually expressed in
very general terms. The foundation stone for the formulation of general security
policy is the overall strategy of the organization, therefore, cannot be excluded that
the security policy comes into conflict with the interests of the general policies of the
organization. For example, the economic objectives of the organization and the
security objectives of the organization are not usually completely identical to each
other and may not always support. Still, it would therefore safety objectives should be
open and sub-economic objectives. Along with the above mentioned issues by the
security policy document should be answered in the next series of questions:
» Who isresponsible for the fulfillment of the conclusions security policy?
» What is the time horizon for achieving the objectives of security policy?
» How will the security policy put into practice?
* What are the security policy subject to the requirements in terms of cost-
effectiveness?
»  How will compliance with the principles and objectives of the security policy
enforced or sanctioned in case of violation?
To clarify the connection with a safety project is to be noted that security measures
concretization project is a detailed plan of implementation of the principles and
objectives set security policy. Security project is therefore unlike security policy very
specific and detailed, focusing on every detail including the monitoring of
implementation costs. The issue of security organization is very broad and focuses on
three key areas. people, property and information (interests). The issue of these three
areas will also address also the general security policy of the organization. Each area
that is subject to the security interests of the organization formulates as if it were a
separate security policy:
*  AreaPersonnel,
e organizationa and administrative,
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e Protection of property (building security, property protection policy, the
policy of protection of intangible assets),

e information systems, etc.
Although there is an internal division document security policies according to the
above criteria remain the formulation of measures and policies in general and its
detailed elaboration is left to the individual projects. One of the cornerstones in the
formulation of basic safety principles of organization's security policy is a principle of
general policy organizations that form the framework for the formulation of inviolable
principles of security policy. As aready mentioned, in case of conflict between
security objectives and genera policies should be given to the policy objectives. In
certain exceptional circumstances, it may be accepted that the objectives of security
policy will have to be performed against the will of the organization, including
outside the framework of the general policy and therefore will operate retroactively to
the formulation of general policy principles of the organization. General principles
will have to be corrected, for example through the adoption of laws, complying with
safety within the organization some steps that affect originally formulated genera
policy of the organization. Among other statements of the principles of security policy
are external factors - those outside the organization. Organizations such effects their
actions can not affect, or only partially, may be for example the discussion of the
upcoming law, etc. It is the legidative activity of the state, the existence of different
contractual relationships affecting the organization, competitive environment. These
are mainly international agreements, or contracts between business entities. These
external factors pose barriers to organization's security policy. Another milestone for
establishing the principles and objectives of the security policy are interna factors, ie
internal barriers stemming from the possibility of the organization itself and generally
an organization can influence with their actions. We are talking about the economic
potential of the organization, its organizational structure, management level, the level
of oaffing organization, on a technical level, also on the level of internal
communication, etc.. Both external and internal influences have contributed to the
formulation of general policies of the organization. Strictly in terms of knowledge and
understanding of the effects of their importance for the functioning of the
organization. Within the formulation of security policy will be subject to re-analysis
in terms of criteria other than in the formulation of general policy. The criterion for
their exploring and understanding their impact on safety organizations will be safety
considerations. By examining the external and internal circumstances and a targeted
process knowledge (analysis, synthesis, prognosis) will meet again in search of
answers to specific questions in the context of solving specific security problems -
tasks of the organization. Security policy is a general plan of organization in the field
of security and thus contains the ultimate goal of a particular term. Therefore
continues to exist at the time the targets. It is not a project which would be completed
at the time of its fulfillment. The objective of the safety policy is to achieve a certain
level of respect and safety organizations. Interests of the organization and the state
level, which will take in the future and will be a permanent part of the general strategy
of the organization. Security policy is therefore to be understood as a continuous
process, the content of which is permanently defined security policies, actions and
needs of the organization in achieving the overall policy of the organization. Security
policy is a compromise - often painful, between what the organization in terms of
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security, on the one hand wants to can and may, on the other hand, does not want and
cannot do.

4 Summary of security policy asa means of security planning

Development of safety analysis, safety prognosis, namely for security project
(expertise) isinfluenced by the organization's security policy that:
A) Based on:

* existing laws and their direct application or indirect application through

corporate normative acts,

» Specidlity security requirements to ensure the security interests of the
organization set its direction,
I magine the Company's management on the desired protection method:
the company's own protection (security services, €tc.),
the supply (private security company),
Alternatively, as proposed by the expert,
Economic opportunities and willingness to protect the safety of funding
organizations.
B) characterizes

»  Themethod and solution procedures to protect the safety of the company,
Time Conditions solutions,
Financial terms of the solution,
Principles of emergency planning and incident resol ution,
Methods of protection of the safety of the company,
Methods and ways of management, organization, coordination and control to
protect security organization.
The development of security analysis and the ensuing security forecasts that we
describe in the following pages, eventually must necessarily depend on security
planning.

5 Security Analysis

Collected and collated information process analysis process. Safety analysis can be
characterized as a method of knowledge where the essence is the gradual division of
the whole into parts, the study of these components and their interrelationships. It isa
cognitive method, in which we proceed from the general to the specific. A genera
view of the issue provides general knowledge and researched object incorporates us
into the surrounding environment, and tells al about its external ties, the gradual
change of focus view penetrate below the surface of the investigated object and unveil
to usthe fact at first sight unseen. It is a part of the whole and the links between them
- often unsuspected patterns and mechanisms of their functioning or malfunctioning.
In order to reach the objectives and purposes of the analysis, we can not stop at a
simple breakdown of a whole into parts and focus on detail. It is necessary to detect
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these relationships between the respective parts, mechanisms and patterns of their
mutual functioning. The process by which this can is called synthesis. In developing
this process, we compose individual parts back to the whole, but we need to
understand the different linkages - between the whole and its parts. At the time
correctly performed the synthesis, we can answer questions such as why a process
works and how it works; why the operation was successful or unsuccessful, whether
security measures are able to perform tasks that are placed on them, etc. The analysis
and synthesis are closely linked, at first glance contradictory, but there is a
harmonious balance between them. In the human subconscious are often associated as
one method at a time. If we continue to talk about the analysis, safety analysis, we
must always bear in mind and then use the second method - synthesis.

5.1 SWOT Analysis

Among the advantages of SWOT analysis include the ability evaluation of the current
and future state, which simplifies and clarifies choosing the most effective measures.
Helps to improve the functioning of the security organization, provided that security
personnel are able to correctly identify and understand the importance of internal
weaknesses and external threats. This analysis can be repeated as often as men to be
here frequently updated and may reflect changes in the interna and externa
conditions, particularly in terms of security organizations.

5.2 PEST Analysis

Like SWOT analysis was named the composition of the initial letters of the four
words that characterize the subject of analysis. It is the political, economic, social and
technology - on these areas is directed exploration. Analysis of events and trends may
in these areas management to provide information about the surrounding environment
in the wider context including likely future trends. By applying this method to the
safety organization must narrow width examining only those events and trends in
those areas that are or may be relevant to the organization's security. For professionals
of the security industry, should be the method using a base that allows them to orient
themselvesin the field. It should not be created just for that contract, but insisted on a
general level. Knowledge of events and trends in various areas - affecting the safety
organization - is a precondition for quality professional level of organization
providing security services, particularly in the area of security consulting.

. Negative social movements are accompanied by their negative movements in
genera crime, it is a fact that we have to pay attention. This may not be the rule that
the negative trend in the social organization always acts in a negative contribution to
its security. The fact increase unemployment can lead us to reflect on the larger crime,
and subsequently increased threat of theft of assets of an organization, and therefore
need a more thorough physical security security guard. By this reasoning, we could
use, for example, unemployment high school and university personnel within the
organization to ensure safety and improve the quality of its security. In order to
improve the social and working conditions of the legislature can determine the
maximum possible number of overtime hours. It is very likely that in terms of
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physical security deployments will need to consider the existing distribution service
guards, and it is conceivable that the organization will make the recruitment of
security personnel, or change the terms of a security agency which supplies these
services to us. Such amendment of the law may be at first sight less important, but as
aresult may strongly affect the organization.

5.3 Pareto analysis

It is the most well-known quantitative techniques to assist management in analyzing
commonly causes which stands for the consequences of uses. These are very
complicated, but also not very precise technique. The mastermind of this technique is
Wilfred Pareto, an economist from the 19th century, when examining population in
Italy noticed that 80% of the property is owned by only 20% of the population. This
technique can also cal the 80 / 20th It was found that this rule finds application in
many areas of life. In the field of economics, we can express in words the rule: 20%
of the effort produces 80% effect - then the analysis of the causes, the consequences
for the 80% is 20% of the causes. Due to its simplicity, which can be applied to the
research problem, this method is applied in the processing security analysis. It focuses
on the relationship between cause, effect and ability to express these relationshipsin a
quantified form. The construct is necessary to quantify and sort in descending order
according to certain criteria that you specify. For example, it may be a frequency or a
range size consequential damages etc. Trace a vertical axis such cumulative relative
frequency causes a percentage and the horizontal axis the incremental contribution to
the overall effects as a percentage.

Thisanalysisis a method that would help us solve everything-it can be used on almost
every issue, but it can not be applied to al problems simultaneously. Individual
problems should be analyzed separately. The main benefit of this technique is that it
shows us where to focus our attention. Other improvements in the development of
analysis can be modified using the anaysis of the degree of risk, including
representation in crisis nut - This method is used in the field of crisis management.
Analysis of the degree of risk giving opportunity to find out what is the probability
that there will be some crisis or conflict, and what will its effects (consequences)
when you actually occurs. Here it is very important to determine the precise working
steps in the first phase should be possible crises or conflicts name. In the second
phase it is necessary to define the period considered, because with increasing length
of the period increases the likelihood that a crisis occurs. The hardest part of the third
phase is to determine the degree of probability. You usually use a subjective
assessment based on our experience.

Maximum likelihood is represented by the 1,0 - ie certainty that crisis occurs, the
predicted period. In the fourth phase, the effects of the crisis, because the effects can
affect many areas of the organization, we are mainly interested in the area of security
organizations. During the work with this method of use forms prepared to help
illustrate graphically and writing anecdotal evidence, such as the scheme for
determining the period, Scheme positioning outbreaks crisis in the matrix. In the last
fifth phase must be prepared to write the evaluation form and the final transfer into
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the matrix. This matrix represents graphically the entire area of a rectangle divided
longitudinally and vertically to atotal of ninefields.

This method allows us to perform an analysis of the effects of various crises on the
entire organization, so only the organization's security system, or part thereof.
Languages such as technical security and the security of information systems, etc. The
cross is necessary to define and describe - it must therefore be cooperation anaysts
selected by the organization. Work on crisis situations with which an organization
may encounter in their activities is a prerequisite for conflict development
organization in the future. We may also encounter cases where emergency planning
and preparation for future crises or emergencies is the responsibility of that
organization imposed directly by statute. It would be here on the obligation to prepare
an emergency plan object protection by the NBU decree No. 339/1999 Coll. The
object security.

5.4 Event Tree Analysis (ETA)

The method shows a possible end states of emergency that followed the initiating
event. Event tree analysis considering the response of safety systems and operatorsin
the initiating event and the likely end state of this accident. The result of the analysis
of ETA are accident scenarios, a set of faults or errors that lead to an accident. These
results describe the possible end states of emergency by a sequence of events
following the initiating event. This method is suitable for the analysis of complex
processes that have several levels of safety systems or procedures for emergency
response appropriate to the specific initiating event.

6 Conclusion

Security planning has in its portfolio a huge range of activities, which cut several
branches of human activity. Were mentioned and described all the essential starting
points for planning activities should influence those that connect to it. Description of
the method were taken more technological direction because technical issues in the
design is concerned more with the area of security planning. Among the sub-steps of
the safety plan also includes security policy, which is another very important activity.
Many companies, however, until now no such concept have developed. It is not
necessary to wait until the first incident, but security policy should be applied
preventively. However, this is an excellent resource on which you build an entire
system of security. The essence of planning is also creating severa options for
learning the direction of where to draw the planning. For the organization, this means
surround yourself with a good team led by a qualified security manager. The security
for the organization through planning and expertise for risk assessment processes
procedures to minimize these risks.
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Abstract. This paper is focused on setting a method of determination of Fire for
Effect firing data in the perspective of automated artillery fire support control
system. Artillery units of the Army of the Czech Republic, reflecting the current
global security neighborhood, can be used outside the Czech Republic. The
paper presents problems in the process of complete preparation, from results
arising from creating a fictional auxiliary target; by using an adjustment gun;
Abridged preparation and Simplified preparation. The paper presents problems
of current Artillery communication and information system and suggests
requirements of the future system.

Keywords: fire support, complete preparation, adjustment gun, simplified
preparation, Fire for Effect.

1 Introduction

Fire There are several ways to set firing data for Fire for Effect (FFE) of artillery
units. They differ in accuracy and terms, which permit us to apply FFE. For FFE it is
important to decide the most accurate way of setting the firing data in every situation.

This decision making action was provided by artillery commanders during training
activities, where they generally had only instruments and information, which usually
resulted in one and the only way of setting firing data for effective fire. While using
Artillery Fire Support Control System (ASRPP-DEL) it is necessary to define specific
terms for setting firing data for effective fire by different means.

Firing data for FFE can be set by these methods:

e Complete preparation — Accurate Predicted Fire (APF);
¢ By results from creating fictional auxiliary target;

¢ By using an adjustment gun;

o Abridged preparation;

o Simplified preparation. [3]

Terms and Conditions which permit the subsequent FFE are available in the
publication Pub-74-14-01 Pravidla stielby a fizeni palby pozemniho d¢€lostielectva.
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This chapter defines conditions by which ASRPP-DEL sets the way of FFE firing
data computation.

2 Accurate Predicted Fire

The Complete preparation (APF) is the way of setting FFE firing with such
accuracy that adjustment of fire is not necessary. This is the key to achieving the
effect of surprise. Due to this reason APF is the main way of setting firing data for
effective fire. For calculation of data using complete preparation these measures have
to be included:

1. Topographical-geodetically preparation;

2. Reconnaissance and target detection;

3. Meteorological preparation;

4. Ballistic preparation.

These conditions are mentioned in Scheme 35-The way of setting firing data for
complete preparation, Complete preparation.

2.1 Topographical - geodetically preparation

Fire schedule will determine basis for tactical command of firing, especially choose
of the unit which will lead the firing, time of fire, in case of need signals for start or
end of fire Publication Pub-74-14-01 Pravidla stfelby a fizeni palby pozemniho
délostrelectva sets terms and conditions of topographical-geodetically preparation for
complete preparation as follows:

- Fire position coordinates have to be set geodetically by using GPS,
topographically by using a map of geodetically data and using instruments or
topographical connector.

- Orientation bearings to aim guns have to be set gyroscopically, astronomically or
geodetically and by switching a bearing by simultaneously aiming on luminary object
or by directional order and magnetically including calculation of compass
rectification set in 5 km distance from fire positions and for leading set KPzP
including calculation of correction of device for set place. [3]

These conditions have to be perfectly known and applied by members of
reconnaissance teams. These members have to mark an accuracy of gained
coordinates and orientation bearings in “Sketch of topographical-geodetically
positioning” (Basis for topographical-geodetically preparation for ASRPP-DEL, 2
Content of “Sketch of topographical-geodetically connection™) [1].

On the basis of setting coordinates and orientation bearings, accuracy standards for
mentioned ways and technical possibilities of current instruments, it is possible to set
maximal norms of accuracy for setting angle coordinates on the value of 40 m and
orientation bearings on the value of 3 units of artillery quantity (dc).

However there is one question remaining. Are topographical connectors, which are
currently included in equipment of artillery units, able to reach this accuracy and in
which conditions? In rules of fire from 1992 use of this topographical connector was
restricted by length of marching axis (axis of march) for maximum of 3 km. This
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distance, by the mistake of 3% of driven distance set by technical parameters of the
instrument, represents a total mistake up to 90 m. But in publication Pub-74-14-01
there is no restriction for marching axis distance. From the reason of securing an
accuracy of artillery units fire and so its efficiency, it is useful to cut out a regulation
about setting angle coordinates and orientation bearings using topographical
connector from conditions for complete preparation until any instruments will be able
to reach standards for topographical-geodetically positioning.

2.2 Reconnaissance and target acquisition (TA)

Fire Publication Pub-74-14-01 Pravidla stielby a fizeni palby pozemniho
délostielectva sets, that for complete preparation target coordinates must be set with a
maximal probable circle mistake of 50m. This is conditioned by carrying out the
following requirements:

- Targets must be found in bounds of effective range of artillery (TA) instruments
(DPz).

- Reconnaissance emplacement has to be desired geodetically, by GPS or
topographically via a map and by using instruments or by using navigation
instrument.

- Orientation bearings have to be set gyroscopically, astronomically, geodetically
with possibility of switching a bearing, or magnetically including rectification of
compass set in the distance of 5 km from emplacement. [3]

The term “effective range” of instrument is not defined anywhere. But it can be
characterized as a distance at which it is possible to reliably acquire the target data
necessary for artillery fire. Technical range of artillery TA optical instruments is
mentioned in the table 1. However, acquisition of targets at the instruments maximal
technical range is unreal, since above 10 km it is not possible to precisely identify
objects. That means unreliable determination of target (if the target is a person,
animal, civilian or a soldier, military or civilian vehicle, etc.). This is given by optical
attributes of instruments (mainly magnification) and by possibility of “detection” of
object by using optical instruments mentioned in table 1. It is necessary to bear in
mind that detection means discovering the object (a person, personal vehicle,
helicopter, etc.), not its determination. So it is necessary to count with an effective
range of current optical instruments used by artillery units on its effective range up to
10 km. In the case when new artillery TA instrument is established with such
attributes, which allow this instrument to identify targets on distance above 10 km,
this instrument will have to meet more strict norms on orientation accuracy so that
spatial norm for determination target coordinates will not be exceeded.

The mistake for setting coordinates of emplacement for PdPK Snézka using
navigation instrument is 0,2% of the driven distance. This means, 20ms fault of
10kms movement. A probable mistake for setting the target coordinates by using a
radar type SCB 2130 L-2 is 10 m in a distance and 2 units of an artillery quantity in a
direction. The mistake in distance is constant and this accuracy is invariable with
increasing distance. The mistake in direction increases with increasing distance and at
the distance of 15 km the mistake is of 30m. In a case where PzPK is moving on a
distance of 10 km, the setting of target coordinates accuracy for complete preparation
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for targets in a distance above 15 km would not be allowable. If the PzPK
emplacement position determination is more accurate and it is set on a value of 0,1%
of driven distance, the target coordinates determination accuracy will be allowable for
the target distance up to 20 km. From the mentioned dependences it is possible to
deduce a relation for calculation of maximum target distance from an emplacement
for PzPK Snézka:

dp ="2[50 - (0,002 x d;)]

where:

dp  observer distance;

Y, constant, invert value of probable mistake for setting target coordinates using
radar type SCB 2130 L-2 in direction (2 dc);

50  constant, characterizing maximal mistake for setting target coordinates in
direction in meters, which results from maximal probable circle mistake for setting
target coordinates;

0,002 constant, characterizing a mistake for setting emplacement for PsPK Snézka
coordinates using navigation instrument (0,2 %);

d,: movement distance before taking observer emplacement by PzPK Snézka in
meters.

A calculated observer distance (dp) is possible to take for an effective range of
radar SCB 2130 L-2.

The probable circle mistake for setting target coordinates, detected by radar
ARTHUR in range of its technical possibilities, is 50 m including mistakes of its own
positioning, which meets the requirement for APF. Effective range of radar ARTHUR
is identical to its technical range. [2]

The accuracy of artillery TA instrument positioning (setting coordinates) is defined
with table T-2.1 in publication Pub-74-14-01. From this publication it is clear that the
artillery TA emplacement has to be pinpointed with the same accuracy as gun firing
positions. This means, up to 40 ms in length and 3 units of artillery quantity in
orientation direction.

In the case of compliance with the mentioned requirements, the conditions for
determining target coordinates for APF are met. An artillery observer has to count on
described values (target coordinates determination accuracy and artillery
reconnaissance instrument positioning) and in the case of call for fire (CFF),
according to CFF in ASRPP-DEL, he will declare information ‘“accurate” or
“inaccurate”, mentioned behind the figure target position.

2.3 Meteorological preparation

Fire Publication The publication Pub-74-14-01 Pravidla stfelby a fizeni palby
pozemniho délostielectva determines that for complete preparation, meteorological
conditions have to be determined from meteorological message METC, METEO-
-STREDNI or METEO-STREDNI PRIBLIZNA. All these messages have to comply
with spatial and time validity.
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METCM is valid for distances up to 50 km and for a 4h time period. Nevertheless
in the message is stated time validity, which has to be considered in the case where
the time period is shorter than standard validity of 4 hours.

Table 1. The range of reconnaissance instruments

S.n. Instrument Parameter Value Note
1 |Infrared camera Range (target IPzS LOS, KPzP
SOPHIE detection): 3 km
- person 9 km
- tank 11,5 km
- helicopter
2 |Laser range-finder Range 50 — 15 000 m |IPzS LOS, KPzP
HALLEM II
3 [Night vision KLARA [Range 2,5 km KPzP
4 |Laser range-finder Range 4 km KPzP
VECTOR IV
5 |Day overview camera [Range (detection) [to 5 km IPzS LOS
target:
6 |Day aiming camera Range (detection) |to 10 km IPzS LOS
target:
7 |Infrared camera Range (detection) [to 9 km PzPK SNEZKA
TD 92 B2 target:
8 |Laser range-finder Range 20 km PzPK SNEZKA
MOLEM
9 |Radio locator SCB Range (detection) PzPK SNEZKA
2130 L-2 target: 9 km
- person 33 km
- tank
10 |[Laser range-finder Range 20 km Substitute
LPR-1 reconnaissance
instrument (by
PzPK SNEZKA)
11 |Radio locator Range:
ARTHUR mortars, 20 km
guns, rocket 30 km
launchers, 40 km
tactical rockets
launchers

METEO-STREDNIT is valid for distances up to 10 km and for a 3 hour time period,
or the distance up to 35 km and for 2 hours’ time period. METEO-STREDNI
PRIBLIZNA is valid only for division units, whose meteorological squad created this
message and it is valid for 1 hour time period. All these norms are valid for stabilized
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weather conditions. ASRPP-DEL has to have available actual local time and overview
of the real deployment of units, placing a great emphasis on fire positions. From
meteorological messages the system gathers information about meteorological station
position, about the time of processing the message and about its validity. On a basis of
these mentioned entry data ASRPP-DEL automatically provides an overview about
actuality of meteorological message from the time and space point of view. In a case
where the time of the end of validity of the message is coming up (e.g. 30 minutes
before the end of validity), it automatically sends a signal to starting probing.

2.4 Ballistic preparation

The publication Pub-74-14-01 Pravidla stfelby a fizeni palby pozemniho
délostielectva determines that ballistic fire conditions have to be set, especially total
change of beginning projectile speed. This means that for meeting conditions for
complete preparation it is necessary to determine distance correction for:

- total change of muzzle projectile speed;

- change of propellant temperature;

- cartridge case of Czechoslovakian type (alternatively of the other, newly
established type);

- unpainted projectile. [3]

Into weapon set individual corrections there is included distance correction for
projectile weight change.

3 Fictional auxiliary target creation — Registration fire

According to the results of fictional auxiliary target creation (FPC) it is possible to
determine data for FFE with such accuracy, after which it is not necessary to adjust
fire. At the same time the following restrictions have to be met:

- observer distance of created FPC cannot exceed artillery reconnaissance
instruments technical possibilities (table 1);

- adjusted distance and direction corrections can be used only for projectiles with
the same table corrections for fire conditions changes;

- time period of validity for values, determined by fictional auxiliary target creation
is up to 3 hours;

- switch of fire by simple method can be used in the case of high-pitched trajectory
fire, if the difference between the fictional auxiliary target bearing and eliminated
target bearing (switching angle) equals 300 dc or if it is smaller than 300 dc, and if the
difference between fictional auxiliary target topographical distance and eliminated
target topographical distance equals 1 km or if it is smaller than 1 km;

- switch of fire by coefficient of fire method can be used in the case of flat and
rounded trajectory, if the switching angle equals 300 dc or if it is smaller than 300 dc,
and if the difference between fictional auxiliary target topographical distance and
eliminated target topographical distance equals 2 km or if it is smaller than 2 km.
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4 The application of an adjustment gun

A publication Pub-74-14-01 Pravidla stielby a fizeni palby pozemniho
délostrelectva establishment results in a statement that fire data for an effective fire
can be determined by using an adjustment gun, if the fictional auxiliary target is
created by one of guns of the whole battery and if a discrepancy between platoons
(batteries) master guns and a battery master gun, which created a fictional auxiliary
target, is known. [3] Use of ASRPP-DEL suppose directing fire from distracted fire
positions and therefore from the one fire position areca. And so these tasks are not
performed by fire batteries but by a specific number of guns, which can be considered
as one compact unit. In this case it could be possible to determine firing data for FFE
by switch of fire from a fictional auxiliary target.

The determination of firing data by using an adjustment gun could be considered as
a good idea, if the subordinate task force will have an assigned fire unit, which would
take a different fire position than other battalion fire units.

This situation may happen in a case when it is necessary to support a task force
which is performing tasks on its own direction, this means in an area where the fire
cannot be directed from the main fire position area because of too long a range of fire.
Then it is excluded that units from the main fire position area and assigned fire units
could conduct fire into the area, where they could use results of a fictional auxiliary
target creation by the second fire unit.

The distance between fire positions is also very important. However, the
publication Pub-74-14-01 does not set results of fictional auxiliary targets’ validity by
using an adjustment gun in terms of mutual distance between units, which created a
fictional auxiliary target and which will use all the results for the determination of fire
data for an effective fire. For a case where it could be possible to use an adjustment
gun to determine fire data by a unit located in another area, the determined process is
represented in a scheme - The way of setting fire data for an effective fire, an
adjustment gun. [1]

ASRPP-DEL by this way, mentioned above, finds a value of a discrepancy
between all of the guns and a master gun, which had created a fictional auxiliary
target. Then this value is multiplied by a table distance correction for the 1% change
of a beginning projectile speed for the specific projectile, filling, topographical
distance and the final value is added to adjusted corrections for a fictional auxiliary
target. By this action we can get calculated distance for a target to engage. Calculated
direction (calculated side divergence) is obtained by a sum of topographical direction
(topographical side divergence), adjusted direction correction and the difference
between derivations on an eliminated target and derivations on a fictional auxiliary
target.

S The Abridged preparation

In the publication Pub-74-14-01 it is mentioned that fire data preparation is
considered as an abridged preparation, if any of all conditions are not met, or if there
is data gained from a fictional auxiliary target creation used for a setting fire data and
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if these data are from 3 to 8 hours old. [3] In these cases, fire data for effective fire
have to be set by adjustment fire. A decision-making process for considering
achieving conditions is represented in a scheme - The way of setting fire data for an
effective fire, using a complete preparation and according to results of a fictional
auxiliary target creation. [2]

The fire data for effective fire set by abridged preparation can be used for effective
fire without any adjust fire, if that fire is led by a battalion on a multiple target with a
purpose of “Scotch”, where conditions for complete preparation are not met within a
maximum of two points and at the same time these borders are not overstepped:

- fire positions coordinates are set topographically from the map of scale
1:50 000 and by using instruments;

- orientation bearings are set magnetically including the calculation of a compass
correction, set in a 10 km distance from fire positions;

- target coordinates are set by some of the ways mentioned in table T-2.1 of
publication Pub-74-14-01 with the level of accuracy 1,2 or 3;

- fire meteorological conditions are set from the meteorological message METEO-
-STREDNI PRIBLIZNA, which is not older than 1 hour and which is used up to 1600
m height;

- there is included only the change of initial shell speed, caused by wearing out of
the barrel, where corrections for changes of all shell ballistic characteristics are
calculated, which are mentioned in tables for fire.

For ASRPP-DEL it is necessary for this case to exactly set the number of firing
guns. From the table T-1.4 from publication Pub-74-14-01 it is clear that the battalion
can have 2-3 batteries and the battery can have 6-8 guns. This means that the battalion
can have 12-24 guns. For ASRPP-DEL, a principle can be formulated, that if the
system sets 12 or more guns for fire on the multiple target with the purpose of
“Scotch!” and if all conditions from the chapter 5 Abridged preparation will be met, it
will not be necessary to do an adjust fire for the setting of fire data for effective fire.

Conditions and variants for setting fire data for an effective fire by abridged
preparation are mentioned in the scheme -The way of setting fire data for effective
fire, The Abridged preparation.

6 The Simplified preparation

Fire data set by simplified preparation is set extraordinarily for a battery, which in
the case of ASRPP-DEL means 6 to 8 guns only if it is not possible to set fire data in
another way. In the case of simplified preparation it is necessary to set firing data for
an FFE by adjustment fire.

7 Conclusions

It is necessary to separate the rating of meeting the conditions for topographical-
-geodetically preparation. While mistakes of setting fire positions Cartesian
coordinates are influencing the fire accuracy constantly with rising distance, mistakes
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of setting orientation bearings are reducing the fire accuracy proportionately with
rising firing distance. That is why the requirement on accuracy of setting orientation
bearings in relation to setting Cartesian coordinates is relatively stricter.

Conditions for a survey of a target position cannot be rated separately, because
these conditions influence each other. The accuracy of setting a position of an artillery
reconnaissance instrument shows itself in the accuracy of setting target coordinates.

The accuracy of artillery reconnaissance instruments and the accuracy of setting
artillery TA instrument position is mutually determined. [1]

This means that the accurate detection of an artillery reconnaissance instrument
position and the accurate detection of orientation bearings provides a possibility of a
higher tolerance on artillery TA instruments’ accuracy.

Contrarily, a more accurate observation instrument provides less accurate
positioning and orientation. By expression of meeting requirements of accuracy for
setting fire data by complete preparation in the part of reconnaissance and target
detection the information from the artillery observer about accuracy of setting the
target position is “accurate”. Otherwise (the setting of a target position is “not
accurate”) the adjustment of fire is necessary.

Processing the data of meteorological preparation can be fully automated by the
ASRPP-DEL system. The system will have all necessary data and on its basis it is
able to set the validity of the meteorological message for complete preparation and if
it is necessary it can also point out a need for starting new probing.

Using adjustment gun spatial standards of created fictional auxiliary target (FPC)
validity, depending on distance of units both creating FPC and using FPC results,
must be set.

These units will also use these results for setting fire data. Fire data for FFE on an
abridged preparation basis can be set by adjustment fire or without it.

For ASRPP-DEL it is necessary to exactly set all conditions for each variant of
setting fire data for effective fire.
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Abstract. Transfer function as a kinetic model for tumor cell line, provides, in
medical research, useful information on the evolution of the cell population
during the experiment. The presence of a tyrosine kinase receptor inhibitor in
the cdll fraction dynamic process involves a distinct set of parameters specific
to the processin vitro. The correlation between the evolution of cellular fraction
dynamics specific to tumor cell lines, in the presence of an inhibitor, and an
electric discharge process of a RC (resistor-capacitor) quadrupole calculation
can be based on the residues calculation specicific to statistical analysis. The
transfer function is determined indirectly through a complex electronic
structures: Quadrupole resistor-capacitance RC + Operational Amplifier AO.
The calculation of such residues permits the validation of the model for the
dynamics of cell fraction specific to tumor cell line GB9B derived from
glioblastoma GB under the action of an inhibitor of receptors of tyrosine
kinases. Such a mathematicall model based on the transfer type alows
highlighting the behavior of a system of type tumor cell line GB9B in the
presence of inhibitor GLEEVEC.

Keywords: transfer function, GB9B, GLEEVEC inhibitor, cell line, kinetic
model, operational amplifier, receptors.

1 Introduction

Study on cell lines of action of inhibitors allow the development of complex treatment
configurations. Tumor cell line is a continuous line that acquires a set of specific
characteristics that lead mainly to loss of contact inhibition in culture growth without
the appearance of signs of aging. GB9B tumor cell line is derived from a glioblastoma
line, GB.

Glioblastoma multiforme is the most common type of primary malignant brain
tumors. At this type of brain tumor, one could note the unfavorable prognosis for the
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patient resulting in average survival / patient for about a year. Even surgery with
tumor removal above 90%, accompanied by a complex chemotherapy regimen does
not necessary lead to the elimination of tumor appellants. An explanation could be
that endogenous tumor cells are the source of new tumor cells[1].

On the other hand it seems that EGFR protein occupies a role in the development
of glioblastoma. It is believed that EGFR protein stimulates cell division, cell survival
and invasion through its role as a receptor of tyrosine kinase that activates the key
oncogenic pathways. Since EGFR disorders arising in cases of glioblastoma is
inferred to EGFR inhibitors may be part of treatment regimens, although we have a
favorable response rate of ~ 10% of reported cases[2].

W. D. Parsons and colleagues investigated genetic alterations occurring in human
glioblastoma tumor samples. These studies demonstrate the value of unbiased
genomic analyses in the characterization of human brain cancer and identify a
potentially useful genetic ateration for the classification and targeted therapy of
GBMs [3]. It is known that human cancer cells have typically several chromosomal
aberrations. We could note the nucleotide substitutions and epigenetic changes that
lead to malignant transformation. In this framework the Cancer Genome Atlas project
(TCGA) has imposed. The objective of this project is to evaluating on a large scale
scale, by a complex analysis of molecular characteristics that occur in human cancer,
soin glioblastoma[4].

Development of a chemotherapeutic regimen for tumors of type glioblastoma,

GB, can only be done if turning the tumor lines developed from the malignant tissues
collected from patients diagnosed with glioblastoma.
Initially, the inhibitor GLEEVEC has been used only in clinical trials for the treatment
of chronic myelogenous leukemia. GLEEVEC, (Imatinib), is a first generation
tyrosine kinase inhibitor that is used in the treatment of chronic myelogenous
leukemia, gastrointestinal stromal tumors , and other cancers. In Table 1 presents
relevant data inhibitor GLEEVEC (see Figure 1) [5,6].

Table 1. Inhibitor GLEEVEC

CGP57148B, STI571,
Synonyms glivec, imatinib mesilat
Molecular formula C,9H3:N,0OCH,SO;
Mol ecular weight 589.71
Formulation A crystalline solid
Solubility DM SO (100 mg/ml)
Storage temperature / Stability -20° C/ 2 years

y A
P
W o

o
v
<,

Fig. 1. Chemica formula of inhibitor GLEEVEC, (STI1571)
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Buchdunger E, and colleagues [7], extended the inhibitor STI571 profile and
suggest that in addition to chronic myelogenous leukemia, the STI571 may have
clinical potential in the treatment of diseases that involve abnormal activation of c-Kit
and PDGF tyrosine kinases receptor.

Schindler T, Bornmann W and colleagues [8], sought to determine the structural
mechanism for STI1571 inhibitor, tyrosine kinase inhibitor. The product, known as a
small moleculeinhibitor, is effective in the treatment of LMC.

For treatments of type chemotherapeutic regimens is essential the application of
regimens leading to rapid improvement of the clinical status of the patient. If
malignancy is desirable stagnating their development, in a first stage, followed by
reduction or disappearance of them, in the later stages.

We can follow a new stage, which has interesting traits, in elaborating the strategy
of optimal regimens for the patient, leading to the construction phase of a
mathematical model. We approach this stage through the correlation between the
evolution of the dynamics of specific cellular fraction of tumor cell lines in the
presence of an inhibitor, and the electrical discharge process of an RC (resistor-
capacitor) quadrupole which can be found in the structure of a complex electronic
configuration. We address meaningfully an indirect construction of the mathematical
model based on the known transfer function for complex electronic structure:
Quadrupole RC + Operational Amplifier AO.

This study ongoing in Clinical Research Laboratory of UMF Craiova is
emphasizing a high potential of inhibition induced by STI 571 on the cell line GB10,
derived from bioglastom, GB.

2 Material and method

Cell line GB10 was developed on the basis of tumor sections provided by Hospital
Bagdasar Arseni in Bucharest, in patients with glioblastoma, according to standard
procedures.

Standard culture medium (Minimum Essentia Medium - MEM) have been
provided by the SIGMA — ALDRICH.(St. Louis, USA).

Fetal bovine serum (FBS), and antibiotics have been provided by the GIBCO,
(South America) and trypsin have been provided also by the GIBCO, (South
America).

GLEEVEC, (STl 571), inhibitor is present as the form of a solution of 700uM.
GLEEVEC has been used on cell line GB10 in the Laboratory CRL.

Treatment of cells. The cell line was grown in modified standard medium MEM
(which is containing 10% fetal bovine serum (FBS), 1% antibiotics). The cells were
grown in boards of 12 wells, and were maintained in incubator at 37°C, 95% O, and
5% CO..

At each interval of 2 days was imposed changing the standard MEM. The cell line
was incubated for a period of 7 days. The cultured cells were detached with trypsin.

In order to determine the kinetic model for GB10 cell line, after a incubation
period, actual of seven days, it has passed to induction treatment with GLEEVEC
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50uM in the same culture conditions (MEM modified). Inhibitor administration was
done at aninterval of 2 days.

Cell viability. . Cell viability was determined directly at 8 hour intervals, in marked
areas, for 56h, but can be determined using a modified MTT reduction assay. The
medium was removed and fresh medium in the absence or presence of imatinib was
added to the cultures. Compounds were not renewed during the entire period of cell
exposure. Control cells without agents were cultured using the same conditions with
comparable media changes. Compounds were not renewed during the entire period of
cell exposure.

3 Reaults

Following the incubation process at which the cell line GB10 has been subjected, it
resulted a strong cell viability after 7 days from the start of incubation. Following the
treatment with GLEEVEC 50uM inhibitor after the scheme depicted in treatment of
cells it resulted a strong decrease in the cellular fraction of GB10 line. Towards the
end of therapy (<3d) the kinematic evolution revealed a cellular fraction value below
0.16, according to Table 2. There have been established the system variables as:
celular fraction, f/ calculation time, t.

Table 2. Cdular fraction, f / Tumor cell line, GB10B

Tratament day, n 1 2
Calculation time, t,(1/3d) 0 1 2 3
Celular fraction, f 1 0.75 0.47 0.39
Treatment day, n 2 3

Calculation time, t,(d) 4 5 6 7
Cdular fraction, f 0.26 0.24 0.17 0.16

Different stages in the development of a cellular tumor of cell lines GB10 in the
presence of the inhibitor GLEEVEC 50uM is presented in Fig. 2.
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Fig. 2. Complex network of specific tumor cell line GB10.

Building of mathematica model for analyzing the cellular fraction of GB is
performed by analogy with the electric structure of type electric pasive quadrupole.
Based on complex electronic structure in Figure 3, mainly encompassing a
quadrupole RC, asignal repeater A;, and a signal noninverting amplifier A,, we built
the mathematical model through operational calculus. We have the relations:

0=Ri += [idt. ®
C

cle Yo o )
dt R
1.

uc(t)=6I|dt- (3
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uz(t) =Ky (t)

The transfer functionis:

T
H21(p):Kl K, (T_p+1)'
where:
r=RC.
_R
=%+ r)
LR
K,=1+ A
Ro
| l: ‘ R
U,—to R Uc R i _sn—

A, Rs
R R
Fig. 3: Electronic structure: RC + OA.
Obs.: - Ry, Rs -undefined; A, A, - precision AO with input JFET; | - CND+CNI;

- the scheme does not apply to direct measurements.
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4 Residuue Linear (Residuue)

0.06
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0.04
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-0.02

-0.03

-0.04

Fig. 4. Residuues Diagram

The transfer function, H, (p) (5) encompasses a pole, (as system stabilizing

element). It is considered that the initial status of the system, corresponding to
complex electronic structure (RC + A; + Ay) in Figure 3isthe state U,=1V. Loading
of capacitor C to the value Uc=1V was achieved from the voltage source U;>1V,
through the contactor |. Requiring the condition on obtaining the voltage U,=1V, is
imposed the choice of structural elements K;, K,, so as to respect the relationship:
K1K2= 1.

At the time moment t=0 the command is given in order to discharge the capacitor
C through the resistance R and the contactor I. The voltage on capacitor C (and
implicitly the output U,) decreases to O, after a period of time depending on the time
constant of quadrupole RC, namely t=RC.

Taking into consideration the type of the followed process, one could choose a
relatively large constant value, =1d. We can fill the second row of Table 3 with the

calculated values based on the model [Llezl( p)]:gr These values are predicted

values in our case. The observed values are filled in the third row (the cell fraction, f
in Table 2). The fourth row contains residuues. These represent the values of
prediction error calculated as the difference between the observed and predicted
values, see Figure 4.

Table 3. Calculation of residuues

Calculation time, t,(1) 0 1 2 3

Predicted values (2) 1 0.7 0.5 0.37
Observed values (3) 1 0.75 0.47 0.39
Residuue values (4) 0 0.05 -0.03 0.02
Calculation time, t,(1) 4 5 6 7

Predicted values (2) 0.28 0.22 0.18 0.15
Observed values (3) 0.26 0.24 0.17 0.16
Residuue values (4) -0.02 0.02 -0.01 0.01
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4 Discussion and conclusions

The cell line GB10 (tumor cell line GB) was incubated in the Laboratory LCT in the
UMF Craiova. The incubation process revealed a strong cell viability, accompanied
by alargeincrease in the growth rate of the cell fraction.

After proper incubation period, cell line GB10 followed a period of treatment and
monitoring (3 days). Treatment was based on the inhibitor Gleevec. Treatment
schedule consisted of injecting doses of GLEEVEC 50uM every 2 days after
incubation. Monitoring line GB10 was performed directly by counting the cells on
marked areas, at time interval Ar=12h. This revealed the cellular fraction profile,
emphasized by: strong decrease on line GB10, subjected to treatment with GLEEVEC
50uM. At the end of treatment (56h), the kinetic evolution reached a negative jump of
over 84% from the time of launch treatment initially. It is noted that in Table 3 we
worked with computation time (turn 1), that begins after flowing the inertia phase of
the kinetic evolution of the cell line.

In another study [9] we identified a specific kinetic model of cellular dynamics
fraction of glioblastoma lines, GB, subjected to a process of incubation and cell
proliferation. Model identification in the form of transfer function was done indirectly
through a complex electronic structure, (composed mainly of the RC quadrupole, the
signal repeater A;, amplifier/ signal inverting A, amplifier/ signal inverting Ag).

The transfer function of electronic structure RC quadrupole + operational
amplifier OA determines forecast values for the proliferation process of tumor cells
gliblastoma. Based on the analysis of residues one could accept that such a

mathematical model HZl(p):HGB:Kl-KZ-E-; is valid for the

p(ep+1)/ 7
proliferation process of the cell line,GB9B, of GB tumor cell type. Calculation of
standard residues explains our choice to accept indirect construction of the
mathematical model specific to this process by cell dynamic type on tumor cells GB
[9].

Such a model allows, by generalization, an anticipation of the evolution of cell
mass on continual cell lines, that is an important aspect specific to in vitro research.

One could note that over time gave been proposed various models of tumor cell
mass increase in volume. In these models the size of the cancerous mass is measured
experimentally as a volume. Another expression of cell mass dynamics is a function
of the number of cells, (Norton, 1988). Such a model describes the early stage of
tumor growth dynamics, in conditions that do not involve constraints of nutrition
type [10].

Other work highlight a number of models describing the dynamics of tumor cell
mass under the action of combinations of cancer drugs. The assessment of such
effects, the establishment of therapeutic strategies is imperative in such cases. Ana
Catarina Pinto and colleagues have proposed a model that establishes the correlation
between drug dose and the corresponding effect, as a form of inhibited cell growth
[11].

There are currently developing personalized therapies by molecular tests that are
based on the identification of mutations in genes examined tumor tissue. The analyzes
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are performed mainly on gene HER-2, ALK, ¢c-MET, FGFR, PIK3CA, EGFR [12,
13].

Further on we would look for proving that a mathematical model described by a
differential equation of order 2 with concentrated parameters could be accepted for a
complex process of xenobiotic absorption [14]. Within the structure of a modulated
absorption system, with a target type xenobiotic, one could identify specific elements
of xenobiotic compounds dissipating type and of xenobiotic compounds accumulating
type. As is dready told, a mathematical model depicting a xenobiotic absorption
process could be a differential equation of order 2 [15,16].

Continuous and sustained pursuit of subjects which have a xenobiotic induced
retardation in speech is vita in the areas of permanent and intensive monitoring.
Detection and quantification of retardation induced impermanent implementation on a
subject affected by a xenobiotic can be implemented by using the elements of
statistical analysis, more precise by watching crowd sounds appearances interrelated
groups [17,18].

We can say that the study of forced inhibition of tumor cells in vitro is important
to building the specific mathematicall model process. Construction of the
mathematical model in the form of the transfer function can be obtained by analogy
with complex electronic structures: quadrupole RC + AO.

It is possible to develop mathematical models for analyzing cellular fraction GB
based on a so-called indirect construction process mathematical model. In our case the
mathematical model for analyzing the cellular fraction GB was built indirectly by
analogy with the mathematical model of passive RC quadrupole. It is important to
emphasize that during the construction of such a model it is compulsory to have a
mathematical model validation stage. Residuue analysis permits to validate a
mathematical model of the dynamics of cellular fraction, based on the mathematical
model built on complex electronic structure, namely quadrupole RC + AO.

The transfer function of electronic structure: quadrupole RC + AO determines the
expected values for cellular fraction derived from glioblastoma tumor cells. Based on
the analysis of residuues one can accept that such a mathematica model,

_ _ KKy 7 (under the condition: R, =R.,R,=R)),
Has(p)= Hoa(p) = (25T R =R.R=R)
isvalid for dynamic cell line, GB10, subjected to the action of an inhibitor of tyrosine
kinases receptor, GLEEVEC 50uM. It is considered that the inhibitor process on
tumor cells GB is defined by the points: (0,1), (z,e?), (2r,€?), (3r,€3). We took into
account that the inhibitor used had a high concentration leading to a high extinction
tumor cells, GB, in arange of 3-4 time constants specific to the process.
Calculation of standard residuues explains our choice to accept indirect construction
of the mathematical model, the specific biochemical process by type cell dynamic on
tumor cells, GB, under the action of the inhibitor GLEEVEC.

ISBN: 978-1-61804-246-0 90



Applied Mathematics, Computational Science and Engineering

References

1. Chen, J, Li, Y., Yu, T.S,, McKay, R.M., Burns, D.K., Kernie, S.G., Parada, L.F.: A
restricted cell population propagates glioblastoma growth after chemotherapy. Nature, 488:
522-526 (2012)

2. Purow, B., Schiff, D.: Advances in the genetics of glioblastoma: are we reaching critical
mass?. Nat Rev Neurol.,5(8): 419-26 (2009), http:// www.ncbi.nlm.nih.gov/pubmed

3. Parsons, W.D., Jones, S., Zhang, X. et a.: An Integrated Genomic Analysis of Human
Glioblastoma Multiforme. Science, Vol. 321, no. 5897, 1807-1812, DOI:10.1126/ science
(2008)

4. Comprehensive genomic characterization defines human glioblastoma genes and core

pathways. The Cancer Genome Atlas Research Network. Nature, 455, 1061-1068 (2008),

http:// www.nature.com/nature/journal

Imatinib (mesylate) Cayman Chemical, https://www.caymanchem.com/catal og/13139

Imatinib Mesylate (CGP-57148B, STI-571), https://www.biovision.com/imatinib-571

Buchdunger, E., Cioffi, C.L., Law, N., Stover, D., Ohno-Jones, S., Druker, B.J., Lydon,

N.B.: Abl protein-tyrosine kinase inhibitor STI571 inhibits in vitro signal transduction

mediated by c-kit and platelet-derived growth factor receptors. J Pharmacol Exp Ther,

295(1):139-45 (2000)

8. Schindler, T., Bornmann, W., Pellicena, P., Miller, W.T., Clarkson, B., Kuriyan, J.

Structural mechanism for STI-571 inhibition of abelson tyrosine kinase. Science,

289(5486):1938-42 (2000)

Brindusa, C.C., Dondon, P., Bulucea, C.A.: Indirect identification of transfer function

specific to cell line dynamics. EMET 2014 - The 2014 International Conference on

Education and Modern Educational Technologies, Santorini |sland, Greece (2014)

10. Norton, L. A.: Gompertzian model of human breast cancer growth. Cancer Res., 48, 7067—
7071 (1998)

11. Pinto, A.C., Moreira, JN., Simdes,S.: Combination Chemotherapy in Cancer: Principles,
Evauation and Drug Delivery Strategies. Medicine Oncology: Current Cancer Treatment -
Novel Beyond Conventional Approaches, book edited by Oner Ozdemir (2011)

12. Oncompass™ for Patients | KPS, http://kpsdx.com/products/oncompass-for-patients

13. Oncompass™ for Physicians | KPS, http://kpsdx.com/products/oncompass-for-physicians

14. Bulucea, C.A., Rosen, M.A., Mastorakis, N.E., Brindusa, C.C., Bulucea, C.A.: Approaching
Resonant Absorption of Environmental Xenobiotics Harmonic Oscillation by Linear
Structures. Sustainability, doi:10.3390/su40x000x (2012)

15. Bulucea, C.A., Brindusa, C.C., Mastorakis, N.E., Bulucea, C.A., Jees, C.A.: Harmonic
structures for environmental xenobiotic absorption kinetics, IEEEAM/NAUN International
Conferences Prague on WORLD MEDICAL, Czech Republic, pp 192-196 (2011)

16. Bulucea, C.A., Mastorakis, N.E., Rosen, M.A., Brindusa, C.C., Bulucea, C.A., Jdes A.:
Enhancing Understanding of the Environmental Xenobiotics in Coal-Fired Flue Gas,
Recent Researches in Environment and Biomedicine, Proceedings of the 6th International
Conferences on Energy and Development Environment - Biomedicine (EDEB’'12),
Vouliagmeni, Athens, Greece, pp.58-67 (2012)

17. Brindusa, C.A., Gofita, E.: Detection and quantification of retardation induced by certain
xenobiotics, WSEAS RECENT RESEARCHES in MEDICINE, BIOLOGY and
BIOSCIENCE, Chania, Crete Island, Greece, pp 70-75 (2013)

18. Jeles, C.A., Brindusa, C. C., Pasculescu, D.: Manifestations of retardation induced by
certain  xenobiotics. 5th  INTERNATIONAL MULTIDISCIPLINARY SCIENTIFIC
SYMPOSIUM, "UNIVERSITARIA SIMPRO 2012 on ENVIRONMENT AND
GEOLOGY ENGINEERING, UNIVERSITY OF PETROSANI, ROMANIA, pp 37-42
(2012)

No g

hed

ISBN: 978-1-61804-246-0 91


http://www.ncbi.nlm.nih.gov/pubmed?term=McKay%20RM%5BAuthor%5D&cauthor=true&cauthor_uid=22854781�
http://www.ncbi.nlm.nih.gov/pubmed?term=Burns%20DK%5BAuthor%5D&cauthor=true&cauthor_uid=22854781�
http://www.ncbi.nlm.nih.gov/pubmed?term=Kernie%20SG%5BAuthor%5D&cauthor=true&cauthor_uid=22854781�
http://www.ncbi.nlm.nih.gov/pubmed?term=Parada%20LF%5BAuthor%5D&cauthor=true&cauthor_uid=22854781�
http://www.ncbi.nlm.nih.gov/pubmed/19597514�
http://www.biovision.com/imatinib-571�
http://www.ncbi.nlm.nih.gov/pubmed?term=Buchdunger%20E%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Cioffi%20CL%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Law%20N%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Stover%20D%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Ohno-Jones%20S%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Druker%20BJ%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Lydon%20NB%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Lydon%20NB%5BAuthor%5D&cauthor=true&cauthor_uid=10991971�
http://www.ncbi.nlm.nih.gov/pubmed/10991971�
http://www.ncbi.nlm.nih.gov/pubmed/10991971�
http://www.ncbi.nlm.nih.gov/pubmed?term=Schindler%20T%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed?term=Bornmann%20W%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed?term=Pellicena%20P%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed?term=Miller%20WT%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed?term=Clarkson%20B%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed?term=Kuriyan%20J%5BAuthor%5D&cauthor=true&cauthor_uid=10988075�
http://www.ncbi.nlm.nih.gov/pubmed/10988075�
http://www.intechopen.com/subjects/medicine�
http://www.intechopen.com/subjects/oncology�
http://www.intechopen.com/books/current-cancer-treatment-novel-beyond-conventional-approaches�
http://www.intechopen.com/books/current-cancer-treatment-novel-beyond-conventional-approaches�
https://www.google.ro/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0CC8QFjAA&url=http%3A%2F%2Fkpsdx.com%2Fproducts%2Foncompass-for-patients%2F&ei=FOHbU5e4HKOC4gSmjoDgDg&usg=AFQjCNH9nR_lTcjnwiH5A6yj3JdP0t1NBw&bvm=bv.72197243,d.bGQ�
http://kpsdx.com/products/oncompass-for-patients/�
http://kpsdx.com/products/oncompass-for-patients/�

Applied Mathematics, Computational Science and Engineering

Softwar e Support of I ntegration of Alarm Systems

Jan VALOUCH

Tomas Bata University in Zlin, Faculty of Applied Informatics,
Nad Stranemi 4511. 76005, Zlin, Czech Republic
val ouch@ai . utb.cz.

Abstract. Integration of the alarm systems is a modern way of using the current
technological capability elements of intruder alarm system, camera systems,
access control and hold-up alarm systems. These applications can be integrated
with each other or to supplement the non-alarm systems and thereby provide
simplify the automation processes in commercial and residential buildings.
Integration of alarm and non- alarm applications is solved by various technical
solutions, starting with a simple connection of input / output contacts to
sophisticated software solutions. This article describes software integration
methods of integrated alarm systems. The key output of the article is the
proposal of classification of functions and methods of software integration for
integrated alarm systems.

Keywords: Integrated alarm system, Software, Integration, Intruder alarm
system, non - alarm application.

1 Introduction

Integration of alarm and non- alarm applications is solved by various technical
solutions, starting with a simple connection of input / output contacts to sophisticated
software solutions.

Integrated Alarm Systems (IAS) is defined according to relevant technical
regulation CSN CLC / TS 50398 as systems having a one or more common devices at
least one of which is an alarm application [1]. The alarm application designed to
protect life, property or environment:

intruder and hold-up alarm system (I&HAS),

closed circuit television used for security and surveillance (CCTV),
access control system (ACS),

social aarm system (SAS),

fire detection and fire alarm systems (FDAS),

environmental alarm systems and lift alarm systems.

The above systems can be integrated with each other or with non- aarm
applications (lighting, heating, air- conditioning, ventilation, irrigation, building
management, energy management).
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At present, the issue of integration is described only in a single technical standard:
CSN CLC / TS 50398 Alarm Systems-Combined and integrated systems-General
requirements. This document, as the name implies, describes only the general
requirements for IAS and basic types of configurations. In terms of software
integration support, document describes only the software of evaluation elements.

The software of each system may affect other software application. It is therefore
appropriate to ensure the separation of software already in the design of system
(separate modules and documentation). t is also appropriate to describe the possible
mutual negative impacts for normal operation and fault condition of system. [1]

In terms of needs of formulation and the subsequent drafting of an integrated alarm
system is an important factor of the selection of appropriate elements- method of
technical solutions interconnection systems. Therefore it is necessary to categorize -
to classify the different techniques of integration and to create a basic guide the
preparation of implementation |AS. Classification of technical solutions of integration
is also important for evaluating the effectiveness of alarm systems. Currently, this
problem is not described in any of the literature or technical regulations. Selection of
appropriate methods for integration is an important point of the system design as the
first phase of the setting up the IAS, especialy due to its feasibility, requirements for
operation, adequacy of financing costs and particularly the possibility of any further
expansion of the system. [2]

The technical ways of interconnecting the individual applications can be divided
into the following basic groups:

¢ hardware methods of integration,
o software methods of integration.

The hardware (HW) methods of integration are based on the interconnection of
systems through their inputs and outputs and on the technical parameters of alarm
systems, which may include, in addition to the basic security functions also specific-
expanding elements (modules) to control alarm or non alarm applications (lighting
control, heating, access control, etc.). Hardware integration methods can be divided
into the types:

IN/ OUT integration,

I&HAS - integration element,

ACCESS - integration element,

CCTV - integration element,
Automation system- integration element.

The proposal of classification SW integration methods is presented in the
following sections of article.

2 Materialsand methods

The proposal of classification of functions and methods of software integration for
integrated alarm systems is based on on the analysis of the following issues:
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basic forms of system integration,

technical requirements for integrated alarm system,

technical requirements for the process of integration of alarm applications,
possibilities of software products,

customer requirements for building automation.

The processing of the proposed classification is based on the analysis of the
following types of documents -technical standards- I&HAS, CCTV, ACCESS, SAS,
technical product specifications, installation manuals of relevant systems and their
elements, legidlation- definition of technical requirements for the components IAS.

Integration of alarm and non- alarm applications can generally be included in the
field of system integration (although this is mainly associated with information
systems), which is understood as the delivery of services based on connecting
heterogeneous subsystems into one functioning whole. Basic forms of system
integration are divided into the following types:

technology integration,
functional integration,
integration of user interface,
data integration,
methodological integration.

The software products can support of the fulfillment of all the above types of
system integration. The key document in integrated alarm systems is a technical
standard CSN CLC / TS 50398 Alarm systems - Combined and integrated systems -
General requirements. Although the standard issued as early as 2005 and then 2009,
not many interested companies (distributors, installation companies) this fact is not
known or have only general information about the issue of the CEN / CENELEC,
which has the status of technical specifications and its acceptance by the national
standards of members of the CEN / CENELEC is not required (only an obligation to
ensure notification of the existence and availability of CLC/ TS 50398). The standard
solves the issue of definitions of basic terms and describes basic types of IAS
configuration, system requirements, requirements for documentation and training.

Technical standard CSN CLC 50398 generally only specifies three IPS
configuration:

e Type 1 can be applied for the combination or integration of two or more single-
purpose (dedicated system) alarm systems and single purpose non-alarm systems
that are connected to a common complementary device (Additional Facility) —i.e.
adevice not required by the standard (e.g., signaling panel, PC),

e Type 2A can be applied for the combination or integration of alarm and non-alarm
systems that use (in accordance with the requirements of the standard) common
transmission paths and common devices. Fault in any of application has no
negative effect on other applications.

o Type 2B is defined well as type 2A with the difference that a fault in any of
application can have a negative effect on other applications.
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The technical standards (CSN EN 5013x series) for each type of alarm applications
(I&HAS, CCTV, ACS, SAS) describe the integration of very briefly. Each application
must primarily comply with its own standards (I&HAS, CCTV, ACCESS, SAS, see
CSN EN 5013x series) and must meet specific requirements for system integration
[3]. Common components used under integration must then comply with all relevant
application standards. In the case of differing requirements of the standards must be
used the most stringent requirements relating to the operation of the system.

3 Softwarelntegration

The methods of software integration are based on linking of separate applications
via a communication bus, and their control, management and visualization are
providing by software products, which are installed on an external computer (server,
client PC) or at unattended control centers equipped with the necessary software.
Alarm systems and non- alarm applications can also be connected to the server viathe
network (LAN, WAN). PC client is connected to the application via the serial
interface or USB port for simple applications. User access to the main functions via
your computer or via mobile devices is a common element of integration with the use
of software products.

Software products ensure the implementation of functions integrated alarm
systems. These functions support of integration of activities, data, user interfaces and
technologies. | propose the following classification of functions:

system administration,
programming

user management,
monitoring,

visualization,

technology Integration,
control

automation

management of attendance
registration - visits, entrances
evaluation of events
monitoring of events,
logistics support.

This classification of functions is intended to support of the system design, system
realization and eval uation of the effectiveness of the integrated alarm system.

Software products provide multiple functions for integrated alarm systems. From
this perspective, | propose the following classification of software products to support
of theintegration of alarm systems:

o software of control panels of alarm systems,
o software for user administration,
e security software,
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o visualization software,
e integration software.

3.1 Softwareof control panelsof alarm systems

The Additional programs delivered to the various types or line of control panel IAS
providing local or remote connection panel (control unit) with a PC in order to redize
the basic functions - programming, monitoring, evaluation and event logger. These
programs serve the need for installation and service companies. Here we talk about
integration from the perspective of a central evaluation and event activation of control
panels, that can be hardware linked to other systems.

3.2 Softwarefor user administration

These programs ensure user settings of control units (control panel) connected
systems. In the area of security is usually a control panels I&HAS, which are
complemented by access control system superstructure. The user has, in addition to
basic functions (evaluation, monitoring, archiving events), especially possibility:

setting up user profiles, create descriptions of subsystems zones, terminals,
creating time schedules of access,

allocation and registration of identifiers (cards, fingerprints)

filtering of event history (type, time, place, and person).

3.3  Security software

This type of software combines security and logistical functions. Software is
intended to ensure an overview of the situation in buildings. Software can ensure the
following tasks:

integration of management methodology of access and entry

records of persons and vehiclesin the object

saving of event history

acurrent overview of movement of persons and vehiclesin the object
overview of the movement of assets

asset management,

creating a"black list" database of unwanted persons, vehicles and companies,
combination with fire

protection and work safety,

records of postal items,

automatic printing of access cards,

visual records of processesin the object.
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3.4 Visualization software

The visualization programs provide in contrast to programs for user management
other comfort function- transparent visualization of system status in real time. The
operator can monitor system status and controls selected functions - on / off
surveillance subsystem or zone, opening doors, turning on the camera or control PGM
outputs [4]. Software uses a building floor plans (buildings or outdoor space - there
are also software for visualization of perimeter protection) with a graphical showing
of the locations of individual components (detectors, cameras, card readers, terminals,
etc.).

3.5 Integration software of systems of buildings

Interconnection of security systems and other technology of building are
implemented through software product, which is installed on the server. These
systems (alarm and non-alarm) are controlled by the client PC through a web browser
[5]. The individual systems are connected in a LAN. Integration software is an
additional service, allowing for example:

setting the automatic links between systems, visualization of systems,

local and remote control, systems management and users

control activities of operator,

management of attendance in continuity to payroll system,

definition of roles and rights of users (employee, operator, manager, receptionist,
etc.).

Failure of activities of integration SW may adversely affect the functionality of the
connected systems. It is therefore for appropriate ensure integration of important
system bindings by the hardware level. Integration software usually consists of
separate modules that can be combined according to customer requirements (IAS,
HAS, CCTV, ACCESS, FDAS, attendance, the map interface etc.)

4  Conclusion

The aim of the article was to present the proposed classification of software
products and its functions for support of integration of alarm systems. SW integration
methods can be classified according to their basic functions, which SW products can
provide. Proposal of classification is based mainly on the analysis of technical
requirements for integrated alarm systems and possibilities of software products.

The importance of the deployment of software products for the integration of alarm
systems:

e central control of events and alerts in the system, the central management of user
data,

o ahility to integrate products from different manufacturers, the implementation of
on-line service,
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reducing of false alarms,

better overview of the situation in the building,

obtaining before-alarm information,

faster response to emergency events, user control and operators, operative changes
of system,

standard (graphical) user interface, reducing the cost of supervision in the building,
maintenance, training, human resources, expansion the possibilities of connected
devices.

The benefits of processing classification of software products and its functions to

support of integrated alarm systems:

starting material for preparation of technical report to support of the interpretation
of technical standardsin the field of integrated alarm systems,

basic assumption to selection of integration methods in the design of of an
integrated alarm system, [5].

better orientation in software products to support of the integration of alarm
systems,

establishment of criteria for evaluation of the effectiveness of the integrated alarm
systems,

support of the process of comparison of hardware and software integration
methods.
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Abstract. The paper presents a study of analysis of tolerance requirements for
positioning mechanism for measuring on cylindrical surface with respect to
precision of the positioning mechanism (azimuth/elevation) in the field of
measuring of near and distant zones of electromagnetic fields of electro-
technical devices in the anechoic chamber.

Keywords: eectromagnetic compatibility, electromagnetic interference,
el ectromagnetic susceptibility, measurements.

1 Introduction

Electromagnetic compatibility represents a science discipline dealing with the
guestion of undesirable affecting of the function of various technical and biological
systems through the action of electromagnetic field while individual system can have
or need not have mutual functional relationship. For that reason, the new integrating
discipline called electromagnetic compatibility (Elektromagnetische Vertraglichkeit
(EMV) in German, elektromagnitnaja sovmestimost’ in Russian) with
internationally recognized abbreviation EMC as a reflection of the necessary
coexistence of electro-technical systems mutually as well as in relationship with
respect to live organisms. Sometimes occurring Czech term “elektromagneticka
slucitelnost” is not considered to be suitable by most of the Czech experts.

Electromagnetic interference (hereinafter EMI) is a process at which the energy
produced by an interference source is transferred through an electromagnetic link in
the interfered systems.

Electromagnetic susceptibility (EMS) is a property of equipment and systems to
operate without defects or with a precisely defined acceptable effect in the
environment in which electromagnetic interference is present.

Measurements of electromagnetic interference are very wide and important field.
It includes measurement methods and procedures for quantitative assessment of the
selected parameters in particular at the interfaces of interference sources and
receivers, namely in the field of both near and distant zone. Besides measurements,
the field of testing of electromagnetic susceptibility of buildings using so called
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interference simulators has developed quickly recently. Testing is carried out not only
on the finished equipment, but mainly also during its devel opment.

The paper provides basic pieces of knowledge about measurements of the
parameters of microwave aerias in the near zone. The objective of this paper is to
provide an overview of advantages and disadvantages of the measurementsin the near
zone and a comparison of measurements in the near and distant zones. The study is
determined in EMS and EMI fields in which quite different problems are solved —
programs for numerical field calculation in the distant zone including probe
correction, reverse projection and gain, software for displaying calculated values,
programs for control of scanning equipment and measuring instruments, hardware and
apparatuses for measuring including construction of scanning equipment.

Reliable estimate of measurement errors is one the basic requirements for any
measuring method; this applies in particular to the methods that use a high level of
mathematical analysis such as measurements of areas in the near zone. Determination
of limits of errors for any measuring system for a given combination aerial/probe/near
zone may be difficult and time demanding task and mathematical complexity is the
main reason of the difficultness. For that reason, attempts to bypass mathematical
methods and to set the limits of errors for a general method of measuring using
measurements for a certain aerial are made frequently. Results of measurementsin the
distant and near zones are compared when using this approach and the differences
between these two methods are taken as a criterion of measurement errors in the near
zone. Theoretical relationships that are important for making measurements more
accurate (analysis of final dimensions of scanning for cylindrical scanning any
analysis of accuracy of the scanning mechanism) are described in the paper. These
relationships form a base for analysis of the tolerance requirements for positioning
mechanism for measurements on the cylindrical surface with respect to the accuracy
of the positioning mechanism (azimuth/elevation). The method of cylindrical
scanning attracted probably the least interest in analysis of errors of al generally used
scanning methods. It was assumed usually that errors will be similar like errors in
planar surface, which is naturally true but it is necessary to investigate some sources
of errors that have different impact. Similar analyses have indicated that errors
resulting from the measuring system are main sources of errors.

2 Errorsof Setting of the Measured Aerial

We will consider spherical (R,8,¢) and cylindrical (r,p, 2) system of coordinates
according to Fig. 1 for next analysis. The vertical axis (z axis) will usually be the axis
of rotation for scanning on cylindrical surface.

It is possible to use theoretical analysis for planar scanning in the plane x,y, that is
mentioned in [3] and [5] to estimate errors in the position of the probe in the direction
of axis z. In case when the main bundle is approximately perpendicular with respect to
zaxis, the errors for maximum gain and lateral lobes are as follows:

8,7A,(rms)

AG(0,9) 4 < g(6,¢) for the main lobe, (1)

z
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AP(0,9) 4 <

MAB—W g(6,¢) for thelateral lobes, 2

z

where G is aeria gain, P is relative diagram, D, is main aerial dimension, n is
efficiency of aerial aperture and A, is position error in the z axis. The function g(6,¢)
isaratio of diagram maximum with respect to amplitude in the considered direction.
E.g. for the lateral lobe -40 dB, g(6,¢) equals to 100. We consider a spectrum of
errorsfor angles (6,¢) in the equations (1) and (2). To eliminate arandom error, errors
with the same effective value (standard deviation) are considered, which is
emphasized using rms denomination. When considering analysis, it is obvious that all
conclusions associated with scanning in plane (error of position X, y) including the
mentioned examples apply similarly. If you know the spectrum of errors A, of the z
position, you will get very redistic estimates of errors in the near zone. The upper
limits of errors when we consider only the maximum value of errors will be created in
relatively special cases.

Fig. 1. Spherica system (R,6,¢) and cylindrica system (r, o, 2).

3 Limited Measurement Surface

For planar scanning in the near zone, the aerial is installed in a fixed manner and the
probe in the near zone moves along the planar surface in both x and y directions so that
it is possible to scan matrices of samples of field (both amplitude and phase). Similarly,
when scanning on the cylindrica surface, amatrix of samples of field for movement in z

ISBN: 978-1-61804-246-0 101



Applied Mathematics, Computational Science and Engineering

direction and in azimuth ¢ is scanned. The range of scanning for measurementsin the z
direction indicated in Fig. 2 isimportant when accuracy of measurements on cylindrical
surface in the near zone is considered. The size of the measured aerial and the size and
location of the final scanning surface (cylinder) is defined with the critical angle ®@.
Calculated emission characterigtics of the aerial will be applicable in the zone between
+®. Thefollowing equation applies to the given scanning range L:

L=D+P+2dtgd, 3)

where D is measured aerial diameter, P is probe diameter and d is the distance
between the probe and the measured aerial. Complete angular covering can be
achieved only by means of scanning on fully spherical surface in the near zone. For
example, critical angle @ = 70° can be achieved using scanning that is larger by six
wave lengths on each side than the aerial aperture in the distance of two wave lengths
from the aerial.

The restricted scanning area has two effects. Firstly, the resulting emission areas
are applicable only inside of the zone defined in Fig. 2 for the arealarger than the area
aperture. This criterion is used for determination of the minimum dimension of the
scanning plane for the given required zone of angles and separation distance d. Asthe
lower limit for d is given by physical structure of the area and multiple reflections,
compromise both between the maximum angular covering together with reduction of
errors as a consequence of limited scanning (when small d is required) and minimum
multiple reflections (when big d is required) is usually required.

L

*—U

[}

a)

Fig. 2. Scanning range determination (a), measuring on cylindrical area (b).

Occurrence of errors for calculation even for the “applicable zone” illustrated in
Fig. 2 is another effect of the limited scanning area. The following equation applies to
preliminary estimate of errors as a result of the limited scanning area for
measurements in planar surface:

ATK)| _ oAb (0.0,) [H(K,)|
[I(K) =~ 2Scosy, [I(K)|’

(4)
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where Sis aerial aperture area, L, is maximum width of the scanning area, o ~ 1 —
5 is a coefficient of amplitude drop (1 for uniform exposure, but practically not more
than 4 commonly used exposures), b(p”,@,) is maximum amplitude of probe output
on the edge of the scanning area with respect to the maximum probe output on the
scanning area and 1 (Ko) 1 (K) lisaratio of the maximum amplitude in the direction
Ko with respect to the amplitude in the direction K (so called inverted value of
standardized diagram in distant zone). (11) applies as the upper limit for angles up to
90°, but it can be said very approximately that the equation (4) represents a relatively
reasonable estimate of the upper error for the zone of angles smaller than ®/2 while
the estimate (4) is much higher than the actual errors are for larger angles.

The mentioned equation requires less information, however, it generally provides
much more higher upper limit of errors. This equation can be used according to [5]
also for the aerials that are separable in the x,y plane only when scanning along aeria
axes as was demonstrated not only theoretically but also experimentally.

AXA (Ny /2)-1 (Ny/2)-1 . om pn
E., =7yzm:(_w2) n:(_NYIZ)F(rmX,nAy)exp —-i2r N—+N— , (5)

X y
However, it is necessary to mention that the above mentioned equation does not
consider a change of phase along the scanning area periphery when measuring along
the aerial axes and for that reason, it could give bigger errors in most cases. It means
that it can be assumed that this equation for planar scanning can be used as upper

estimate also for cylindrical scanning.

Conclusion

The paper is based on the analysis of errors made in a number of studies. All
significant sources of errors were specified, all sources of errors of measurements in
the near zone were measured and estimated and the shape of the function dependence
of errors was determined in many cases. Combinations of individual components of
errors were ascertained in order to obtain a redlistic estimate of the resulting
measurement errors.
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Abstract. This paper responds to requirement to improve the orientation
between offered SW, as ITIL® tools. There are realy a lot of amount thus
offered tools and very often leads to poor implementation of ITIL® on the basis
of badly chosen tools. So this article aims to create dividing, which should
facilitate choice of a suitable tool. Simultaneously, this division will serve for
further work on creating a methodology for evaluation of ITIL® tools.
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implementation.

1 Introduction

With development of information and communication technologies (ICT) and their
intrusion into all sectors, gaining management and delivery of IT services different
dimension and meaning. The quality of providing or managing of IT services can
greatly affect the operation or performance of the company. For this reason it was
introduced, the now internationally acclaimed standard known as ITIL®. It is an
abbreviation for Information Technology Infrastructure Library. It is a set of concepts
and practices that allow better planning, use and improve the use of IT, whether by
the providers of IT services or by the customers.

The project originated in Great Britain in the mid 80s. Development of the first
version lasted until 1995, and except of Great Britain it was applied and also used in
the Netherlands. Since then undergone a series of changes so that it always match the
current demands and conditions. Currently is ITIL® in version 3 (ITIL ® V3) and
consists of five key books (titles) - hence the name for the library:

Service Strategy

Service Design

Service Transition

Service Operation

Continual Service Improvement

gpONE

According to the general definition of tool is a means of realizing certain activities,
possibly used to communicate the results of that activity. The tool is tied to a specific
technology or with some real technological or social procedure (or process). Based on
this definition and the current version of ITIL® v3 can say that ITIL® is an arbitrary
software tool which use leads to provably improve and streamline the providing and
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managing IT services. The only condition is that there must be a SW. It follows that
as ITIL® tool can be used even standard office software. Everything stems from its
use. Many SW is described as ITIL® tool, but if not properly used so labeling it as
ITIL® tool is certainly not in place

The uses of ITIL® tools are complicated due to the wide range of offered tools and
often very expensive. This caused and to a certain extent till causes small and
medium companies are disinterest of the use of ITIL®. On the other hand, recently is
beginning to discover significant amounts of Free and Open Source SW even between
ITIL® tools.

2 Categoriesfor ITIL® tools

Due to the variety of software tools that support service management according to
ITIL ® is very difficult to create and define a formal category for ITIL ® tools. The
vast majority of software tools that are currently used in practice support a variety of
processes. Tools focused on only one process is amost a matter of history.
Categorization ITIL tools according to the current version of ITIL ® V3 is so
complicated that the current version focuses on the management of IT services
compared to the ITIL ® V2 was focused on the processes which allow easier
categorization.

SW, which can be used as ITIL® tools, can be generaly divided into three basic
categories by (fig. 1):

1.  Avalilability - way of licensing
2. Number of main functions
3. Main purpose

2.1 Division by availability
The simplest division ITIL® tools are according to availability or by the license
under which it isavailable.

1. Proprietary SW
e Commercia SW

e Freeware
2. Open Source SW
3. FreeSW

Proprietary SW. Also known as a closed source software is software where its
author modifies licenses (typically EULA) or otherwise, the possibility of its use. For
such software is usually available free source code or it is impossible free to make
maodifications and distribute the resulting work.

Commercial SW. It is distributed for a fee. This means that if you want to use the
product, you have to pay for creators. Such software usualy can only be used by the
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limitation of its license. It is often limited by number of installations of software
simultaneously, transfer, license or right to modification of the product.

Freeware. This type of software is distributed free of charge (or for a symbolic fee
type of mission cards, often the author alows (but does not require) for the
satisfaction of sending a donation), sometimes is talked about the type of software
licenses. Conditions for the free use and redistribution are defined in the license
agreement, which is often specific to each freeware.

The freeware author retains the copyright, for example, does not alow any
program modification or restrict free use only for specific purposes (eg various
combinations of the following restrictions: only for non-commercial purposes, only
for personal use, only the home PC, only education in schools, only charities, only
specific types of equipment, just to view files generated by the actual paid software,
etc..). In some cases, the author also requires free registration or restricts the manner
of distribution. Some freeware can also be used in companies working on computers,
but only if it is not used for the direct providing of commercia services. Freeware
software is so different from Free Software or Open Source software.

Free and Open Source SW. At first sight, the differences between Free and Open
Source SW minimal and for layperson it is easy to swaps between these two types of
SW. The main difference is the ideology of Gross.

Open Source SW. According to the Open Source Initiative, the SW must meet several
requirements. These assumptions are not restricted as it could of Open Source
associate only to the obligation to provide the purchaser access to the source code of a
computer program, but also include other legal relations. These are the following
requirements to be met by the license terms to a computer program (the definition of
Open Source version 9.1):

— Free redistribution

— Source code

— Derived works

— Integrity of the author's source code

— No discrimination against persons or groups

— No discrimination against fields of endeavor

— Distribution of license

— License must not be specific to a product

— License must not restrict other software

— License must be technology-neutral

Free SW. Free software” means software that respects users' freedom and community.
Roughly, it means that the users have the freedom to use this SW. Thus, “free
software” is amatter of liberty, not price. To understand the concept, you should think
of “free” asin “free speech,” not asin “free beer”.
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A program is free software if the program's users have the four essential freedoms:

1. The freedom to run the program, for any purpose.

2. The freedom to study how the program works, and change it so it does your
computing as you wish. Access to the source code is a precondition for this.

3. The freedom to redistribute copies so you can help your neighbor.

4. The freedom to distribute copies of your modified versions to others.

2.2 Division by main purpose

Based on the experience from practice ITIL tools can be divided into seven
categories according to their primary purpose.

. Service desk

. Monitoring, event & remote management
. Servicelifecycle

. Service portfolio and management

Cloud

. Information security

. Others

NoOUAWN R

Service desk. Service Desk is the single point of contact between the service provider
and users. A typical Service Desk manages Incidents and service requests and handles
communication not only with users but also with the management of the company.
For its correct operation are needed different tools. They are mostly integrated into a
single software solution most often in the form of a portal. However, there are a
number of tools aimed at specific function or process (e.g. Service Level Management
- SLM).

Monitoring, event & remote management. Previoudy, these tools can be found
under the name of NSM (Network and System Management). Allow monitoring
networks and individual elements, systems, servers, applications and tracking
incidents and other events by setting thresholds for optimal use of allocated resources
and components. Although it is not a rule, it is integrated into the Incident
Management and in most cases allows remote management.

Service life cycle. Specificaly, it is a tool aimed at managing and supporting the
entire lifecycle services. This area is aso called the ALM (Application Lifecycle
Management). But here come the tools of the field, which formally ITIL® does not
cover (e.g. software development).

This type of instruments covering various platforms for developers, including
support for versioning (source code revision tool), visualization platforms and
different ways of testing (functional, security, load, ..) and both manua and
automated.
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Service portfolio and management. Tools in this category helps manage and control
a complete portfolio of services, projects and programs. In addition, it is support a
variety of processes such as Demand Management, Project Management, Program
Management, Financial Management, Time Management and Resource Management.
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Cloud. In this category are tools for the management and providing services in cloud
for providers, as well as for users, or customers. Tools alow offer services (ordering),
activation (deployment), their providing (provisioning) and of course invoicing
(billing). However intervene here even instruments from category Service Desk and
all functions are integrated into a single portal solution.

With taking into account to the events at present there is a great emphasis on
speed, security, automation and intuitiveness of a particular solution. This category of
instruments is typically proprietary software because they are designed for producers
and their HW. However, Open Source software today has actually covers a wide
range of areas and also for this category is not a problem to find a representative
between Open Source and Free SW.

Information security. This category includes instruments starting with the anti-virus
protection, through various tools for data security and test programs (penetration
tests) to tools for monitoring. When monitoring is, however, an emphasis on security
attributes (data theft, hacking, data corruption, etc.). Included in this category are
access control systems (Access Management), which include central authentication
and authorization of users, including the use directory services to control access to
network elements, mobile devices. Finally, there are aso physical security
management, data protection and compliance with safety standards.

3 Conclusion

Update ITIL v3 has brought a number of changes. One of them is the approach to
ITIL tools. This change led to simplify the implementation of ITIL, or alow IT
managers to choose from a much wider range of software tools that can be considered
as ITIL tools. Use of ITIL® tools is complicated and often very expensive due to the
offered a wide range of tools. This caused and to a certain extent still causes small and
medium companies are disinterest of the use of ITIL®. On the other hand, recently is
beginning to discover significant amounts of Free and Open Source SW even between
ITIL® tools.

The aim of dividing and systemization of ITIL® tools is make the orientation in
the offered SW tools not only easier, but also to prove to IT managers working in
small and medium-sized companies that the use of ITIL® tools and thus the
implementation of ITIL® is not a matter for only large companies and international
enterprises.
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Abstract. In the present the level of interference critically increases as a result
of increasing amounts of electrica equipment and appliances in our
environment. This interference exist in the frequency ranges from 0 Hz till
hundreds GHz and possibility of mutual interference between devices is high.
For this reason every eectronic device should be tested if it meets the
requirements for electromagnetic compatibility. Frequently sensitive electronic
devices have to work in the environment with strong interference and based on
their insufficient electromagnetic immunity happens many errors and unwanted
situations. This type of unwanted situation is for example damage of faxes,
answering machines and telephones in the storms. The reason is their low
overvoltage resistance and improper or missing overvoltage protection.

Keywords: electromagnetic compatibility, electromagnetic susceptibility,
immunity, fast transient, burst

1 Introduction

Electromagnetic compatibility as an individual scientific and technical discipline was
established in the United States in the sixties of the 20th century. At the beginning
this topic was interesting just few experts working in the military and cosmic
industry. With the progress of electronic, microprocessor and communication
technology the electromagnetic compatibility reach our everyday life and till more
and more scientists start to study it. [1]

Electromagnetic compatibility is basically the ability of coexistence of devices and
systems in the common electromagnetic environment without significant influence of
their normal function. Within security alarm systems electromagnetic compatibility is
important especially in the cases of mutual integration of alarm and non-alarm
applications. With regard to stability of function of security systems cannot come to
changes in their condition, to damage of their components or essential features by the
effect of electromagnetic interference. [2]

The aim of this paper is to explain the problems of electromagnetic compatibility
with a focus on electromagnetic susceptibility follow by proposal and realization of
testing workplace of electromagnetic susceptibility for testing electrical fast
transient/burst consistent with the basic standards of electromagnetic compatibility.
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2 Terminology and Definitions

Electromagnetic compatibility (EMC) is the ability of equipment, system or device to
function satisfactorily in its electromagnetic environment. In this environment are
present sources of electromagnetic signals, which can have adversely effect.
Electromagnetic signals can have natural or artificial character. Another part of EMC
is the ability of equipment, system or device to function without introducing
intolerable electromagnetic disturbances to anything in that environment.

Electromagnetic
Compatibility

(EMOC)
Electromagnetic Electromagnetic
Interference Susceptibility
(EMI) (EMS)

Fig. 1. The basic breakdown of problematic of EMC

Electromagnetic interference (EMI) is the process of transmitting signal, which is
generated by the source of interference, into the disturbed system. This signal is
transmitted by the electromagnetic binding. Particular it is about the identification of
sources of interference, their description and measurement of interference signals,
identification of parasitic transmission paths and establishing of actions primarily in
the resources of interference and their transmission paths. EMI deals with the causes
of disturbance and their removal.

Electromagnetic susceptibility (EMS) (immunity to a disturbance) is the ability of a
device, equipment or system to function without degradation in the presence of an
electromagnetic disturbance. They must work without error or with clearly defined of
possible influence. EMS deals with the technical measures which increase
electromagnetic immunity of receivers. EMS is focused on removing the
consequences of interference, without removing their causes.

By reason of proposal and redlization of testing workplace of electromagnetic
susceptibility for testing electrical fast transient/burst we should be familiar with the
following terms and abbreviations:

e EUT - abbreviation of the equipment under test;

* EFT/B - electrica fast transient/burst;

e Transient is pertaining to or designating a phenomenon or a quantity which
varies between two consecutive steady states during a time interval short
compared with the time-scale of interest;

e Burst (of pulses or oscillations) is a sequence of a limited number of distinct
pulses or an oscillation of limited duration; [3]

e |&HAS (Intrusion and hold-up systems) is a complex set of technical
equipment which solve the protection against unauthorized entry to the
building.
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3 Normalization in the Field of EMC

Due to the impossibility of achieving absolute electromagnetic immunity of devices,
systems or equipments they need to be established specific unified international
standards, recommendations and EMC regulations. These documents are describing,
for example unified standards and limits of the maximum permitted interference level
for specific types of equipment or accurate and reproducible conditions for the
measurement and verification of the electromagnetic susceptibility equipment.

Directive  2004/108/EC  Electromagnetic  Compatibility(EMC)  (Directive
2004/108/EC repealing Directive 89/336/EEC isvalid in all countries of the European
Union. This directive is strictly monitored and sanctioned. It provides the general
requirements of the EMC for commissioning of the equipment or system on the
market. Devices are prohibited to sell, to exhibit or advertise if they do not comply
requirements from the directive and there are not demonstrated its requests. Such
device can be financially sanctioned and prohibited.

When we need to explain the terms related to the issue of EMC we should have the
International  Electrotechnical Vocabulary (IEV) IEC 60050 - Chapter 161:
Electromagnetic compatibility. It describes all the basic terms. Czech version of this
dictionary is CSN IEC 60050. [4]

Standards relating to EMC is multitude, but the basic sets of standards have a
designation of CSN IEC 1000 and CSN EN 61000. Interference immunity is
especialy devoted to set of standards CSN EN 61000-4. Primarily, we follow the
standard CSN EN 61000-4-4 ed. 2 Electromagnetic compatibility (EMC) - Part 4-4:
Testing and measurement techniques - Electrical fast transient/burst immunity test in
this contribution. Another important standard is the standard for the electromagnetic
immunity for security systems CSN EN 50130-4 ed.2 Alarm systems - Part 4:
Electromagnetic compatibility - Product family standard: Immunity requirements for
components of fire, intruder, hold up, CCTV, access control and social alarm systems.

4 Test Levels, Equipment and Set

EFT/B represents the low-energy broadband interference pulses in the form of the
groups of short transients. Usually they are created from the influence of inductances
of switching processes in the power supply, signa or data networks. They may be
also created by the influence of contact bounce electromechanical relays or the
influence of switching high-voltage switches. Their typical characteristics are very
short rising edge, short duration, low total energy (10-3J) and high repetition
frequency. Generally EFT/B does not cause the direct damage to electronic
equipment, but by its wide spectral range (up to approx. 200 MHz) they produce a
significant high frequency electromagnetic interference. This interference is
undesirable especially in numeric systems. Process EFT/B interference is similar to
the work signals of the numeric devices and so it may arise an error in the transmitted
signalsin the numeric systems. [1]

Test conditions for testing of fast transient / burst are described in the basic
standard CSN EN 61000-4-4 ed. 2 [3]. The aim of the test is to demonstrate the
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immunity of the EUT against fast transients, which arise at the switching contact or
repeated discharge on the rebound contacts (relays, contactors, switching inductive
loads). During the testing EUT is exposed to the groups of pulses containing a large
number of fast transients, which are introduced to the input/output power supply,
control, signal and data ports of the test devices. The interfering signal is represented
by the Electrical Fast Transients grouped into groups of pulses (burst). [5]

Test levels for testing fast transient phenomena are presented in the following
table. This are the test levels usable for the power supply, grounding, signal, data and
control inputs and outputs of the test equipment.

Table 1. Test levels

Output testing of open-circuit voltage and repetition frequency of pulses
On AC and DC power supply ports on sgnla}léd(?rt]gstr}gu(;%rsjttr)ol ports
Level Open-circuit Repetition Open-cir cuit Repetition
peak voltage frequency peak voltage frequency
kv kHz kv kHz
1 05 5or 100 0,25 5 or 100
2 1 5or 100 0,5 5 or 100
3 2 5or 100 1 5o0r 100
4 4 5or 100 2 5o0r 100
X special special special specid
. X" isthe open level, which should be determined in the specifics of a particular device

Selection of the test level is realized on the base of the expected and the most
realistic of installation and environmental conditions in which the device should
work. It will be followed by the immunity test of the device at these levels. Test levels
aredivided into 5 levels.

e Level 1: well protected environment;

e Level 2: protected environment;

Leve 3: typical industrial environment;
e Level 4: adverseindustrial environment;
Level 5 (X): Special situations which must be analysed.

The key device for testing electromagnetic susceptibility is the generator of
impulses (burst), which in our case is chosen the testing device AXOS5 from Haefely
EMC Technology. The main elements of the generator are:

* high voltage source (U),

» charging resistor (Rc),

e energy storage capacitor (Cc),

* high voltage switch,

e pulse duration shaping resistor (RS),

e impedance matching resistor (Rm)

e DC (direct current) blocks capacitor (Cd).

Simplified diagram involvement of the generator is shown in the following figure.
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Fig. 2. Simplified diagram of the generator of the electrical fast transient/burst

For acceptance test of the input/output AC/DC (alternating current/ direct current)
power supply is requested coupling/decoupling network (such as three-phase power
network). Capacitive coupling clamp provide a bond of fast transient / burst into the
test circuit without galvanic connecting with terminal input/output EUT, with the
shielded cables or other part of EUT.

The test suite for testing EMC for electrical fast transient/burst contains the
following basic test equipment:

e test generator,

»  coupling equipment (network or clamp),

e decoupling network,

e ground reference plane. [3]

5 Proposal and the Design of the Workplace

The testing of the electromagnetic susceptibility of devicesis performed with the help
of interference simulators (EMC simulators). Based on the testing is practically
verified EM S degree of the test equipment or itsindividual components.

For the testing of EMS are for the components of alarm systems specified tests
and related test level (values of the voltage drops, test voltage, the field strength,
frequency range and modulation type of interference signals etc.). These tests and test
levels are determined for indoor and outdoor applications, for fixed, moving and
portable devices.

On the testing device, which is a component of I& HAS - wireless relay AC82, we
will perform the test in an accordance with CSN EN 50130-4 ed. 2 [6]. A time of each
test is set at 1 minute. The value of the test voltage is corresponds to the level 3
according to basic standard CSN EN 61000-4-4 Ed. 2 [3], which is characterized as a
typical industrial environment. There are not suppressed EFT/B in the power supply
and signal circuits, industrial circuits are not completely separated from other circuits,
power supply lines is not completely separated from control, signal and
communication cables and moreover there are used dedicated cables for power and
signal lines. [5]
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230V/50Hz RC PIR
Generator 0,5m
tFrp + CDN —@— EUT
0,7 m
Load

Fig. 3. Diagram of the proposed workplace for the testing EMS

Description of the testing set up shown in Fig. 3:

e Generator EFT/B + CDN (coupling/decoupling network) - testing device
AXOS5;

EUT - wirelessrelay AC82;

Load - two 15W light bulbs;

RC — remotely control RC86W;

PIR — PIR detector JA83P.

The proposed workplace was placed on a wooden table 80 cm high, with the upper
surface of 150x100 cm. Table was placed on the ground reference plane and on the
entire surface of the table was also placed ground reference plane. EUT and all cables
connected with the EUT were placed as described in the standard CSN EN 61000-4-4
Ed. 2 on an insulating underlay of 10 cm above the ground reference plane and at a
distance of 0.5 m from the other conductive structures (e.g. walls of the room).
Testing device AX OS5 was powered from the network 230V/50Hz and al the test set
was properly grounded.

The parameters of the testing device AXOS5 from Haefely EMC Technology
satisfy the requirements arising from the provision set of standards CSN EN 55016
Specification for radio disturbance and immunity measuring apparatus and methods.
On the tested wireless relay AC82 was connected load in the form of two 15W light
bulbs and EUT wirelessly communicate with the PIR detector and remotely control.

Fig. 4. On the pictures: testing device AXOSS5 (left), wirelessrelay AC82 (right)
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At the beginning of the testing was on the EUT performed functional tests and
EUT was subsequently connected to the proposed test workplace. During testing the
device was monitored whether or not the EUT occur status change at any of the tested
voltage peak and after each test was verified full functionality of the EUT. Repetition
frequency for fast transients was set to 100 kHz, and the length of one test was 1
minute. According to the criteriafor meeting the requirement in accordance with CSN
EN 50130-4 ed. 2 it must not experience any damage, malfunction or change of status
of the EUT during testing. Only the flashing indicator was permissible if it does not
occur any residual changein the EUT. To these requirements the wireless relay AC82
complied since during testing, there were no changes in status, faults or damage to the
EUT.

Table 2. Record of the measurements of the EUT

m’e\alausTrbeer;gr]:ts Peak voltage Regll?l(j?f the durci:nhgapgﬂeing Funtc;:eogﬂ#y o
1 +200V OFF none full functionality
2. +200V ON none full functionality
3. -200V OFF none full functionality
4. -200V ON none full functionality
5. + 1000V OFF none full functionality
6. + 1000 V ON none full functionality
7. - 1000 V OFF none full functionality
8. - 1000 V ON none full functionality
9. + 2000V OFF none full functionality
10. + 2000V ON none full functionality
11. - 2000V OFF none full functionality
12. - 2000V ON none full functionality

6 Conclusion

Because of the impossibility of eliminating all the real or potential sources of
interference signals is necessary to ensure, that the electronic equipment function
properly in their presence. Great accent on the electromagnetic immunity is given to
components of I&HAS. Their aim is to detect and signa the presence, ingress or
attempted ingress of the intruder into the building, or the alarm status caused
intentionally by the user. It is therefore important for components of 1&HAS to be
tested for EMS. Their trouble-free operation must be ensured not only in the
residential and commercial environments, but also in the industrial environments.
Rules and processes for performing of the test of susceptibility to interference of
type electrical fast transient/burst are generally described in the standard CSN EN
61000-4-4 ed. 2. EFT/B can arise when the switching contactor is repeated discharge

ISBN: 978-1-61804-246-0 117



Applied Mathematics, Computational Science and Engineering

on the rebound contacts (relays, contactors, switching inductive loads, etc.). Though
EFT/B usualy does not cause the direct damage to electronic equipment, it is a short
overload of the circuit, which is unwanted for us. The influence of overload can arise
faulty transfer of information, which for I& HAS components may cause unwanted
change in the status of the equipment, or induce false alarm.

To the EMS for components of I&HAS, CCTV, access control and social alarm
systems there is a separate standard CSN EN 50130-4 ed. 2, which describes more the
individual immunity tests for each type of interference that they have an effect on
these devices. According to this standard the EUT was exposed to the fast transients
fed to the power input during the test for susceptibility to EFT/B. Test function of the
EUT was performed according to the instructions before was started testing and after
each one test. During the testing with different voltages of the EUT was monitored
whether does not occur some change in its status. Wireless relay AC82 complied all
the requirements. The EUT was fully functional during all the time of testing and at
each test there was no fault or status changes.
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Abstract. In spite of the fact that remote laboratories have been existing for at
least three decades, virtually no attention has been devoted to the security of
this new subject. The paper deals with the security of the data storage of the
Datacentres (DTC), with remote laboratories working under the Laboratory
Management System (LMS). Especialy, the security risks for the data storage
and corresponding data processing to ensure the operation of the data
warehouse are described in detail.

Keywords: data security, database security, data storage, rig, remote
experiments, work with data in the data warehouse, data warehouse design.

1 Introduction - Remote laboratories and labor atory management
systems - state of theart

At the present stage of the development of Information Communication
Technologies (ICT) there are plenty simulations and remote experiments for science
and education purposes [1][3][9]. Remote experiments and informatics resources are
tools that are closely related and definitely need to process and store substantial
amounts of data. Data, used with remote laboratories (RL), may have the form of
simple queries, data analysis, comparative analysis and data mining for associative
analysis, extrapolation or predictive trend analysis. Surprisingly, in spite of the fact
the RL have been existing for at least three decades [1], virtually no attention has
been devoted to the security of this new ICT subject [8].

The present paper deals with the security and safeguarding of the data processed and

especially stored in the DTC with remote laboratories, especially that with Laboratory
Management System (LMS).
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In this connection we will use the term data warehouse (DW) (see Figure 1 data
warehouse functioning) [4][6], referring to a complex system that allows to collect,
organize, store and share consolidated data from al available operating systems,
optimized for reporting, analysis, and data archiving. Users exploit the data
warehouse for reporting, in this respect synonymous for business intelligence
technology, based on the use of the data and its accumulation, preservation and
presentation. The working principle of the DW is that the data we need to process is
first stored into the database in a raw state, then follows data classifying using OLAP?
in data cubes | (see Figure 1) and then, using architecture model (e.g. experiments
evaluation or search), and subsequent results storing and reporting.

DATA WAREHOUSE DATA APPLICATION

-3 -W

Data architecture model SQL Reporting Services

- | -
o i

Data warehouse OLAP Cubes Excel

Fig. 1. Schematic representation of the data warehouse functioning.

The layout of the paper is following. In Chapter 1, the typical scheme of the
communication of a typical remote experiment (RE) , built as the finite-state
machine (FSM) [2], using the Internet School Experimental System (ISES) physical
hardware, is described[10] (for the ease of reading we will next denote the set of the
individual remote experiment by the word rig). Also, the control program compiling
and the type of the data generated and transferred is shortly described. More detailes
may be found in corresponding literature [2][8]

The Chapter 2 is devoted to describing the architecture Remote Experiments and the
corresponding integrating management system, called for our purposes Remote
Laboratory Management System (RLMS) [10]. The Chapter 3 is devoted to the actual
risks, the remote laboratories are exposed. [13][14] The Chapter 4 is then focused on

1 Online analytical processing: OLAP tools enable users to analyze multidimensional data
interactively from multiple perspectives.
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the corresponding security of a typical DW of a university datacentre (DTC) with
LMS for remote laboratories. The final chapter 5 is oriented on prospective future
warehouse security measures, followed by conclusions.

2 ISES Remote experiment (RE) and Remote laboratory
management system (RLMS) —tools used

Only recently has emerged a serious problem stemming from analysis of research
data. ISES is a powerful tool for process and experiments control, acquisition,
collecting and data processing in real time. Let us mention the basic features of the
I SES system, more detailed description may be found elsewhere [2][10]. The basis of
the system is ISES board, which is available in several versions, differing depending
on the number of inputs/outputs and also on type of communication with the control
PC (by PCI card, USB connector, Wi-Fi). To this board are, by a unique connector,
plugged in sensors like: ammeter, voltmeter, thermometer, position sensor, chmmeter,
load cell, anemometer, microphones, sonar, light gate, pH meter, conductivity meter,
heart rate monitor, etc. [8]. The layout arrangement of the RE isin Figure 2.

Fig. 2. ISES— Internet School Experimental System.
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The most important component is the Measureserver module, functioning as finite-
state machine (FSM) controlled by the controlling program of the PSC script file. The
main feature of the Measureserver, is to communicate with the physical hardware and
to check the setup of the ISES panel and its sensors/meters and to take care about
their data collection and processing. Other parts of the system are ImageServer for life
view of the remote experiment, Web server for the communication between RE and
the client. Also, aprt of the RE is the communication web page as the interface
communicating with the RE over the Internet by the client.

The invevitable part of the RE system is the data warehouse for the storage of data for
all above systems. It is a centralized repository service to Measureserver, web server,
image server and other components of the solution.

In this article we will discuss this last part of the system with respect of data security,
but not only from the perspective a single RE, but of the whole RLMS. The layout
arrangement of the RE isin Figure 3.

REMLABNET function mode 1 - multiple clients

Data Warehouse {

i i3 2
:/1 R
N " i I (e
&; _Web serve ;:/ I ) R“‘;
! PR 1 = |
ol
./ [ i f
Ad ﬁ %‘ \Qurnmumcauun server RLMS server i i =
VMwareCloud ! T
i

O Py |
Measure ‘:sler\.«erk N h

Fig. 3. REMLABNET function mode 1 — multiple clients.

ISBN: 978-1-61804-246-0 122



Applied Mathematics, Computational Science and Engineering

A serious problem stemming from security aspects of e-laboratories has emerged only
recently[]. Let us describe first the data generated and that are processed in every
ISES rig working on the communication principle server-client and the functioning of
the superordinate Remote Laboratory management system (RLMS). The controlling
of every rig by client is enabled via Web interface, by means of which the user can
perform the appropriate settings, options, and starting or stopping of the remote
experiment (RE).

The measured data from the experiment  delivered from the MeasureServer are stored
in the data storage . RLM S is a system for a database-driven Web application. Thisis
seen from the figure 3, where LM S is divided terms of safety in three parts. Database-
driven Web applications are very common in today’s Web-enabled society. LMS
consist of a back-end database with Web pages that contain server-side script written
in a programming language that is capable of extracting specific information from a
database depending on various dynamic interactions with the user.

Remote experiments problematic is the topic of scientific activities of the group
since 2005, when the first remote experiment started to be built. We relied on the
enormous know-how of Assoc. Prof. F. Lustig from Department of Physics Education
of Faculty of Mathematics and Physics, Charles University in Prague, where the
universal and very useful modular computer oriented set Internet School
Experimental System ( ISES) was designed at the beginning of 90" [Lustig, F.:
"Pocitacem podporované Skolni experimenty s meéficim systémem ISES pod
Windows', In: sbornik MEDACTA 97 - vzdélavanie v meniacom sa svete, 404-408,
Ustav didaktickej technologie, PF UKF v Nitre, Nitra, ISBN 80-967339-9-0, 1997
and Lustig, F. and Schauer, F.; "Creative laboratory experiments for basic physics
using computer data collection and evaluation exemplified on the ISES", Proceedings
first european conference on Physics Teaching in Engineering Education, 125-131,
Copenhagen, Denmark, ed. Oehlenschlaeger, 1997].

A database ar chitecture for Remote Experiments

A database-driven Web application for LMS has three tiers: presentation, logic,
and storage. To help you better understand how Web application technologies interact
to present you with a feature-rich Web experience, Figure 4 illustrates the three-tier
schema.
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Fig. 4. Three-Tier Architecture Remote Experiments.

The presentation tier is the topmost level of the application. It displays information
related to such services such as information web page about LM, reservation system,
and it communicates with other tiers by outputting results to the browser/client tier
and all other tiersin the network.

Thelogic tier is pulled out from the presentation tier, and as its own layer, it controls
an application’s functionality by performing detailed processing. The data tier
consists of database servers. Here, information is stored and retrieved. This tier keeps
data independent from MeasureServer, reservation system and web server. Giving
data their own tier also improves scalability and performance. In Figure 4, the Web
browser (presentation) sends requests to the middle tier (logic), which services them
by making queries and updates against the database (storage). A fundamental rulein a
three-tier architecture is that the presentation tier never communicates directly with
the data tier; in a threetier model, all communication must pass through the
middleware tier now. Conceptually, the three-tier architectureislinear.

ISBN: 978-1-61804-246-0 124




Applied Mathematics, Computational Science and Engineering

In Figure 4, the user open his Web browser and connects to web page for remote
experiments (http://euremlab.eu). The Web server that resides in the logic tier loads
the script from the file system and passes it through its scripting engine, where it is
parsed and executed. The script opens a connection to the storage tier using a database
connector and executes an SQL statement against the database. The database returns
the data to the database connector, which is passed to the scripting engine within the
logic tier. The logic tier then implements any application or business logic rules
before returning a Web page in HTML format to the user’s Web browser within the
presentation tier. The user's Web browser renders the HTML and presents the user
with a graphical representation of the code. All of this happens in a matter of seconds
and is transparent to the user.

In this dide show we describe the html code displayed on the station.

This component is represented in the LMS applications REMLABNET web server
[2][16]. Web Server takes care about available ports for the LAN communication. It is
a common habit by the system administrators to block all ports for security reasons
except ports 80 and 443. HttpRelayServer dynamically changes communication port
to that available.

We extend this model by MeasureServer. MS is most important informatics SW
component of the remote experiment, functioning as finite-state machine (FSM). It
communicates with the apparatus, processes the measured data and control
commands. The main feature of the MeasureServer is setting of the ISES panel, the
sensorgmeters for data collection and processing the control commands. [16] The
module dynamically responds to signals from the physical HW, as well as the
commands transmitted from the client’s interface. MeasureServer has three main
components - the MeasureServer core, Hardware plug-in and PSC script file. The
MeasureServer core is responsible for the data and command transfer, client handling
and for execution of al the controlling commands. The execution of process is
controlled by the PSC script file which is directly imported to MeasureServer. The
PSC script is a unique programming language specially designed for the ISES system.
The PSC script is non-compliable language defining the MeasureServer's core
behavior of remote experiment. The Hardware plug-in provides required functionality
to control the | SES panel translating signals from/to the physical HW apparatus.

In Figure 4, the user open his rig(s) and connects to MeasureServer. The
MeasureServer that resides in the logic tier loads the script (PSC file) from the file
system and passes it through its scripting engine where it is parsed and executed. The
MS opens a connection to the storage tier using a database connector and executes an
SQL? statement against the database. The database returns the data to the database
connector and then returns the requested data to MS. Before returning the data to the
Web server. The Web server then implements any final logic (results and details of

2 Structured Query Language: SQL is a special-purpose programming language designed for
managing data held in arelational database management system.
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the experiment) before presenting the data in HTML format to the user's Web
browser within the presentation tier. The user’'s Web browser renders the HTML and
presents the user with a graphical representation of the code. All of this happensin a
matter of seconds and is transparent to the user.

Based on the system of RE, clients have a hon-stop accessibility to enter RL through
their web browser's interface connected to Internet from anywhere.[16] The most
significant advantage is the real-time experimenting with the apparatus installed in a
laboratory. An authorized student can comfortably communicate with the remote
apparatus of the visualized RE via a web page. The apparatus promptly reacts and
sends adeguate responses/signal Ydata through particular subsystems back to the target
client/student. After the completion of RE the student will arrange the data in
formatted, sorted and filtered form and also in graphic charts displayed on the screen
and find the corresponding answers regarding the phenomena observed.

3 Database security risks of remote experiments

LMS is a specific technically sophisticated complex system. The availability of
these system and the sensitivity of the data that they store and process are becoming
very important. Web page that presentation LMS on Internet contains supporting
infrastructure and environments use diverse technologies and can contain a significant
amount of modified and customized codes. The very nature of their feature-rich
design and their capability to collate, process, and disseminate information over the
Internet or from within an intranet makes them a popular target for attack. Also, since
the network security technology market has matured and there are fewer opportunities
to breach information systems through network-based vulnerabilities, hackers are
increasingly switching their focus to attempting to compromise applications.

3.1 SQL Injection of database attack

SQL injection is an attack in which the SQL code is inserted or appended into
application/user input parameters that are later passed to a back-end SQL server for
parsing and execution. Any procedure that constructs SQL statements could
potentially be vulnerable, as the diverse nature of SQL and the methods available for
constructing it provide a wealth of coding options. The primary form of SQL injection
consists of direct insertion of code into parameters that are concatenated with SQL
commands and executed. A less direct attack injects malicious code into strings that
are destined for storage in a table or as metadata. When the stored strings are
subsequently concatenated into a dynamic SQL command, the malicious code is
executed. When a Web application fails to properly sanitize the parameters which are
passed to dynamically created SQL statements (even when using parameterization
techniques) it is possible for an attacker to alter the construction of back-end SQL
statements. [15] When an attacker is able to modify an SQL statement, the statement
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will execute with the same rights as the application user; when using the SQL server
to execute commands that interact with the operating system, the process will run
with the same permissions as the component that executed the command (e.g.
database server, application server, or Web server), which is often highly privileged.

It isimportant to have a clear understanding of how your data entry influences a SQL
guery and what kind of response you could expect from the server.

Figure 5 shows how the data sent from the browser are used in creating a SQL
statement and how the results are returned to the browser.

Http://euremlab.eu
Reservation.asp?showreservation
rigs=free fall

Select * from
Reservation_experiment
where rigs = ‘free fall’

“~

NS

v ]
ST ¥

Web Server
Database Server

User Q

2013-08-11,15:00-17:00,UTBZlin

2013-08-11,15:00-17:00,UTBZlin
2013-08-14,08:00-23:00,UTBZlin
2013-09-01,09:00-12:00, MFF Cuni
2013-09-21,07:00-09:00, UTBZlin

2013-08-14,08:00-23:00,UTBZlin
2013-09-01,09:00-12:00, MFFCuni
2013-09-21,07:00-09:00, UTBZlin

Fig. 5. Information Flow during a SQL Injection Error.

If an attacker to modify the website to query the database, such as a change in url,
web server just creates a SQL query, parses the results, and displays the results to the
user. The database server receives the query and returns the results to the Web server.
Thisis very important for exploiting SQL injection vulnerabilities because if you can
manipulate the SQL statement and make the database server return arbitrary data
(such as usernames and passwords from the Web site) the Web server has no meansto
verify whether the data are legitimate and will therefore pass the data back to the
attacker. This is one of the most common attacks on the database and need from
development to propose the necessary measures.

Of recent history

In 2011, Sony suffered a 23 day network outage after a breach of security that
allowed the theft of approximately 77 million registered accounts from its PlayStation
Network. It is to date the largest computer data exploit in history. A month later,
hackers claimed in a press release to have stolen personal information of 1 million
users from the website of Sony Pictures by asingle SQL injection attack [17].
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3.2 DoSand DDoS of database attack

Another attack, more difficult to prevent, isaDoS, or DDoS (Denia of Service, or
Distributed Denial of Service), the overloading of a website or any kind of server with
requests, for the purpose of bringing it down.

Denial of Service (DoS) isan inelegant but effective attack against web, database, and
any type of public server. The goal is to overload the server with requests to crash it
or make it unavailable for normal operations. A DoS is most of the time targeted
towards a web server, and affects SQL server on the rebound. The first way to handle
this is to protect the web server, for example, with a network firewall, which will
automatically block suspicious IP addresses, or a Web Application Firewall (WAF).
Here, we will provide some recipes to increase protection in SQL Server itself.

How to doiit...

DoS risks are increased when you allow queries to be created dynamically in the
client application, especially when you offer multi-criteria search forms. Since the
user can search with any combination of criteria, it can lead to complex queries where
it will take time to execute and exploit the resources of the server. A few of these
gueries running simultaneously can effectively decrease the performances of the
whole server.

4 Security of scientific remote experiments

A greater level of baseline, hardware-enforced security features are important in

all categories of remote laboratory system for part systems such as database server,
MeasureServer, web server, reservation system, control system etc. These capabilities
will protect the information on the device itself, and the information that is accessed
from the device. They'll enable greater trust in the device, and because of this trust
we'll be able to provide users of the device with access to more resources.
For LMS security, these baseline hardware security capabilities will provide help in
key focus areas, including threat management, ID and access management, data
protection, and remote monitoring. Some expected baseline capabilities include
protected environments, encryption, hardware acceleration, enhanced recovery, and
integration with security software.

4.1 SQL Injection of database based defense

SQL injection is the action of adding characters to a SQL query in order to modify
its action and execute an exploit, such as getting more information, modifying data or
data structures, or even getting access to the underlying operating system of the
database server. [17][6][7] It can happen when a dynamic ad-hoc SQL query is built
in the application code.

Let's see how it is necessary to protect the data storage LMS and what needs to be
done on the website of remote experiments.
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The SQL query is built dynamically in a string in web page of remote experiment in
browser on client PC. [4][12][15] It leaves a possibility of something to be added to
cause harm. we can find numerous and cunning ways to manipulate a query, by using
SQL operators, functions, or constructs that can circumvent basic protection. For
example, in T-SQL, the BULK INSERT command could be used to read the content
of afile on the disk and return the result as a result set, or the xp_cmdshell extended
stored procedure could be used to run Windows or even Active Directory commands.
To eliminate the threat, replace those strings with parameterized stored procedures.
The parameters will never be evaluated as a part of the query syntax and cannot be
used for adding other behavior to it. They could still be used to get more information
than expected, but not to run commands.

The best way to stay safe is to encapsulate SQL code inside parameterized stored
procedures. But this sometimes defeats the first purpose of building a query
dynamically: to fit a multi-criteria sear Chapter For example, if the name of therigis
part of the search, we add a JOIN to the rigs table in the query; otherwise we dont,
which simplifies the query and optimizes performances.

Removing the dynamic SQL is the best solution in terms of security, because there
will be no chance for an attacker to inject code inside the SQL statement. The
variables can now only replace values that are evaluated inside a comparison.

4.2 DoSand DDoS of database based defense

The first thing to do is to improve the quality of your code. One simple thing you
can do is to ensure you have created the needed indexes on your tables, to avoid
costly table scans. You can use the Database Tuning Advisor (DTA) packaged with
the SQL Server client tools. You can make a .sql file containing some costly queries,
and feed the DTA with it.

You can also limit the number of concurrent connections allowed on SQL Server. By
default, the limit is 32,767 in MS SQL Server 2012 (the configuration value shows 0
in this case). Y ou can change the value in the configuration pages of the instance (see
the next screenshot, Figure 6) by T-SQL and set:

SELECT val ue_i n_use

FROM sys. confi gurations
VWHERE nane = 'user connections';
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Fig. 6. Set restriction long-running queries.

In the previous screenshot, you can see another server configuration that could be
useful: Use query governor to prevent long-running queries. If activated, the SQL
optimizer will block execution of any query estimated to cost more than the number
of seconds defined in the value. This is far from bullet-proof, as it is simply an
estimation from the query optimizer, in pseudo-seconds (just a way of weighing plans
to compare). If you choose, for example, a value of 30 seconds, it sSimply means that
SQL server will not execute a query that it estimates costing more than 30 seconds.
The actual query could finally run much faster or conversely run for hoursif locks are
blocking it. But it isaway to stop queries that are estimated to be heavy, and limit the
risk that the server will be overloaded by a few queries.

Another way to limit resource usage is the use of Resource Governor. This addition to
the SQL Server administrator toolbox is available only in the Enterprise edition. With
it, you can define workload groups inside resource pools. In short, you can limit the
amount of CPU and memory allocated to a group of sessions. For that, you create a
classifier function that returns the name of a workload group. This function allows
you to define the classification rules you want, based on SQL code, system variables,
and functions (the login name, the time of day, and so on). Then you declare this
function in Resource Governor along with you pools and groups.

5 Datastorein datawarehousein thefuture

Let us predict, in the light of constantly developing ICT, the way of the safety
precautions of the future data warehousing. Among the most growing trends, let us
mention:

. Local data storage warehouseswillbe integrated into megarintegrated
database centres of mega - companies such as Microsoft or Google,

. Authentication will run via a centralized authentication service USERID,

. Data scheme will be managed by mega-datacentres services and edited by
higher order instruments. Thus, global consistency and the general design of
structures to store and work with data will be ensured.

. Data mining will be integrated into functionalities of data protection and
auditing.

. Exiting data warehouses will be more open to the needs of governmental and
other institutions to control corruption and terrorism.
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. Data warehouses will include integration buses and standards for reciprocal
linking will be devel oped.

. Direct access of individuals and companies to research data warehouses
worldwide for teaching, sharing information, and the like will be assured.

. Mega development of remote data centres, simulation technology centres,
global centralization of knowledge and clustering into a single unit through
integrators.

. Direct and audit subjected access of persons to information in the global
knowledge centres (mega-integrated database centres).

6 Conclusions

This work describes a series of recommendations and procedures to secure data
storage in the scheme of the data warehouse for the needs of remote laboratories. The
work includes a vision for the future regarding security and direction of data
warehouses, aiming to direct readers to the problems of data warehouses from all
perspectives and to learn, what are the risks of today and how to comprehend security.
In the course of the work on the data warehouse we learned how to realize a safety
problem as well as design security. We believe, that the article sheds some light on a
number of acute problems but simultaneously opened to us many other questions to
consider in connection with data warehouse security. The article also describes the
introduction of new terms on issues of security and shares experience in terms of
theory and our practical experience.
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Abstract.Mental model is a fundamental term in human-computer interaction
(HCI). The process of HCI creates different qualitative levels of user experience
(UX) which can be determined by the quality of communication between a
technological product (the system) and a user of this product. The level of user
experience is indirectly derivable from measurement of different qualitative and
quantitative aspects of the interaction (achievement of objectives, satisfaction,
comfort, time required to perform the task). The user experience is the key
factor which determines the popularity of web or mobile applications and
software applications in general. During the HCI, the user is unconsciously
comparing his mental model (own idea of functionality) with the system image
(the rea graphical user interface — GUI). The distance between the user's
mental model and the system image should be minimal. Creation of successful
GUI requires areal user-application interaction testing and statistical evaluation
of the testing data. This paper describes a design of a software tool for user
mental model collection and visualization in the area of mobile applications
with emphasis on context of the HCI.

K eywor ds: conceptual model, mental model, mobile application design, system
image, user experience, user interface.

1 Introduction

Recently, more and more mobile applications developers are facing the question of
proper graphical user interface design. Area of mobile application development is
rapidly growing aong with increasing number of mobile applications users.
According to Flurry Analytics [1], overall mobile applications use in 2013 growth by
115% year-over-year and it is expected that this trend will continue.

In segment of native application development, there is possible to follow
guidelines for GUI design related with some specific platform. But these guidelines
are describing only fundamental patterns or use cases. In contrast with web
application Ul design, there is a noticeable lack of studies and research in the area of
mobile application design. Moreover, if we consider the hybrid mobile application
development, a large amount of user interface design frameworks is not strictly
following particular platform Ul guidelines and achieving a successful mobile
application design is not therefore a simple task.
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The interaction between a user of mobile application and a graphical user interface
could lead to some misunderstandings, errors and frustration from inability to achieve
agoal. Designer is able to prevent this situation with a good Ul design with respect to
the user mental model (UMM).

By the user-application interaction, a user is comparing his UMM (complex idea of

how the system works) with the system image (application GUI). If the distance
between this two models is too high, it means that the design is confusing and users
may not be able to accomplish their goals.
Good Ul of a software application (system image) should help a user to create a
productive UMM of the system. [2] This paper discuss best practices for
consideration by a designer creating a conceptual model of an application and a
software tool for UMM collection and evaluation.

2 Mental Modelsin Software Design

In the area of human-computer interaction (HCI) there are defined fundamental terms
describing and simplifying the human computer recognition process.

21 Mental Models

The term Mental Model was firstly introduced by Craik [3], but in the 80th it became
the fundamental part of terminology of the newly established field of cognitive
science. According to Norman [4] and Krug [5], UMM is the key factor in user’s
perception of an object functionality and behavior. Users of an object are creating in
their minds a simplified model that describes their ideas how the object works, or how
to interact with it.

2.2 Conceptual Models

By the process of developing a software application, a conceptual model is created by
the designer. This conceptual model reflects designer’ s understandings of the task and
tools and abstractly describes the functionality of the system and its relations. [6] This
model should be good understandable for end user and should focus on key
functionality of the application. [7]

23 SystemImage

User of a software application compares unconsciously by working with GUI objects,
own idea about virtual environment functionality, with real GUI objects which are
creating the system image. In simplicity, by the process of HCI, user compares own
mental model with the system image. [8]
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System image
Designers conceptual User Metal Model

model

Designer User

Fig. 1.Relation between conceptual model, user mental model and system image.

3  Conceptual Design Best Practices

Good conceptual model is an essential part in development process of successful
software application. [9] Therefore application designer should consider following
best practices published by IBM Corporation.

3.1 Simplicity

Mental models are the simplified image of reality, therefore GUI should simplified
the key functions of the system. This key functions should be highlighted, lesser-used
functions should be in background.

3.2 Familiarity

Users in general have some prior knowledge and using this knowledge, they are
creating own mental model. The GUI should alow them to build on this
knowledge.[10] The process of creation an adequate mental model, can be strengthen
if the user isableto apply prior experience gained from the real world.

3.3 Availability

Because human beings are better at recognition then recall, GUI should contain visual
stimulus, to fast identification of an object functionality.[10]
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3.4 Feedback

GUI should provide continuous feedback about the results of actions[4] Using
appropriate feedback is possible to support user’s mental model creation.[10] Positive
feedback is good for strengthening current user’'s mental model, whilst using the
negative feedback is possible to adapt the model.

4  Proposed Software Tool —MeMo02Ap

In order to assess the accuracy of the conceptual models, it is necessary to obtain a
general UMM of specific application and to evaluate the extent to which these two
models fits. Collecting the user models can be very costly activity and requires special
commercia software or atest observer.

This paper describes a design of a context focused software solution for mobile
application user mental models collection and visuaization (named MeMo2Ap).
Before the design of this software tool, these goals were formulated:

1) Simpleimplementation

2) Easy preparation of test scenario

3) Context focus (target application, target device)
4) Distributed test deployment

5) Results visualization and simple evaluation

To meet this objectives, hybrid mobile application development approach was chosen.
Within this approach it is possible to use web technologies which are easy to
implement and moreover it is very easy to distribute the test application to end users
using URL address. In other way it is also possible to wrap the test application by
wrapper technology, such as PhoneGap [11] and publish it on official distribution
channels.

4.1 Principlesof Testing and Data Collection

Hybrid mobile application MeMo2Ap is a client-server application which is able to
perform a testing scenario and observe users touch gestures. Testing scenario
contains 1 to N test cases, while the test case is determined by a test screen,
description of user task to perform, and success area, where user should touch to
complete the task. If the user touches the success area, the test was successful in other
case, the test failed.

Testing result is immediately sent from client mobile device to database table on
the server. Timestamp, vertical and horizontal position of the touch gesture are stored.
This communication between client and server is established using JSON web
service. The main advantage is the possibility of distributed testing and simple
delivering to end testers.
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4.2  Technologies Used for MeM02Ap

As for server side, PHP programming language and MySQL database was chosen.
The server was developed using QCubed [12] — open-source rapid application
development framework, which uses ORM technology [13] and code generation [14]
to accel erate the devel opment process.

MySQL database was designed using open-source visual database designer
MySQL Workbench 6.0 by Oracle (www.mysql.com/products/workbench/). Database
table names and relations are shown in Figure 3.

| ___—Touch capture
area

lgem |
L
I i lcem 2
ﬂ Ieem 3
I ‘ leem 4
I - lgem 5§
I i lgem C
I 7

¥ 1 —— Application
screen

Target area

Fig. 3.Visudisation of target areawithin test screen.

The server side consists of the tests administration area (automatically generated
QCubed Form Drafts [15]) and web services for the mobile client. The client side is
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created using web technologies— HTML, CSS, JavaScript, jQuery and jQuery Mobile
and it is possible to process the application in a mobile browser or aWeb view within
a native mobile application using Phonegap wrapper [11].

4.3  Proposed methodology of collecting user’s mental models using
MeMo02Ap

Using MeM0o2Ap testing software is possible to create test scenarios in following
way:
1) New testing project with specific name and identifier is created using server
administration tool.
2) Within this project, new testing scenario can be created.
3) Testing scenario consists of 1 to N testing screens. Each testing screen is
represented by PNG graphic file and is possible to prepend user task text which is
shown as amodal dialog window, before the test screen.
4) When the project testing scenario consists of at least 1 test screen, it is possible to
run the script for setting target area (Fig. 4). Setting the target area is done using drag
& drop technology, by the administrator.

Once the test scenario is set, the user testing can be performed remotely, if needed
(Figure 5) and the testing results are obtained in real time.

‘ Tester 1

J - ! Tester 2
MeMo2Ap 4//’7‘
Server I
I\\ -2 I Tester 3

‘ Tester N

Fig. 4.Distributed testing using client-server architecture.

Using MeM 02Ap testing software from tester point of view:

1) Competition of initial form (information about gender, preferred platform,
experience...)

2) Reading a user task.

3) Longer tapping the areato complete the task.

Points 2) and 3) are repeating for each test screen.
4.4  Testing Results Visualization and Evaluation

Once testing is complete (or during the testing), visualization can be displayed using
MeMo2Ap software tool (Figure 5). Each test screen is overlaid with testing results
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with successful touches in green and unsuccessful touches in red color. There is also
obvious the frequency of tapping into particular area, from the color density.

X Percentage of successful touch
Demo App

y Error touches
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lcem 3
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‘ Success touches

L v

A

Target area

Fig. 5.Visuaization of testing results.

In the left corner of each test screen, there is available the numerical information
about successful tests in percent. Percentages are given by a success percent sP (1) of
each test screen, where tT is number of total test count and sT is number of successful

tapsin target area.
sP= (S‘Tj 100 (1)
tT

5 Method ofIncrementalGUI Design Using Mental Models

Creating a mobile application with usable, attractive and especially understandable
design can provide higher sales and growing numbers of users. On the other hand, bad
user experience makes an application unsuccessful.

During the application design phase, conceptual model of the app is created. This
conceptual model produces the system image with which the real user interacts.
I naccurate system image do not support creation of correct mental model of the user.

With respect to user mental model linked with specific application screen, it is
possible to rearrange and redesign problematic parts and redo the tests. Comparing the
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results between the first system image and the redesigned system image is possible to
highly improve the user experience.

After the testing, a successful threshold for each test screen should be set up. If the
success percentage of the test screen islower than the threshold, design improvements
are necessary. Another test should contain the improved test screen and again the
success percentage is evaluated.

Better mobile design with high user experience can be achieved using this
incremental testing (Figure 6).

Design

Fig. 6.Ul design with incremental testing.

6 Future Research

Software tool MeMo2Ap for collecting mobile application user’s mental model was
developed as an open-source and allows easy creation of test scenarios, which are
focused on evaluation the accuracy of conceptual models. Using this tool and
incremental mehod of GUI desing testing, an improvement in UX could be achieved.
In future research commonly used GUI patterns could be tested and the extent to fit
user's mental model could be evaluated. It is also possible to search for the error
dependence on user preference for specific mobile platformby using patterns linked to
another platform.
Another interesting area is the creation of proper user mental modelsupported by
appropriate Ul techniques, such as overlap help. Research can be conducted with two
testing groups — users who have not seen the overlap help and those who have seen
the overlap help in prior.

7 Conclusion

Method of collecting mobile application user’s mental models using the proposed
software tool MeMo2Ap was introduced in this paper and best practices for mobile
application GUI design were discussed. The software tool was designed as an open-
source client-server application, to meet these goas: Simple implementation, easy
preparation of test scenario, context focus (target application, target device),
distributed test deployment, results visualization and simple evaluation.
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Using the MeMo02Ap tool, the success rate of each test screen is reflecting the
correctness of the conceptual model and if the correctness is insufficient it is possible
to improve it with incremental design enhancing and testing.

Also opportunities for further research, such as established GUI pattern success rate
testing and evaluating or supporting methods of creation the proper user mental model
are mentioned in chapter 6.
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Abstract. This paper responds to requirement to improve the orientation
between offered SW, as ITIL® tools. There are realy a lot of amount thus
offered tools and very often leads to poor implementation of ITIL® on the basis
of badly chosen tools. So this article aims to create dividing, which should
facilitate choice of a suitable tool. Simultaneously, this division will serve for
further work on creating a methodology for evaluation of ITIL® tools.

Keywords: ITIL®, ITIL® tools, tools categorization, IT service support, ITIL
implementation, multicriterial evaluation.

1 Introduction

With development of information and communication technologies (ICT) and their
intrusion into all sectors, gaining management and delivery of IT services different
dimension and meaning. The quality of providing or managing of IT services can
greatly affect the operation or performance of the company. For this reason it was
introduced, the now internationally acclaimed standard known as ITIL®. It is an
abbreviation for Information Technology Infrastructure Library. It is a set of concepts
and practices that allow better planning, use and improve the use of IT, whether by
the providers of IT services or by the customers.

ITIL® is a collection of books in the form of extensive and widely available
manua for IT service management. The experiences and recommendations have
become best practices. Provide sufficient flexibility to adapt the recommendations
from books ITIL® requirements and needs of a specific corporation. ITIL® provides
afree available framework, covering the entire cycle of IT services. ITIL® is suitable
for al companies that operate IT services. As a framework, ITIL® is full of tips,
warnings, knowledge, omissions, instruction, warnings and things to do or not do.
One of the greatest benefits of ITIL® isafact that it isbased on experience of others.

According current version of ITIL® v3 is possible to say that ITIL® tool is an
arbitrary software tool which use leads to provably improve and streamline the
providing and managing I T services. Thereisonly one condition — it must be a SW.

The uses of ITIL® tools are complicated due to the wide range of offered tools and
often very expensive. This caused and to a certain extent still causes small and
medium companies are disinterest of the use of ITIL®. On the other hand, recently is
beginning to discover significant amounts of Free and Open Source SW even between
ITIL® tools.
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2 Evaluation Criteria

On the market is realy wide range of Free and Open Source ITIL® tools and
orientation between them is very difficult. This problem is also related to selection of
the most appropriate tools for a specific company. Therefore, below are defined and
described the basic criteria for selection and evaluation of these tools. However, it is
important to say that each company may have different requirements and other
criteria. So, same tool is useful for one company and at the same time might be
useless for another company.

Basic criteria for Free and Open Source ITIL® tools are divided into severa
groups:

1. Product Functionality

2. Requirements for Free and Open Source Project

3. Specifications

4. User friendliness

2.1 Product Functionality

Criteria relating to the functionality vary by application category. A large number
of features do not necessarily mean that the application is better than competing
product with a shorter list of features. This point cannot be assessed quantitatively as
a measurable criterion of selection, but rather as an overview which may apprise
readers and provide them information about the basic functions of the product.

2.2 Division by main purpose

Open source project is meant organizing and managing a group of people who are
involved in the development of the product.

e Duration of the project; version in which the product is available.

e License, under which the product is offered.

e Activity on the mailing lists - community

e  Option of commercial support.

e Appropriate documentation - is the absence of the necessary documentation
was in the selection of appropriate tools stumbling block relatively large
number of projects. The basic requirement in this case, | consider the
existence of technical documentation and user documentation.

e Demo applications.

1.3 Specifications

Most of the Free and Open Source products use of ready-made programs usually
also available under any other Free or Open Source licenses. This covers programs
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such as the Apache web server, or database servers MySQL, PostgreSQL, e-mail
servers Postfix and so on.

Technical parameters are therefore a considerable amount and in particular, for
each of this software may vary. Therefore, it is evaluation only directly influenced by
the following parameters:

e HW requirements

e  Supported operating systems - Cross-platform
e Integration with other SW
o Difficulty of configuration

Other parameters such as licenses, programming language, etc. are given only as a
parameter list and have only informative value to the end user, which can serve to
more specific evaluation according to the requirements of the specific company.

1.4 User friendliness

User friendliness is the main parameter that affects the user's ability to learn to
work with a new product and use al functions. Improperly designed user interface
can greatly influence user's work.

Evaluation of this criterion is very subjective and based primarily on practical
experience. At the same time here enter localization - the used language and of course
the entire GUI (Graphic User Interface). Some tools are merely for the Command
line.

2. Evaluation of ITIL® tools

The rating is divided into 2 parts. The first part is evaluated on the basis of defined
criteria. The second part of the evaluation is intended for basic evaluation by users;
this means that the use of the tool led to increase efficiencies in managing of the
provision of IT services. This project is primarily focused only on the first part and is
intended to provide basic guidance on vauation of available Free and Open Source
ITIL ® tools. At the same evaluation procedure in the first section can also serve asa
guide or template for creating a custom evaluation according to specific needs and
requirements of the company to any SW, not just for ITIL ® tools.

H = [(Z% K; - Vi)/5] * 100 [%] o

overall rating

i-th criterion

stength of i-th criterion
number of the criteria

S<ZXIT
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Evaluation of the first part is according to the above equation (1). It isthe degree of
fulfillment of the essential requirements for the Free and Open Source ITIL ® tools.
The procedureis asfollows:

1. Onthe basis of the tables establishing a rating for the basic criteria.

2. Obtained values are multiplied by the strength of standardized criteria
according the table.

3. New standard ratings of criteria are added together.

Overall rating is expressed as a percentage - the sum of the standardized criteriais
divided by 5 (the highest possible score for each criterion) and then multiplied by 100.

3 Conclusion

Due to the widespread of information and communication technologies, which
today affects absolutely all human activity is the IT management absolute necessity.
ITIL® framework has deal whit this issue with more than 20 years of experience. It
gathers the best experience in IT management and provides advice and tips on how
companies can improve overall IT management efficiency.

The main objective of the project was to design a procedure for evaluating Free
and Open Source ITIL ® tools. Licenses for commercial products are often going up
to the order of hundreds of thousands of Czech crowns. And even so there is no
guarantee that the product purchased for a particular company is the right solution.
Another option is to choose from Free or Open Source solutions. However, they are
on the rise and each year comes a large amount of new projects. Not all of them have
high quality and have a future. Another fact is the absence of a database or a web
portal, which would be devoted to the issue. Based on these fact was created project
about the evaluation of Free and Open Source ITIL® tools.
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Analysis of Direct Punch with a View to Velocity
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Abstract. This paper is focused on analysis of a direct punch which was chosen
from many striking techniques of professional defence. The analysis is aimed to
find the velocity and dependences of this velocity on input parameters. Our goal
was to find out if the velocity is suitable physical value for analysis of the direct
punch. During the experiment a high-speed camera Olympus i-Speed 2 was
used. For data analysis two pieces of software were used — i-Speed Control
Software and MINITAB. 30 participants took part in this experiment. The
results are presented in this paper — especially dependence mean velocity on
time and difference in velocity between genders.

Keywords: Direct punch, Professional defence, Velocity, Gender Differences

1 Introduction

Physical protection has a very long history and it belongs among basic parts of
effective protection of people and property. Human factor is very important for data
analysis and for quickly solving some unexpected situation. For these people
professional defence training is necessary for effective work. During the training the
participants are taught to stop attacker, to neutralize an attack or to solve conflict
situations.

The striking techniques are one of the basic elements of the majority of combat
sports [2], martial arts [5] or combat systems [9]. In these techniques the striking
energy [8] is transferred through arms, legs or head. In this paper the direct punch
velocity is closely analyzed. The direct punch is delivered by the arm following a
direct line. The hitting area is a closed fist [11]. The aim is to stop the attacker and
increase distance between the defender and an attacker. In the following experiment
the punch was delivered by the back hand (see Fig. 1).

The aim was to measure the velocity of direct punch and then to find out
dependence of velocity on inputs parameters — a training level, body’'s height and
weight and a gender.

ISBN: 978-1-61804-246-0 147



Applied Mathematics, Computational Science and Engineering

/'

Fig. 1. Direct punch [11]

2 Measuring station

A high-speed camera Olympus i-Speed 2 was used for measuring of velocity. This
camera has CMOS 800x600 sensor, full resolution recordings to 1000 fps (fps =
frames per second) and 33000 fps maximum recording speed. We used recording
speed 1000 fps. [1, 4, 6]

During this experiment we used only one camera, so we choose direct punch from
all striking techniques because only this punch is made directly. The result is that
during the whole movement of the hand we have had a focused image.

The measuring station consists of a punching bag and a construction of its
suspension. Paper with two perpendicular lines was stuck on the right of the punching
bag. Horizontal line was for leading the hand during movement. The aim of the
vertical line was to determine the beginning of data analysis. The result was that the
all direct punches were measured in the same distance from punching bag. This
distance was 60mm. The end of the measuring was at the moment when the
movement of the hand was stopped in axis “X” — the deformation of punching bag was
at the maximum.

Fig. 2. Measuring station with the camera and the punching bag
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3 Experiment

The total of 30 participants took part in the experiment; 24 men and 6 women. Based
on the previous training and experience the participants were divided into following
three groups:

e Untrained — These people have never done any combat sport, martial art or
combat system. They have no theoretical knowledge of the striking
technique. The technique was presented to these people before the
experiment for safety reasons. Noted further as UTM (for men).

e Mid-trained - These people have the theoretical knowledge of striking
techniques and they have attended the Special physical training course for at
least six months. The course is focused on self-defence and professional
defence. Noted further as MTM (for men) and MTW (for women).

e Trained — These people do some combat sports, martial arts or a combat
system for longer than two years. Noted further as TM (for men).

During the experiment each person made one strike (Except one man from training
group. He did two strikes.). During the measurement the target was positioned in such
manner that the center of the punching bag was in line with the striking person’s
shoulder. That way the punches have the maximum velocity and force (as there is no
decomposition of force or velocity into the other axes). The person was made to stay
at the same place for the whole experiment. Any unnecessary movement (e. g. lunge
etc.) would lead to data distortion.

Reflective markers with diameter 10mm have been stuck on the hand of each
person.

Fig. 3. Reflective markers
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4 Results

For data analysis we used i-Speed Control Software. It is used for image analysis and
for work with images — modification of contrast, brightness etc. On the basis of
sequential labelling of markers on hand the software it is able to calculate the velocity
of the hand. The rate of images (1000 fps) and the distance of markers between two
images are known.

Fig. 4. I-Speed Control Software

For velocity analysis we used software MINITAB. It was possible to find out
dependence of the mean velocity on time, dependence of the maximum velocity on
body’s height and weight, dependence of the maximum velocity on training level and
also on gender.

Fig. 5 shows dependence of the velocity on time. There are clear differences
among signals due to the training level and the gender. The aim was to find out a
simple statistical classifier which would helps us to classify people on basis of their
training level. Possibilities are the maximum of velocity and its standard deviation
(Table 1).
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Dependence of mean velocity on time
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Fig. 5. Dependence of mean velocity on time

Table 1. Results overview

Mean StDev  CoefVarMinimum Median Maximum Number
g;mples
UTM 3,169 11,6269 51,85 0,8354 2,916 5,989 8
MTM 2,848 11,8631 65,65 0,4849 2,474 6,325 13
™ 4,203 2,545 60,13 0,727 3,705 8,109 4
MTW  2,0223 1,239 61,05 0,4493 1,663 4,347 6

Very important part of experiment was to find out if it is possible to determine
dependence of maximum velocity on body’s height and weight. This is so important
because it is expected that tall men with bigger weight would have stronger punch

than small and thin men.
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Fig. 6. Dependence of maximum velocity on body’s height and weight for untrained
men
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Fig. 7. Dependence of maximum velocity on body’s height and weight for mid trained
men
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Fig. 8. Dependence of maximum velocity on body’s height and weight for trained
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Fig. 9. Dependence of maximum velocity on body’s height and weight for mid trained
women
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It can be seen there is no evident dependence of the maximum velocity on body’s
height and weight. Only in category of trained men there is a trend of bigger
maximum velocity with lower height. In category of untrained men there is a trend of
bigger maximum velocity with lower height and also with lower weight.

5 Conclusion

The experiment was focused on analysis of direct punch with a view to velocity. The
high-speed camera Olympus i-Speed 2 and software i-Speed Control Software and
MINITAB were used. The results are measuring of velocity in time and the maximum
velocity. The aim was to find dependences of velocity on input parameters such as
body’s height and weight, gender and training level. It can be stated that there is a big
difference between genders on the same training level. Dependences on body’s height
and weight are not evidential. The future experiment will be focused on gathering
larger sample of people and then we can establish if some dependence exists.
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in Zlin, project No. IGA/FAI/2014/036 and by the European Regional Development
Fund under the project CEBIA-Tech No. CZ.1.05/2.1.00/03.0089.
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Abstract. The paper contains description of modernized artillery
reconnaissance set LOS —M. It summarizes technical achievements which were
made during the modernization process and it highlights the main advantages of
the device. There is pointed out to importance of artillery reconnaissance and
fast information flow. This is realized through modernized computers, software
and generally through technical equipment. The modernization process is result
of permanent need for better results and performance.

Keywords: artillery reconnaissance, reconnaissance device and vehicle,
information flow, observing device, detection of targets.

1 Reconnaissance set LOS - M

All currently used means of artillery reconnaissance have during determination
process of reconnaissance data specific limitations. These limitations can be solved by
adding additional reconnaissance devices or resources, or their modernization
throughout artillery reconnaissance system so that new devices are not doubling
existing activities, but increasing the level of its quality.

Therefore, chief of artillery of the Czech Armed Forces adopted and already
partially implemented projects related to modernization of artillery reconnaissance,
both in yielding sets as well as in reconnaissance sets. By modernization or by
inclusion of new devices will be cover the full spectrum of artillery reconnaissance
tasks.

During the development of artillery reconnaissance devices is necessary to pay
attention to connecting devices and their possibility of passing the real data to the
required distance and in the required format. [5]

One of the first devices of artillery reconnaissance, which is currently undergoing
modernization, is the observation set LOS. Its modernized version is called LOS - M.

LOS - M device is part of the fire control system of an artillery unit, which
replaces an artillery observer. We count with its deployment mainly on exposed areas
of the battlefield, where the standard observer of artillery fire control system would be
exposed to unreasonable risk, primarily in terms of shelling enemy firing means, or
from the viewpoint of chemical warfare agents, respectively other form of
contamination of the surrounding environment. The LOS-M device will also be
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preferably used at forward positions, which will be quickly stationed, or that are
inaccessible to artillery observers and also for the securing the critical areas and
objects, both civilian and military.

Observing device LOS-M has, in practical terms, benefits that due to extensive
computer support for operator activities in comparison to the current level of artillery
observers fire control system workplaces, significantly increases the efficiency of
management of reconnaissance activities of the artillery forces.

Due to integrated connecting means is better communication between mechanized
forces and artillery. LOS - M reconnaissance device allows by its modular concept
prospective expansion to other exploration sensors and subsystems.

The design and the possibility of changing system operators LOS-M allows
virtually continuous combat operations of artillery observer throughout the
reconnaissance system.

Used subsystems for the reconnaissance and their relative configurations, allows to
create reconnaissance equipment with long-range detection and identif